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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR discusses the necessary to adding privacy requirement and solutions for LTE V2X with operator’s help and proposes related changes. 
Introduction 
In SA1 TS22.185, there is requirement [R.5.3-006]  Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the 3GPP system shall support pseudonymity and privacy of a UE in the use of a V2V/V2I application, such that no single party (operator or third party) can track a UE identity in that region.[1]
Based on this requirement, solutions are proposed in TS 33.185 to fulfil SA1’s requirement. However, it just considers use cases that with such “regional regulatory requirements”. And there is no solution for privacy protection out of such region. So this document wants to analyze and add security solutions about privacy protection for the rest regions.
Discussion 
In SA3 TR 33.885[2], there is a requirement indicates that “UE pseudonymity should be provided to conceal personal data from attackers”. Now TS 33.185 has solutions covers PC5 interface. However, the privacy protection on Uu interface is also need to make clear.
For LTE-Uu interface, there exists privacy solution, i.e. using GUTI instead of IMSI. With this solution, attacker could not get subscriber’s IMSI in most of time. Even the attacker could get IMSI during initial attach procedure or by identity request/response message. It can only get such IMSI at specific location and temporary due to movement of vUE. So attacker is still no ability to track UE in a long time. So current solution could be used in LTE V2X to protect vUE’s privacy.
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[bookmark: OLE_LINK198][bookmark: OLE_LINK199][bookmark: OLE_LINK200][bookmark: OLE_LINK177]Proposed pCR 
***	BEGIN OF THE FIRST CHANGE	***
[bookmark: _Toc475024955][bookmark: OLE_LINK201][bookmark: OLE_LINK202]6.6	Privacy in V2X services
[bookmark: _Toc475024956]6.6.1	General
When a UE supporting V2X application service wants to send data through network, or being configured by network, the network has responsibility to protect UE’s privacy away from unauthorized 3rd-party.
If a UE is using the same identity in several broadcast messages, it is possible to track the vehicle and compromise its privacy. Whether such privacy concerns exist for a V2X service will likely depend on regional regulatory requirements and/or operator policy, hence the PC5 privacy feature is optional to use. For example, a service that is mandated for use by a regulator may not provide an "opt out" option.  
Privacy may be supported at the application layer by employing identifiers and credentials that are not linked to long-term UE or user identifiers. These credentials would be refreshed periodically.
[bookmark: _Toc475024957]6.6.2	Privacy procedures related to PC5 transmissions
The UE shall change the source Layer-2 ID, and the source IP address (in case of IP-based V2X communication) when indicated by the V2X application that the application layer identifier has changed.
6.6.3	Privacy procedures related to Uu interface
The network shall use current LTE mechanism like pseudonomity protection for IMSI, to provide privacy protection for UE.
***	END OF THE FIRST CHANGES	***

