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Introduction 
 In the solution # 7.10, the editor’s note “Editor’s note: Whether DH is needed for generate the session key in case PKI is already introduced is FFS” has been appended. We suggest that this editor’s note should be deleted through the following clarification:
In the solution, the authenticity of the public DH key of the SEAF is assured by using PKI. Our solution is a framework in the sense that it can also be used in ECHIES where ECDH is first used to generate a shared key and then messages are protected under the shared key, and the authenticity of the public ECDH key is assured by PKI.
Before TLS 1.3 a client and the web server could agree upon the pre_master_secret in two ways by using PKI in the handshake protocol, where the web server will deliver its server certificate to the client: 
· RSA key transport: The client generates a random number used as the pre_master_secret. Then it encrypts the pre_master_secret using authentic RSA public key of the web server which is from the sever certificate. The web server decrypts the pre_master_secret with its private key.  
· (EC)DH  key exchange: The client and server agree upon the shared key by using (EC)DH key exchange, and use it as the pre_master_secret. The authenticity of public (EC)DH key of the web server is assured by signing it with server’s private key or by including it in the server’s certificate .        
In the TLS 1.3, the encryption of pre_master_secret by using RSA public key of the web server is abandoned due to several drawbacks including lack of PFS, pre-master secret contributed only by the client, and the general weakening of RSA over time [1].  (EC)DH method is retained to generate the pre_master_secret. TLS 1.3 has also introduced the pre_shared_key to generate the pre_master_secret based on the symmetric algorithms.
Analogous to TLS 1.3, we enhance the security of the attach procedure in the NextGen system by only using the (EC) DH method. 
In a nutshell, (EC) DH is needed for the generation of the session key in case PKI is already introduced.
Reference 
[1]  Confirming Consensus on removing RSA key Transport from TLS 1.3
https://www.ietf.org/mail-archive/web/tls/current/msg12362.html
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***	BEGIN OF THE FIRST CHANGE	***
 5.7.4.10.3	Evaluation
The proposed scheme is evaluated from the following perspectives:
5.7.4.10.3.1	Security
(1) Man-in-the-middle attacks
The proposed scheme prevents man-in-the-middle attacks by introducing the double authentication mechanism:  one is DHIES in the identity manage stage, the other one is AKA process in the AKA stage. DHIES is actually one way authentication scheme in the sense that only the dedicated SEAF with the associated private key can decrypt the messages. This implies the SEAF authenticates itself to UE by using its private key. The authenticity of DH public key of SEAF is assured by a PKI. As a result, before performing man-in-the-middle attacks to acquire the session key Ks, an adversary has to carry out the following attacks: cracking SEAF to acquire the private key of SEAF, cracking PKI to forge the certificate of SEAF, and stealing  the  root key  used in the AKA protocol. Even though the root key is leaked, it is still impossible for an attacker to get the session key Ks because of the high security level of PKI and SEAF.  
(2)  DoS attacks
The proposed scheme mitigates DoS attacks by embedding the hash challenge/response mechanism in the identity acquisition stage. This mechanism forces attackers to spend more computation resource than SEAF if the network is under DoS attacks.  As a result, SEAF will execute asymmetric cryptographic computation only in the case that it is free of DoS attacks. Other mechanisms, such as back-off timer, could be used for anti DoS attacks. However, effectiveness to mitigate DoS attacks is not comparable to the proposed scheme.  A malicious attacker most likely does not comply with the back-off timer rule, and overwhelms SEAF using attach request messages without stop so that a lot of these messages will be treated as valid ones sooner or later by SEAF. Consequently SEAF has to carry out the computation-intensive asymmetric cryptographic operation. Moreover such DoS attacks can last on SEAF as long as attackers do not stop sending attach request messages.
(3)  Privacy of subscriber identifiers   
The proposed scheme can prevent attackers from acquiring subscriber identifiers  no matter the attack is active or passive, because subscriber identifiers are encrypted with the encryption key KE.  There is no way for an adversary to get the encryption key KE because this requires it to break either PKI or SEAF.  
(4) Long-time secret leakage
The proposed scheme prevents passive attacker and active attacker from getting the session key Ks even if the long-time secret is known to them. This is because the generation of session Ks depends on not only the intermediate key Kmid that is derived from the long-time secret, but also the shared key KDH. The attacker cannot derive the session key Ks because it is unable to deduce the key KDH unless it can crack the PKI or SEAF. 
(5) Insecurity of links between MNOs
An attacker cannot acquire the session Ks even if it has known the authentication vector by eavesdropping the communication at links between MNOs or injected a forged authentication vector into the SEAF.  Analog to the long-time leakage, the attacker is unable to get the session key Ks due to the lack of knowledge of KDH.  
5.7.4.10.3.2	Complexity 
The proposed scheme itself is comparatively simple. Its complexity mainly comes from the operation because a PKI is required when it is deployed.
5.7.4.10.3.3	Compatibility 
The proposed scheme is highly backward compatible with the LTE EPS system because it does not touch the LTE AKA protocol. Moreover the mature identity management system in LTE (IMSI-GUTI mapping) can still be used in the 5G system because the proposed scheme keeps the identity management unchanged , and enhances it by concealing the real identity of UE at the initial attach procedure. 
5.7.4.10.3.4	Efficiency 
The proposed scheme is efficient in the context of the reuse of shared key KDH between UE and the SEAF.  A UE can generate the session key Ks by reusing KDH when attaching the network again as long as there is no synchronization problem between IMSI and GUTI. The can significantly reduce the computation cost rising from the DH computation. 
Editor’s note: Whether DH is needed for generate the session key in case PKI is already introduced is FFS.
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