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Decision/action requested

It is requested to discuss and approve the proposals.
2
References

[1]
SnoopSnitch, https://opensource.srlabs.de/projects/snoopsnitch
[2]
Android IMSI-Catcher Detector, https://cellularprivacy.github.io/Android-IMSI-Catcher-Detector/
[3]

IMSI-Catcher-Catchers, https://sourceforge.net/projects/icc/ {A. Dabrowski, N. Pianta, T. Klepp, M. Mulazzani, E. Weippl: "IMSI-Catch Me If You Can: IMSI-Catcher-Catchers"; Vortrag: Annual Computer Security Applications Conference (ACSAC), New Orleans, Louisiana, USA; 08.12.2014 - 12.12.2014; in:"Annual Computer Security Applications Conference (ACSAC)", (2014)}
3
Rationale

There were some requests to clarify privacy and feasibility aspects of the solution #4.10. To that end, we are adding some clarification text to the solution details. It is worth noting that the solution builds upon what already exists and is in place in LTE systems. 
We also provide references to known literature and UE based applications that aim to detect false base stations at the UE side based on measurements, e.g., SnoopSnitch [1], AIMSICD [2], ICC [3]. We point out that the network is at even better position to detect the false base stations because the network related data (e.g., cell deployment topology, network settings, etc.) are readily and reliably available at the network than at the UE. 
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

5.4.4.10
Solution #4.10: UE-assisted false base station detection

5.4.4.10.1
Introduction  

This solution relates to the key issue #4.1, i.e. "AS security during RRC idle mode". 
The issue of an UE selecting a false base station to camp on, during IDLE mode, could be addressed in following two ways:

· Type 1: Prevent the UE from camping on a false base station in the first place.

· Type 2: Let the UE camp on a false base station. But, detect that the UE camped on a false base station when the UE connects back to the genuine network.

This solution is of Type 2. Questions like whether the Type 1 solutions (currently proposed for #4.1), are feasible or not and whether the proposed Type 2 solution is sufficient or not are discussed in the evaluation clause.



5.4.4.10.2
Solution details  
This solution builds upon the existing measurement report mechanisms described in the TS 36.331. 
When the UE is in RRC_CONNECTED mode, the gNB sends configuration information to the UE in a protected RRC message, asking the UE to perform and log measurements when the UE is later in RRC IDLE mode. The existing "Logged Measurement Configuration" procedure may be used for doing so. It is left up to the implementations to decide for which UEs or in which tracking areas (TAs) the measurements are activated. For example, during some important social event, the network may choose to activate the measurements only for vulnerable subscriber's UEs and in the areas close to the event location.
When in RRC_IDLE mode, the UE builds the measurement reports according to the configuration information that was sent by the gNB. The existing "MeasResults" message may be used for the same purpose This already allows to obtain various information relevant for false base station detection, e.g. identifier and received-signal strength information of the cell that the UE camped on, and detailed location information of the UE. It is proposed that the following information  is included in the report:

· -
mib_info = hash of the MIB; 
· -
sib_info = list of {SIB number, hash of the SIB}; 
-
cell identifier;

-
location information;
-
details of signals detected in the frequency band used by the operator, e.g. the received-signal strength, presence of synchronization signals, presences of system info, any inconsistencies (e.g. inconsistent information, not possible to access the network according to the information). 
NOTE: Details of how to encode the new information in measurement report will be handled by RAN2 and CT1.

When the UE transitions later to RRC_CONNECTED mode, the UE sends the measurement reports in a protected message to the gNB. A transition to the RRC_CONNECTED mode means that a successful security activation has taken place and the UE is connected to a genuine gNB. The existing "Measurement Reporting" procedure may be used for doing so.
The gNB, possibly with assistance from the core network or neighbouring gNBs, detects the false base station, for example, by determining if the hashes of the MIB and the SIBs are correct; the reported received-signal strength of the cell matches the reported location of the UE; or if the cel identifier and frequency matches the deployment information, or the UE did not respond to the Paging message even when the UE was successfully camping. Should a false base station, in order to prevent victim UEs from switching back and forth between itself and the genuine network (so called ping-pong effect),  modify with neighbouring cells, cell reslection criteria, registratioin timers, etc., the hashes of the SIBs will detect such modification. Should a false base station replay the genuine SIBs without modifying them, the received-signal strength and location information will detect such inconsistency. Therefore, the network is in very advantageous position for detecting false base stations. Since the network can collect data from multiple UEs, it also has opportunity to filter out incorrect information from potential rouge UE. 



Upon detection of the false base station, the operator can take further actions, e.g. informing legal authorities; or contacting the victim subscriber. 

It is proposed to leave it open to the implementations to use other techniques on using the measurement reports and on taking actions, than mentioned above. 
At first, it might appear as if this solution is introducing new privacy issue because UE specific information (especially location) is collected by network. But it is not so because already today, the measurement reports are used for facilitating hand overs and minimization of drive tests (MDT). Any consent required from user of the UE could be facilitated in same fashion as done today (dependent on MNO and UE vendors).

�Rationale: It is already mentioned that this solution is of Type 2. So editor's note can be deleted.


�Rationale: To avoid confusioin on which information are useful, they are � listed explicitly.


�Rationale: Some clarification of how the information is useful. Also see SnoopSnitch [1], AIMSICD [2], ICC [3].


Rationale: New text is added below to clarify �privacy aspects. So this EN can be deleted.


� Rationale: clarifying privacy/liability issue.





