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Decision/action requested

Approve pCR below.
2
References
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3
Rationale
This contribution is one of four somehow related contributions on security requirements for gNB:

-
S3-171131 “Questions and agreements on key issue #4.2 Security requirements on the gNB”
(Agenda item 8.3.4)
pCR to 33.899 with questions and agreements

-
S3-171130 “Update of Key issue #4.2 Security requirements on gNB”:
(Agenda item 8.3.4)
pCR to 33.899 with update of key issue, minor update of S3-170729 submitted to SA3#86bis

-
S3-171288 “Discussion on RAN deployment and interface protection
(Agenda item 7.4)
discussion paper with more details for normative phase

-
S3-171132 “pCR to 33.501: requirements on gNB”
(Agenda item 7.4)
pCR to 33.501 with a first draft of how the normative text could look like, will need to be updated as discussion proceeds

It is left to the chairman's decision whether to discuss the present contribution before S3-171131 has been treated.
Requirements related to interfaces terminating at the gNB are treated in the related contribution S3-17bbbb "Content for clause 7 on security procedures between 5G Network Functions".

4
Detailed proposal

***BEGIN CHANGES***
It is proposed to add the following text to draft TS 33.501, clause 5.2 "Requirements on the gNB" (which is currently empty). All proposed text is new. 

Track changes show changes compared to clause 5.3 of TS 33.401 [1]
5.2.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.
Editor's Note: Clause 5.2.1 may need to be updated after RAN decisions on split deployments of the gNB.









5.2.2
Requirements for key management inside gNB
The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

1.
Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.2.3
Requirements for handling User plane data for the gNB

1.
Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 
2.


5.2.4
Requirements for handling Control plane data for the gNB
1.

Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 




5.2.5
Requirements for secure environment of the gNB
The secure environment is logically defined within the gNB and is a composition of functions for the support of sensitive operations.

1.
The secure environment shall support secure storage of sensitive data, e.g. keys, UP and CP data in cleartext.
2.
The secure environment shall support processing of sensitive data, e.g. encryption and decryption of CP and UP data.
3.
Sensitive data used within the secure environment shall not be exposed to external entities.


2.
The secure environment's integrity shall be assured.

3.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
5.2.5
Requirements for gNB-internal interfaces

Due to split deployments, signalling traffic or user plane data may be sent on gNB-internal interfaces. 

1.
Signalling traffic sent on gNB-internal interfaces shall be integrity, confidentiality and anti-replay protected.
2.
User plane data sent on gNB-internal interfaces shall be confidentiality protected.

3.
Any part of a gNB that is reachable by an IP-based interface shall be protected against unauthorized traffic on the interface.
***END CHANGES***


