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1
Decision/action requested

Approve the pCR below.
2
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3
Rationale
This contribution is one of four somehow related contributions on security requirements for gNB:

-
S3-171131 “Questions and agreements on key issue #4.2 Security requirements on the gNB”
(Agenda item 8.3.4)
pCR to 33.899 with questions and agreements

-
S3-171130 “Update of Key issue #4.2 Security requirements on gNB”:
(Agenda item 8.3.4)
pCR to 33.899 with update of key issue, minor update of S3-170729 submitted to SA3#86bis

-
S3-171288 “Discussion on RAN deployment and interface protection
(Agenda item 7.4)
discussion paper with more details for normative phase

-
S3-171132 “pCR to 33.501: requirements on gNB”
(Agenda item 7.4)
pCR to 33.501 with a first draft of how the normative text could look like, will need to be updated as discussion proceeds

4
Detailed proposal

***BEGIN CHANGES***

All text in this change is NEW. Hence, for easier reading, no tracking changes are present.
E.4.2 
Questions and Interim Agreements for Key Issue #4.2
E.4.2.1
Requirements on gNB
E.4.2.1.1
Description of Question

Which security requirements should be put on the gNB?
E.4.2.1.2
Interim Agreement

Any part of a gNB deployment that stores or processes keys, control plane data or user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys, control plane data or user plane data in cleartext shall be stored and processed in a secure environment. 

NOTE y: These requirements are aligned with security requirements on the eNB in clauses 5.3.3, 5.3.4 and 5.3.4a of TS 33.401 [31]. 
The requirements on the secure environment shall be analogous to the requirement on the secure environment in clause 5.3.5 in TS 33.401 [31].
If a gNB-internal interface is not physically protected, signalling traffic sent on it shall be integrity, confidentiality and anti-replay protected and user plane data sent on it shall be confidentiality protected.
Any part of a gNB that is reachable by an IP-based interface shall be protected against unauthorized traffic on the interface.
***END CHANGES***

