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1
Decision/action requested

This pCR contains an evaluation for MCData solutions for TS 33.880.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

An evaluation is required for MCData solutions within TS 33.880. Based on the decisions by SA6 and CT1, and based on the principle of re-using security functionality defined for MCPTT and MCVideo, the most appropriate solutions for specification are 4.X,4.Y and 4.Z.
4
Detailed proposal

(For pseudo CR, include the complete clause(s) or subclause(s) of the latest draft TS/TR to be modified, with clear clause and sub-clause headings included and all modifications shown with revision marks, unambiguously showing where the changes shall be made or inserted in the draft TS/TR. It is not sufficient to just state, for example, “add the following text to the draft TS/TR…”.)

8.7 
Evaluation of MCData Solutions

Within MCData there are six proposed solutions: #4.1, #4.2, #4.3, #4.X, #4.Y and #4.Z.

#4.1 and #4.2 compare the merits of doing key distribution in the signalling channel or alongside the media. Based upon the decision by CT to use SIP for the signalling channel to setup media paths over SIP or MSRP, the natural choice is to use the signalling channel for key distribution, hence #4.1 is preferred. 

#4.X simply defines a methodology for protecting MCData payloads and is independent of the key distribution solution.

#4.3, #4.Y and #4.Z define key distribution and key support mechanisms that are compatible. #4.3 asserts that separate keys are used for media and signalling protection, and that the payloads for media and signalling protection should be protected separately. #4.Y asserts that the keys used for protection of MCPTT and MCVideo for signalling protection (CSK, MuSiK, MSCCK) or for media protection (PCK, GMK) should be reused for MCData. #4.Z defines the means by which keys are distributed. This approach reflects that used for MCPTT and MCVideo, and hence allows the maximum of existing functionality to be reused.

In summary, the approach defined across #4.1, #4.3, #4.X, #4.Y and #4.Z shall be adopted for protection of MCData within TS 33.180. Moreover, #4.X notes that the approach for protecting payloads for SIP transport may also be applied to media transport (MSRP), and hence these five solutions allow for SDS and FD protection across SIP or media plane.

