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1
Decision/action requested

We propose to update V2X UE privacy solution in clause 6.3 in TR 33.885 [x] for LI support.
2
References

[x]
3GPP TR 33.885 V1.1.0, Study on security aspects for LTE support of V2X services
[y]
S3-170323 Conclusion of Vehicle UE privacy, pCR for TR 33.885
3
Rationale

According to the evaluation in S3-170323, solution in clause 6.3 “Solution for attach identifier obfuscation for vehicle UE privacy” is the only solution in 3GPP TR 33.885 V1.1.0 [x], which can fully support strict V2X UE privacy requirements over LTE Uu interface, by separating pseudonym generation entity with pseudonym distribution entity. However, it is not clear how this solution can support LI requirement, especially in roaming case. The aim of this contribution is to show that the V2X UE privacy solution can support LI in roaming case.

[LI support in the home network]

LEA requests tickets and KPERIOD given to target IMSI or UE to MNO, and then requests encrypted PMSI sub pools given for this tickets to Pseudonym CA. LEA can now find PMSIs of the target ISMI or UE, and use this for LI Functions. LEA needs to repeat the same procedure during the period of LI, because V2X UE will renew the tickets and PMSI sub pools as time expires.
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[LI support in a visited network]

[Solution Option A]

When V2X UE roams into a visited network, it could use existing inter-MME handover, or roaming procedure for LTE access. After then, V2X UE can request tickets and PMSI subpool from the new serving network and its affiliated Pseudonym respectively, as it does in home network. LEA in the visited area could perform LI as in the home network, without the aid of home network.

[Solution Option B]

To avoid IMSI uses, V2X UE can sends V2X tickets (tickets provided for PMSI subpools in home network) to the serving network, instead of GUTI or IMSI. Home network information should be included in the request. The home network discovers IMSIs for tickets, and responds with IMSI and authentication data to the visited network. After then, the newly serving network can provide a new ticket, which V2X UE can use to request PMSI subpools to Pseudonym CA affiliated with the serving network. With new PMSIs and tickets, LEA in visited network can perform LI on the target V2X UE as in the home network, without the aid of home network.
NOTE: There is a risk of losing ticket to a fake serving network, and for that matter, ticket could be encrypted with KPERIOD. 
NOTE: For the service continuity, in the border area, networks with roaming agreements could accept PMSIs from multiple Pseudonym CAs, while V2X UE is requesting new PMSIs from a newly serving network and its affiliated Pseudonym CA.
4
Detailed proposal

It is proposed to include the following change as a new subclause under subclause of 6.3 in TR 33.885 [x].

*** Change Proposal ***
6.3.z
LI support
For LI in a home network, LEA requests tickets and KPERIOD given to target IMSI or UE to MNO, and then requests encrypted PMSI sub pools given for this tickets to Pseudonym CA. LEA can now find PMSIs of the target ISMI or UE, and use this for LI Functions. LEA needs to repeat the same procedure during the period of LI, because V2X UE will renew the tickets and PMSI sub pools as time expires. Figure 6.3.z-xx illustrates the steps.
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Figure 6.3.z-xx: PMSI acquisition procedure of LEA for LI
LI in roaming case is supported as follows.

When V2X UE roams into a visitied network, it could use existing inter-MME handover, or roaming procedure for LTE access. After then, V2X UE can request tickets and PMSI subpool from the new serving network and its affiliated Pseudonym respectively, as it does in home network. LEA in the visited area could perform LI as in the home network, without the aid of home network.

Alternatively, to avoid IMSI uses, V2X UE can sends V2X tickets (tickets provided for PMSI subpools in home network) to the serving network, instead of GUTI or IMSI. Home network information should be included in the request. The home network discovers IMSIs for tickets, and responds with IMSI and authentication data to the visited network. After then, the newly serving network can provide a new ticket, which V2X UE can use to request PMSI subpools to Pseudonym CA affiliated with the serving network. With new PMSIs and tickets, LEA in visited network can perform LI on the target V2X UE as in the home network, without the aid of home network.

NOTE: There is a risk of losing ticket to a fake serving network, and for that matter, ticket could be encrypted with KPERIOD. 

NOTE: For the service continuity, in the border area, networks with roaming agreements could accept PMSIs from multiple Pseudonym CAs, while V2X UE is requesting new PMSIs from a newly serving network and its affiliated Pseudonym CA
*** End of Change Proposal ***
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