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Abstract of the contribution: this contribution provides evaluation and comparison of three general PK encryption techniques (proposed as solutions in clause 7) with respect to nine selected criteria. This pCR proposes the addition of this evaluation to TR 33.899 as part of the conclusions in clause 7.
1. Introduction

Solutions for the Key issue #7.2: Concealing permanent or long-term subscription identifier have been proposed in TR 33.899. Most of them are based on the use of asymmetric, public-key (PK) encryption techniques.

The objective of this contribution is to provide more-detailed evaluation and comparison, with respect to nine selected criteria, of three general PK encryption techniques proposed as solution to KI#7.2.
Techniques:

1.
Standard PK encryption by serving network keys (Stand_Serv)

2.
Standard PK encryption by home network keys (Stand_Home)

3.
IBE/ABE PK encryption by using serving network attributes (ABE_Serv)

Firstly, some general remarks considered to be relevant for the evaluation are reported below. 
General remarks:

•
PK encryption techniques appear to be indispensable for IMSI protection, either as stand-alone or for failure recovery complementing a technique based on common symmetric pseudonyms generated dynamically by UE and the home network and used instead of IMSI. 

•
Any IMSI encryption technique for protecting privacy should satisfy the requirements of (i) untraceability (it should be computationally infeasible to recover IMSI from encrypted IMSI) and (ii) unlinkability (it should be computationally infeasible to link two repeated encryptions of the same IMSI). As a consequence, any PK encryption technique of interest should be randomized with a secret parameter.

•
The recommended security level of PK encryption system is 128 bits, while the bitsize of the randomized secret parameter used in encryption should be at least 64 bits.

•
Depending on the used randomized PK cryptosystem, the message containing encrypted IMSI will be longer. To minimize message expansion and computational overhead, elliptic-curve cryptosystems (ECC) appear to be preferable to RSA-based cryptosystems. 

•
If a PK stored on UE needs to be revoked and/or updated, then, due to mobility (e.g., in roaming), it may happen that UE is not reachable, in which case it will continue using the old PK. Therefore, if the decryption with the new private key does not work, the old one should be tried out too or, possibly, an indicator bit can be included in the message from UE.
•
The considered DoS sensitivity criterion assumes that the serving network is flooded by many false IMSI attach messages with encrypted IMSI or MSIN (e.g., in the IoT scenario), attempting to cause DoS.

•
Whether the whole IMSI (MCC|MNC|MSIN) or only the subscriber part of IMSI (MSIN) is encrypted by UE may have an impact on subscriber privacy. For example, detection of a significant number of IMSI attach or detach messages in an area that share the same network part MCC|MNC indicates the appearance or disappearance of a significant number of subscribers of that network in that area, respectively. This has negative impact on privacy, especially if combined with side-information. Note that IMSI itself is not required to be secret, but, for privacy, its presence in a given area at a given time should be OTA concealed. Also note that temporary subscription identifiers (e.g., GUTI) contain MCC|MNC of the visited network, while IMSI corresponds to the home network.
•
Regarding LI, the home network needs to be trusted by the serving network not to cheat by the following general collusion attack, which is applicable regardless of whether IMSI is encrypted or not. Namely, instead of the real IMSI stored on the (U)SIM and in the home network HSS, both UE and the home network can use a fake IMSI’ obtained by applying a reversible, preferably randomized transformation to the real IMSI. It is easy to implement in SW and cannot be detected, unless if IMSI is authenticated by other globally trusted parties.

•
Trustworthy network elements handling sensitive keys should satisfy the requirements (1) that sensitive keys are stored in secure hardware elements and (2) that system administrator interventions are detectable and traceable.

•
Identity attributes, which are typically globally unique, can be considered as a special case of general attributes. Hence ABE is more general than IBE and also allows several attributes to be logically combined together in an access structure.

The following nine criteria are used in the comparative evaluation of the three general PK encryption techniques proposed as solution to KI#7.2.
Criteria:

a)
IMSI or MSIN encryption

b)
LI friendliness

c)
Ease of key provisioning

d)
Ease of key revocation

e)
Message expansion

f)
Latency

g)
Sensitivity to DoS attack

h)
Impact of compromised keys

i)
Trust framework
In clause 2, a detailed comparative evaluation of the three general PK encryption techniques proposed as solution to KI#7.2, according to the proposed criteria, is reported. 
In clause 3, the summary comparative evaluation is provided.

2
Analysis of public-key encryption privacy solutions

2.1
 Standard PK encryption by serving network keys (Solution #7.2)

1a) Either IMSI or MSIN are encrypted. 

1b) LI friendly, because IMSI or MSIN are directly obtained by the serving network.

1c) The complexity of PKI depends on key granularity (network-based or node-based) and on the number of trusted CAs issuing network certificates to networks. 

For node-based granularity, the second level of node certificates issued by networks to network nodes (MMEs) is needed. In practice, ECC-based signature schemes such as ECDSA can be used for signing the PK certificates. UE needs to securely store the trusted root PKs of all CAs, in the form of CA root certificates, and needs to obtain and verify the PK of the serving network MME, in the form of network or node certificates, either stored in UE or OTA broadcasted by the serving network. Broadcasted certificates need to be verified in real time by UE. Frequently used certificates can be cached in UE to avoid repeated verifications.

For network-based granularity, network certificates can be stored in UE, while the broadcasted network identifier (MCC|MNC) determines the right network certificate to be used. Alternatively, the whole network certificate of the network can be broadcasted, but then it needs to be verified by UE. All MMEs of a given network share the same network certificate and the corresponding private key to be used for decryption. If the PKI is used only for protection of permanent identifiers such as IMSI, then network-based granularity may suffice. If the PKI is also used for signing downlink signaling messages, then node-based granularity may be needed.

For node-based granularity, network certificates can be stored in UE, while the whole node certificate can be broadcasted and then verified by UE by using the corresponding network certificate determined by the network identifier present in the broadcasted node certificate. If network certificates are not stored in UE, then the network certificate needs to be broadcasted and verified together with the node certificate. 

It follows that the provisioning of PK certificates to UE is a practical problem, especially for node-based granularity, because of required additional signaling traffic via broadcasting and storage in UE.

For node-based granularity, private keys can be generated and stored locally, while for network-based granularity, they need to be generated by respective networks and transmitted to MMEs over secure (confidential and authentic) communication channels. PK certificates need to be transmitted to network elements and UE over authentic channels. 

1d) Revocation of compromised or expired keys should be performed by using the revocation lists of revoked (long-term) PK certificates stored in UE, by reissuing the new PK certificates, and by refreshing the PK certificates stored in UE. Long-term certificates for revocation include network certificates and possibly also CA root certificates. To this end, trusted online revocation servers and OTA transmission from the (trusted) home network to UE can be used. 

1e) Assume that authenticated ephemeral ECDH is used for key agreement and that the one-time symmetric secret key is derived from the shared key to be used for bitwise XOR encryption of IMSI or MSIN (e.g., as in ECIES). For 128-bit security, the underlying elliptic curve group has elements represented by 256 bits and, hence, the message expansion is 256 bits. In addition, especially for node-based granularity, there is an OTA message expansion (i.e., communication overhead) due to broadcasting of the corresponding ECC-based PK certificate(s) from the serving network to UE, each on the order of few hundred bytes in size.

1f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, encryption operation on UE, decryption operation on the serving network MME, revocation list checking on UE, and also due to the verification of the received broadcasted node and/or network PK certificates on UE. Therefore, storing of network certificates in UE is very important, but for node-granularity, node certificates need to be broadcasted instead of stored. Due to computational power constraints, the most important factors are the encryption operation on UE (dominated by two point multiplications in the elliptic curve group, one of which is with a fixed point and, hence, considerably faster) as well as verification of PK certificates on UE.
1g) The flooding attack provokes IMSI decryption effort by MME of the serving network and may possibly be detected at the level of the serving network, without propagating further to the home network and without involving critical HSS network elements.

1h) If any CA or network private key used for signing the PK certificates in the PKI is compromised or if a fake PK is added to the list of trusted root PKs of CAs stored in UE, then fake PK certificates can be produced by an attacker. This enables active IMSI catchers via fake BTS, in any area of the system.

If the private key stored in any MME and used for decryption of encrypted IMSI is compromised, then passive IMSI catchers in any area covered by that MME are enabled. For node-based granularity, this is the particular area of a single MME, but for network-based granularity, this may be any area covered by the serving network. In either case, if in addition, the PK certificate (chain) of the MME is known, then active IMSI catchers in any area of the system are enabled too.

1i) For the PKI to function properly, it is critical for CAs to be globally trustworthy. For network-based granularity, to reduce impact of compromised network keys, multiple network keys and PK certificates may be used, each corresponding to a particular MME cluster, and refreshed periodically, possibly once a month. For node-based granularity, the refreshing period may be longer, but the network elements issuing node certificates need to be more trustworthy than MMEs, as they affect a larger area. 

In any case, for a given MME, UE needs to trust all the network elements issuing the involved PK certificates on the corresponding certificate chain, as well as all MMEs sharing the same (certified) PK for securely handling the private decryption key.

2.2 Standard PK encryption by home network keys (Solutions #7.3 and #7.15)

2a) Only MSIN is encrypted, whereas MCC|MNC needs to be sent OTA in the clear.

2b) Allows LI by requiring the home network to send back MSIN to MME after decryption performed in its HSS. However, it is not fully LI friendly, since it requires cooperation of the home network and induces additional (round-trip) delay over the Internet for IMSI to be available at the serving network MME. It is FFS if this is relevant or not. 

MME can check if the MSIN received from the home network is the same as the one encrypted by UE, provided that the home network also sends back the derived one-time symmetric encryption key resulting from the ephemeral key agreement protocol. In this case, UE should not use (simple, but malleable) XOR encryption, but an ECB encryption with padding or, otherwise, it should send additional commitment based on HMAC. This way cheating of the home network by sending back a different IMSI is prevented.
It is questionable if the commitment technique is really needed, in view of the general collusion attack, which means the home network needs to be trusted anyway.

2c) For MSIN encryption, UE uses the trusted home network PK securely preprovisioned on its USIM, possibly in the form of the home network root certificate. Accordingly, standard PKI is not needed and the PK certificate need not be verified by UE. The private key corresponding to PK should be securely generated and stored in the HSS of the home network. In principle, the home network can use a multiplicity of the key pairs instead of a single one.

2d) If the generation and storage of the key pairs in the HSS of the home network is trustworthy with ultra-high assurance, then revocation during the lifetime of the USIM may not be needed. Alternatively, to be on the safe side, revocation can be done remotely by online and OTA provisioning of the new PK, either periodically or in case of compromise. However, remote provisioning may open doors for cyber attacks on UE, possibly aiming at installing a fake PK.

2e) Assume that authenticated ephemeral ECDH is used for key agreement and that the one-time symmetric secret key is derived from the shared key to be used for XOR encryption of MSIN (e.g., as in ECIES), with the underlying elliptic curve group having elements represented by 256 bits. Then the message expansion is 256 bits as in 1e). This increases if the commitment is used, either due to additional HMAC (256 bits) or to the symmetric ECB encryption operation (with padding) other than bitwise XOR. Format-preserving encryption would maintain the bitsize, but would increase latency.
2f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, encryption operation on UE, and decryption operation on the home network HSS. In addition to 1f), latency is also increased due to the commitment if it is used. Due to computational power constraints, the most important factor is the encryption operation on UE, which is dominated by two point multiplications in the elliptic curve group, both with a fixed point and, as such, considerably faster.
2g) The flooding attack provokes IMSI decryption effort by the home network HSS, with impact more serious than in 1g).

2h) If the private decryption key stored in the home network HSS is compromised, then passive or active IMSI catchers aiming at recovering IMSI in the clear are applicable in any area of the system, but only to clients of the home network.

2i) Each network operator should ensure that its HSS is trustworthy with respect to the confidentiality of the private key used for decryption, in order to protect IMSI privacy of its clients. It appears that without the commitment, the home network should be more trusted with respect to LI, but, as pointed out in 2b), the home network should be trusted with respect to LI anyway.

2.3 IBE/ABE PK encryption by using serving network attributes (Solutions #7.14 and #7.11)

3a) Whole IMSI is encrypted. (Alternatively, only MSIN can be encrypted.)

3b) LI friendly, because IMSI is directly obtained by the serving network.

3c) For IMSI encryption, UE uses the trusted global public key PK securely preprovisioned on its USIM, possibly in the form of a root certificate, together with the serving network (identity) attribute received in broadcast (e.g., MCC|MNC|SN, where SN is a short serial number determining the maximum number of attributes per mobile network operator for a given PK). There is no need for PK certificates and standard PKI. 

A globally trusted authority TA generates the global PK together with private master key MK and uses them with randomization to generate a multiplicity of private decryption keys to be distributed to mobile network operators over secure (confidential and authentic) communication channels. Network element supplied with a private decryption key with an embedded network attribute can decrypt only if the same network attribute is embedded in a given ciphertext.

New private decryption keys can be generated and issued at any time. In an ABE scheme like [ref 73], the global PK has a fixed bitsize independent of the number of mobile network operators and their attributes.

Importantly, by using secret sharing and threshold cryptography, each TA can be implemented in a fully distributed way, among a number of independent servers, belonging to different administrative domains (e.g., controlled by mobile operators themselves), placed at different geographic locations, and preferably running on different operating systems. The proposed [ref 73] large universe ABE scheme allows the initial setup of the system and real-time generation and distribution of private decryption keys via threshold cryptography without ever storing or reconstructing any secret parameters (i.e., MK and randomization parameters for private decryption keys). The partial computation results of the servers are sent directly to mobile network operators, where they are combined together.

More generally, a multiplicity of TAs can also be used, depending on the trust framework adopted. Their public keys need to be globally trusted and provisioned to UEs, either initially or in real time. In this case, the broadcasted network attribute should also contain index of the TA to be used for IMSI encryption concatenated to SN.

3d) Revocation of compromised or expired private decryption keys should be performed by using the revocation lists of the corresponding revoked network attributes stored in UE and by reissuing the new private decryption keys for updated network attributes. More precisely, the revocation list in UE should contain the revoked network attributes. To this end, trusted online revocation servers and OTA transmission from the (trusted) home network can be used.

Similarly, the (long-term) global PK can be refreshed periodically (or upon revocation), by reprovisioning the new PK to all UE (via any trusted network) and by reissuing the new private decryption keys to mobile network operators and MMEs. Even more generally, this can be done for any global PK if a multiplicity of them are used.

3e) Assume that large universe key-policy ABE scheme [ref 73] is used, where the underlying elliptic curve group with a bilinear map (i.e., elliptic curve pairing) has elements represented by 256 bits, for 128-bit security. The embedding degree of the elliptic curve pairing should correspond to 128-bit security level. Assume also that the shared key obtained in encryption/decryption is used for deriving an one-time symmetric secret key to be used for XOR encryption of IMSI. Then the message expansion is 2x256=512 bits if only one network attribute is used in encryption (Option 1) and 3x256=768 bits if two network attributes are used in encryption (Option 2). MK size is 256 bits and, in the recommended hash-function based random oracle construction, the global PK size is 512 bits.

In comparison with SK03 IBE scheme (IETF RFC 6508), which is not randomized, [ref 73] inherently uses randomization, supports revocation by updating the network attributes, enables logical combinations of network attributes, and, most importantly, mathematical operations in [ref 73] intrinsically enable threshold cryptography for a fully distributed TA. This is a result of the fact that in [ref 73] the functions defining private decryption keys are homomorphic in secret parameters (with respect to addition mod p, where a 256-bit prime p is the order of the underlying elliptic curve group).

3f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, ABE encryption operation on UE, ABE decryption operation on MME of the serving network, and revocation list checking on UE. Due to computational power constraints, the most important factor is the encryption operation on UE, which is (in case of the large universe key-policy ABE scheme [ref 73]) dominated by three point multiplications in the elliptic curve group, two of which are with a fixed point and, hence, considerably faster. Further significant speeding up can be obtained by using 64-bit instead of 256-bit randomizing parameter (as a scalar in point multiplication).One elliptic curve pairing operation in the encryption on UE can be precomputed, while the decryption operation on MME includes two elliptic curve pairing operations, but MME is computationally much more powerful than UE.  
3g) As in 1g), the flooding attack provokes IMSI decryption effort by MME of the serving network and may possibly be detected at the level of the serving network, without propagating further to the home network and without involving critical HSS network elements.

3h) If the private master key MK of any TA is compromised at a given time, then private decryption keys issued by that TA after that time are compromised. This enables active IMSI catchers via fake BTS in any area of the system and may also enable passive IMSI catchers in the area covered by that TA. 

If a TA is implemented in a distributed way by a (k, n)-treshold scheme, then it takes at least k independent servers to be compromised together in order to compromise its MK. At the same time, even if up to n-k servers fail to produce their partial results, then the private decryption key can be still reconstructed. 

If the private decryption key stored in any MME is compromised, then passive IMSI catchers in any area using the respective network attribute are enabled. Also, since network attributes are assumed to be known, active IMSI catchers in any area of the system are enabled too.

3i) For the system to function properly, it is critical for TAs to be globally trustworthy. To reduce the probability of a TA’s MK to be compromised, a distributed TA can be used and its PK can be refreshed periodically, possibly every six months. To reduce impact of compromised MKs with respect to passive IMSI catchers, multiple TAs can be used. 

For a given MME, UE needs to trust the TA issuing the MME’s private decryption key as well as all MMEs sharing the same network attribute for securely handling the respective private decryption key. If the TA is distributed by using a (k, n)-threshold scheme, then UE needs to trust that any k or more out of n independent servers are not all compromised. In particular, for k=n, this means that instead of trusting that a single server is not compromised, UE needs to trust that there exists at least one of n independent servers that is not compromised.

3. Summary of Comparison
a)
IMSI or MSIN encryption

Stand_Serv encrypts IMSI or MSIN

Stand_Home encrypts only MSIN

ABE_Serv encrypts IMSI

b)
LI friendliness

Stand_Serv allows decryption by serving network

Stand_Home requires decryption by home network

ABE_Serv allows decryption by serving network

c)
Ease of key provisioning

Stand_Serv requires PKI (with one or more trusted CAs) and broadcast & verification and/or storage of PK certificates on UE, especially for node-based granularity

Stand_Home does not require PKI and uses only trusted home network root PK certificate stored on UE

ABE_Serv does not require PKI and does not use PK certificates; requires one or more TAs to provision private decryption keys to MMEs; each TA can be implemented in a fully distributed way (e.g., if [ref 73] is used); uses broadcasted network attributes and stored (one or more) trusted TA PKs for encryption

d)
Ease of key revocation

Stand_Serv uses revocation list on UE for revoked CA or network PK certificates

Stand_Home does not use revocation list, but may require the home network PK to be revoked or refreshed periodically

ABE_Serv uses revocation list on UE for revoked network attributes; allows TA PKs to be revoked or refreshed

e)
Message expansion

Stand_Serv expands encrypted IMSI or MSIN due to randomized key agreement; if ECC is used, then message is expanded by 256 bits (for 128-bit security); considerable communication overhead due to broadcasted PK certificates

Stand_Home expands encrypted MSIN due to randomized key agreement; if ECC is used, then message is expanded by 256 bits (for 128-bit security); if used, commitment further increases the message bitsize and/or latency

ABE_Serv  expands encrypted IMSI due to randomized ABE by 512 bits (for 128-bit security)

f)
Latency

Stand_Serv increases latency due to IMSI or MSIN encryption/decryption, but also due to verification of broadcasted PK certificates on UE and, to a minor extent, to revocation list checking on UE

Stand_Home increases latency due to MSIN encryption/decryption and also, if used, due to commitment

ABE_Serv increases latency due to IMSI ABE encryption/decryption and, to a minor extent, to revocation list checking on UE; ABE encryption operation includes the computation of one elliptic curve pairing on UE if [ref 73] is used

g)
Sensitivity to DoS attack

Stand_Serv can stop DoS flooding attack at the serving network MME

Stand_Home allows DoS flooding attack to propagate to the home network HSS

ABE_Serv can stop DoS flooding attack at the serving network MME

h)
Impact of compromised keys

Stand_Serv: a compromised CA or network signing key enables active IMSI catchers in any area of the system; a compromised MME private decryption key enables passive IMSI catchers in any area where this key is used and active IMSI catchers in any area of the system

Stand_Home: a compromised HSS private decryption key enables passive or active IMSI catchers in any area of the system, but only for clients of the respective network

ABE_Serv: a compromised TA master key enables active IMSI catchers in any area of the system and may also enable passive IMSI catchers in any area covered by that TA; if a TA is implemented in a fully distributed way (e.g., provided that [ref 73] is used), then it takes a given minimum number of independent servers to be all compromised in order to compromise the respective master key; a compromised MME private decryption key enables passive IMSI catchers in any area using the respective network attribute and active IMSI catchers in any area of the system

i)
Trust framework

Stand_Serv requires all CA or network signing entities in PKI to be trustworthy in order to prevent active IMSI catchers; all MMEs sharing the same (certified) PK should be trusted by UE to securely handle the respective private decryption key

Stand_Home requires each UE to trust the home network for securely handling the private decryption key in its HSS; with or without IMSI encryption, with or without commitment used, the home network needs to be trusted with respect to LI 

ABE_Serv requires all TAs to be trustworthy in order to prevent active or passive IMSI catchers; all MMEs sharing the same network attribute should be trusted by UE to securely handle the respective private decryption key; if a TA is implemented in a fully distributed way, then UE needs to trust that no more than a given maximum number of independent servers are all compromised instead of trusting that a single server is not compromised.
[ref 73] “Goyal et al, Attribute-Based Encryption for Fine-Grained Access Control of Encrypted Data (2006) http://eprint.iacr.org/2006/309.pdf”. 

Note that the addition of this reference is not visible in the concrete proposal hereafter since it is proposed in another contribution (Updating solution #7.14 “Privacy protection of permanent or long-term subscription identifier using ABE”).
4. Text proposal for conclusions of clause 7
***
Beginning of changes
*** 
5.7.5
Conclusions 

Editor’s note: This clause will contain the comparative evaluation of the solutions and the conclusions made by SA3.

Solutions for the Key issue #7.2: Concealing permanent or long-term subscription identifier have been proposed in TR 33.899. Most of them are based on the use of asymmetric, public-key (PK) encryption techniques.
Three general PK encryption techniques have been proposed as solution to KI#7.2:

1.
Standard PK encryption by serving network keys (Stand_Serv)

2.
Standard PK encryption by home network keys (Stand_Home)

3.
IBE/ABE PK encryption by using serving network attributes (ABE_Serv)

Firstly, some general remarks considered to be relevant for the evaluation are reported below. 
General remarks:

•
PK encryption techniques appear to be indispensable for IMSI protection, either as stand-alone or for failure recovery complementing a technique based on common symmetric pseudonyms generated dynamically by UE and the home network and used instead of IMSI. 

•
Any IMSI encryption technique for protecting privacy should satisfy the requirements of (i) untraceability (it should be computationally infeasible to recover IMSI from encrypted IMSI) and (ii) unlinkability (it should be computationally infeasible to link two repeated encryptions of the same IMSI). As a consequence, any PK encryption technique of interest should be randomized with a secret parameter.

•
The recommended security level of PK encryption system is 128 bits, while the bitsize of the randomized secret parameter used in encryption should be at least 64 bits.

•
Depending on the used randomized PK cryptosystem, the message containing encrypted IMSI will be longer. To minimize message expansion and computational overhead, elliptic-curve cryptosystems (ECC) appear to be preferable to RSA-based cryptosystems. 

•
If a PK stored on UE needs to be revoked and/or updated, then, due to mobility (e.g., in roaming), it may happen that UE is not reachable, in which case it will continue using the old PK. Therefore, if the decryption with the new private key does not work, the old one should be tried out too or, possibly, an indicator bit can be included in the message from UE.
•
The considered DoS sensitivity criterion assumes that the serving network is flooded by many false IMSI attach messages with encrypted IMSI or MSIN (e.g., in the IoT scenario), attempting to cause DoS.

•
Whether the whole IMSI (MCC|MNC|MSIN) or only the subscriber part of IMSI (MSIN) is encrypted by UE may have an impact on subscriber privacy. For example, detection of a significant number of IMSI attach or detach messages in an area that share the same network part MCC|MNC indicates the appearance or disappearance of a significant number of subscribers of that network in that area, respectively. This has negative impact on privacy, especially if combined with side-information. Note that IMSI itself is not required to be secret, but, for privacy, its presence in a given area at a given time should be OTA concealed. Also note that temporary subscription identifiers (e.g., GUTI) contain MCC|MNC of the visited network, while IMSI corresponds to the home network.
•
Regarding LI, the home network needs to be trusted by the serving network not to cheat by the following general collusion attack, which is applicable regardless of whether IMSI is encrypted or not. Namely, instead of the real IMSI stored on the (U)SIM and in the home network HSS, both UE and the home network can use a fake IMSI’ obtained by applying a reversible, preferably randomized transformation to the real IMSI. It is easy to implement in SW and cannot be detected, unless if IMSI is authenticated by other globally trusted parties.

•
Trustworthy network elements handling sensitive keys should satisfy the requirements (1) that sensitive keys are stored in secure hardware elements and (2) that system administrator interventions are detectable and traceable.

•
Identity attributes, which are typically globally unique, can be considered as a special case of general attributes. Hence ABE is more general than IBE and also allows several attributes to be logically combined together in an access structure.

The three techniques have been evaluated and compared, with respect to the following nine selected criteria.

a)
IMSI or MSIN encryption

b)
LI friendliness

c)
Ease of key provisioning

d)
Ease of key revocation

e)
Message expansion

f)
Latency

g)
Sensitivity to DoS attack

h)
Impact of compromised keys

i)
Trust framework
In clause 5.7.5.1, a detailed comparative evaluation of the three general PK encryption techniques proposed as solution to KI#7.2, according to the proposed criteria, is reported. 

In clause 5.7.5.2, the summary comparative evaluation is provided.

5.7.5.1
Analysis of public-key encryption privacy solutions

1
 Standard PK encryption by serving network keys (Solution #7.2)

1a) Either IMSI or MSIN are encrypted. 

1b) LI friendly, because IMSI or MSIN are directly obtained by the serving network.

1c) The complexity of PKI depends on key granularity (network-based or node-based) and on the number of trusted CAs issuing network certificates to networks. 

For node-based granularity, the second level of node certificates issued by networks to network nodes (MMEs) is needed. In practice, ECC-based signature schemes such as ECDSA can be used for signing the PK certificates. UE needs to securely store the trusted root PKs of all CAs, in the form of CA root certificates, and needs to obtain and verify the PK of the serving network MME, in the form of network or node certificates, either stored in UE or OTA broadcasted by the serving network. Broadcasted certificates need to be verified in real time by UE. Frequently used certificates can be cached in UE to avoid repeated verifications.

For network-based granularity, network certificates can be stored in UE, while the broadcasted network identifier (MCC|MNC) determines the right network certificate to be used. Alternatively, the whole network certificate of the network can be broadcasted, but then it needs to be verified by UE. All MMEs of a given network share the same network certificate and the corresponding private key to be used for decryption. If the PKI is used only for protection of permanent identifiers such as IMSI, then network-based granularity may suffice. If the PKI is also used for signing downlink signaling messages, then node-based granularity may be needed.

For node-based granularity, network certificates can be stored in UE, while the whole node certificate can be broadcasted and then verified by UE by using the corresponding network certificate determined by the network identifier present in the broadcasted node certificate. If network certificates are not stored in UE, then the network certificate needs to be broadcasted and verified together with the node certificate. 

It follows that the provisioning of PK certificates to UE is a practical problem, especially for node-based granularity, because of required additional signaling traffic via broadcasting and storage in UE.

For node-based granularity, private keys can be generated and stored locally, while for network-based granularity, they need to be generated by respective networks and transmitted to MMEs over secure (confidential and authentic) communication channels. PK certificates need to be transmitted to network elements and UE over authentic channels. 

1d) Revocation of compromised or expired keys should be performed by using the revocation lists of revoked (long-term) PK certificates stored in UE, by reissuing the new PK certificates, and by refreshing the PK certificates stored in UE. Long-term certificates for revocation include network certificates and possibly also CA root certificates. To this end, trusted online revocation servers and OTA transmission from the (trusted) home network to UE can be used. 

1e) Assume that authenticated ephemeral ECDH is used for key agreement and that the one-time symmetric secret key is derived from the shared key to be used for bitwise XOR encryption of IMSI or MSIN (e.g., as in ECIES). For 128-bit security, the underlying elliptic curve group has elements represented by 256 bits and, hence, the message expansion is 256 bits. In addition, especially for node-based granularity, there is an OTA message expansion (i.e., communication overhead) due to broadcasting of the corresponding ECC-based PK certificate(s) from the serving network to UE, each on the order of few hundred bytes in size.

1f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, encryption operation on UE, decryption operation on the serving network MME, revocation list checking on UE, and also due to the verification of the received broadcasted node and/or network PK certificates on UE. Therefore, storing of network certificates in UE is very important, but for node-granularity, node certificates need to be broadcasted instead of stored. Due to computational power constraints, the most important factors are the encryption operation on UE (dominated by two point multiplications in the elliptic curve group, one of which is with a fixed point and, hence, considerably faster) as well as verification of PK certificates on UE.
1g) The flooding attack provokes IMSI decryption effort by MME of the serving network and may possibly be detected at the level of the serving network, without propagating further to the home network and without involving critical HSS network elements.

1h) If any CA or network private key used for signing the PK certificates in the PKI is compromised or if a fake PK is added to the list of trusted root PKs of CAs stored in UE, then fake PK certificates can be produced by an attacker. This enables active IMSI catchers via fake BTS, in any area of the system.

If the private key stored in any MME and used for decryption of encrypted IMSI is compromised, then passive IMSI catchers in any area covered by that MME are enabled. For node-based granularity, this is the particular area of a single MME, but for network-based granularity, this may be any area covered by the serving network. In either case, if in addition, the PK certificate (chain) of the MME is known, then active IMSI catchers in any area of the system are enabled too.

1i) For the PKI to function properly, it is critical for CAs to be globally trustworthy. For network-based granularity, to reduce impact of compromised network keys, multiple network keys and PK certificates may be used, each corresponding to a particular MME cluster, and refreshed periodically, possibly once a month. For node-based granularity, the refreshing period may be longer, but the network elements issuing node certificates need to be more trustworthy than MMEs, as they affect a larger area. 

In any case, for a given MME, UE needs to trust all the network elements issuing the involved PK certificates on the corresponding certificate chain, as well as all MMEs sharing the same (certified) PK for securely handling the private decryption key.

2 Standard PK encryption by home network keys (Solutions #7.3 and #7.15)

2a) Only MSIN is encrypted, whereas MCC|MNC needs to be sent OTA in the clear.

2b) Allows LI by requiring the home network to send back MSIN to MME after decryption performed in its HSS. However, it is not fully LI friendly, since it requires cooperation of the home network and induces additional (round-trip) delay over the Internet for IMSI to be available at the serving network MME. It is FFS if this is relevant or not. 

MME can check if the MSIN received from the home network is the same as the one encrypted by UE, provided that the home network also sends back the derived one-time symmetric encryption key resulting from the ephemeral key agreement protocol. In this case, UE should not use (simple, but malleable) XOR encryption, but an ECB encryption with padding or, otherwise, it should send additional commitment based on HMAC. This way cheating of the home network by sending back a different IMSI is prevented.
It is questionable if the commitment technique is really needed, in view of the general collusion attack, which means the home network needs to be trusted anyway.

2c) For MSIN encryption, UE uses the trusted home network PK securely preprovisioned on its USIM, possibly in the form of the home network root certificate. Accordingly, standard PKI is not needed and the PK certificate need not be verified by UE. The private key corresponding to PK should be securely generated and stored in the HSS of the home network. In principle, the home network can use a multiplicity of the key pairs instead of a single one.

2d) If the generation and storage of the key pairs in the HSS of the home network is trustworthy with ultra-high assurance, then revocation during the lifetime of the USIM may not be needed. Alternatively, to be on the safe side, revocation can be done remotely by online and OTA provisioning of the new PK, either periodically or in case of compromise. However, remote provisioning may open doors for cyber attacks on UE, possibly aiming at installing a fake PK.

2e) Assume that authenticated ephemeral ECDH is used for key agreement and that the one-time symmetric secret key is derived from the shared key to be used for XOR encryption of MSIN (e.g., as in ECIES), with the underlying elliptic curve group having elements represented by 256 bits. Then the message expansion is 256 bits as in 1e). This increases if the commitment is used, either due to additional HMAC (256 bits) or to the symmetric ECB encryption operation (with padding) other than bitwise XOR. Format-preserving encryption would maintain the bitsize, but would increase latency.
2f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, encryption operation on UE, and decryption operation on the home network HSS. In addition to 1f), latency is also increased due to the commitment if it is used. Due to computational power constraints, the most important factor is the encryption operation on UE, which is dominated by two point multiplications in the elliptic curve group, both with a fixed point and, as such, considerably faster.
2g) The flooding attack provokes IMSI decryption effort by the home network HSS, with impact more serious than in 1g).

2h) If the private decryption key stored in the home network HSS is compromised, then passive or active IMSI catchers aiming at recovering IMSI in the clear are applicable in any area of the system, but only to clients of the home network.

2i) Each network operator should ensure that its HSS is trustworthy with respect to the confidentiality of the private key used for decryption, in order to protect IMSI privacy of its clients. It appears that without the commitment, the home network should be more trusted with respect to LI, but, as pointed out in 2b), the home network should be trusted with respect to LI anyway.

3 IBE/ABE PK encryption by using serving network attributes (Solutions #7.14 and #7.11)

3a) Whole IMSI is encrypted. (Alternatively, only MSIN can be encrypted.)

3b) LI friendly, because IMSI is directly obtained by the serving network.

3c) For IMSI encryption, UE uses the trusted global public key PK securely preprovisioned on its USIM, possibly in the form of a root certificate, together with the serving network (identity) attribute received in broadcast (e.g., MCC|MNC|SN, where SN is a short serial number determining the maximum number of attributes per mobile network operator for a given PK). There is no need for PK certificates and standard PKI. 

A globally trusted authority TA generates the global PK together with private master key MK and uses them with randomization to generate a multiplicity of private decryption keys to be distributed to mobile network operators over secure (confidential and authentic) communication channels. Network element supplied with a private decryption key with an embedded network attribute can decrypt only if the same network attribute is embedded in a given ciphertext.

New private decryption keys can be generated and issued at any time. In an ABE scheme like [ref 73], the global PK has a fixed bitsize independent of the number of mobile network operators and their attributes.

Importantly, by using secret sharing and threshold cryptography, each TA can be implemented in a fully distributed way, among a number of independent servers, belonging to different administrative domains (e.g., controlled by mobile operators themselves), placed at different geographic locations, and preferably running on different operating systems. The proposed [ref 73] large universe ABE scheme allows the initial setup of the system and real-time generation and distribution of private decryption keys via threshold cryptography without ever storing or reconstructing any secret parameters (i.e., MK and randomization parameters for private decryption keys). The partial computation results of the servers are sent directly to mobile network operators, where they are combined together.

More generally, a multiplicity of TAs can also be used, depending on the trust framework adopted. Their public keys need to be globally trusted and provisioned to UEs, either initially or in real time. In this case, the broadcasted network attribute should also contain index of the TA to be used for IMSI encryption concatenated to SN.

3d) Revocation of compromised or expired private decryption keys should be performed by using the revocation lists of the corresponding revoked network attributes stored in UE and by reissuing the new private decryption keys for updated network attributes. More precisely, the revocation list in UE should contain the revoked network attributes. To this end, trusted online revocation servers and OTA transmission from the (trusted) home network can be used.

Similarly, the (long-term) global PK can be refreshed periodically (or upon revocation), by reprovisioning the new PK to all UE (via any trusted network) and by reissuing the new private decryption keys to mobile network operators and MMEs. Even more generally, this can be done for any global PK if a multiplicity of them are used.

3e) Assume that large universe key-policy ABE scheme [ref 73] is used, where the underlying elliptic curve group with a bilinear map (i.e., elliptic curve pairing) has elements represented by 256 bits, for 128-bit security. The embedding degree of the elliptic curve pairing should correspond to 128-bit security level. Assume also that the shared key obtained in encryption/decryption is used for deriving an one-time symmetric secret key to be used for XOR encryption of IMSI. Then the message expansion is 2x256=512 bits if only one network attribute is used in encryption (Option 1) and 3x256=768 bits if two network attributes are used in encryption (Option 2). MK size is 256 bits and, in the recommended hash-function based random oracle construction, the global PK size is 512 bits.

In comparison with SK03 IBE scheme (IETF RFC 6508), which is not randomized, [ref 73] inherently uses randomization, supports revocation by updating the network attributes, enables logical combinations of network attributes, and, most importantly, mathematical operations in [ref 73] intrinsically enable threshold cryptography for a fully distributed TA. This is a result of the fact that in [ref 73] the functions defining private decryption keys are homomorphic in secret parameters (with respect to addition mod p, where a 256-bit prime p is the order of the underlying elliptic curve group).

3f) In comparison with IMSI sent in the clear, latency is increased due to message expansion, ABE encryption operation on UE, ABE decryption operation on MME of the serving network, and revocation list checking on UE. Due to computational power constraints, the most important factor is the encryption operation on UE, which is (in case of the large universe key-policy ABE scheme [ref 73]) dominated by three point multiplications in the elliptic curve group, two of which are with a fixed point and, hence, considerably faster. Further significant speeding up can be obtained by using 64-bit instead of 256-bit randomizing parameter (as a scalar in point multiplication).One elliptic curve pairing operation in the encryption on UE can be precomputed, while the decryption operation on MME includes two elliptic curve pairing operations, but MME is computationally much more powerful than UE.  
3g) As in 1g), the flooding attack provokes IMSI decryption effort by MME of the serving network and may possibly be detected at the level of the serving network, without propagating further to the home network and without involving critical HSS network elements.

3h) If the private master key MK of any TA is compromised at a given time, then private decryption keys issued by that TA after that time are compromised. This enables active IMSI catchers via fake BTS in any area of the system and may also enable passive IMSI catchers in the area covered by that TA. 

If a TA is implemented in a distributed way by a (k, n)-treshold scheme, then it takes at least k independent servers to be compromised together in order to compromise its MK. At the same time, even if up to n-k servers fail to produce their partial results, then the private decryption key can be still reconstructed. 

If the private decryption key stored in any MME is compromised, then passive IMSI catchers in any area using the respective network attribute are enabled. Also, since network attributes are assumed to be known, active IMSI catchers in any area of the system are enabled too.

3i) For the system to function properly, it is critical for TAs to be globally trustworthy. To reduce the probability of a TA’s MK to be compromised, a distributed TA can be used and its PK can be refreshed periodically, possibly every six months. To reduce impact of compromised MKs with respect to passive IMSI catchers, multiple TAs can be used. 

For a given MME, UE needs to trust the TA issuing the MME’s private decryption key as well as all MMEs sharing the same network attribute for securely handling the respective private decryption key. If the TA is distributed by using a (k, n)-threshold scheme, then UE needs to trust that any k or more out of n independent servers are not all compromised. In particular, for k=n, this means that instead of trusting that a single server is not compromised, UE needs to trust that there exists at least one of n independent servers that is not compromised.

5.7.5.2. Summary of Comparison
a)
IMSI or MSIN encryption

Stand_Serv encrypts IMSI or MSIN

Stand_Home encrypts only MSIN

ABE_Serv encrypts IMSI

b)
LI friendliness

Stand_Serv allows decryption by serving network

Stand_Home requires decryption by home network

ABE_Serv allows decryption by serving network

c)
Ease of key provisioning

Stand_Serv requires PKI (with one or more trusted CAs) and broadcast & verification and/or storage of PK certificates on UE, especially for node-based granularity

Stand_Home does not require PKI and uses only trusted home network root PK certificate stored on UE

ABE_Serv does not require PKI and does not use PK certificates; requires one or more TAs to provision private decryption keys to MMEs; each TA can be implemented in a fully distributed way (e.g., if [ref 73] is used); uses broadcasted network attributes and stored (one or more) trusted TA PKs for encryption

d)
Ease of key revocation

Stand_Serv uses revocation list on UE for revoked CA or network PK certificates

Stand_Home does not use revocation list, but may require the home network PK to be revoked or refreshed periodically

ABE_Serv uses revocation list on UE for revoked network attributes; allows TA PKs to be revoked or refreshed

e)
Message expansion

Stand_Serv expands encrypted IMSI or MSIN due to randomized key agreement; if ECC is used, then message is expanded by 256 bits (for 128-bit security); considerable communication overhead due to broadcasted PK certificates

Stand_Home expands encrypted MSIN due to randomized key agreement; if ECC is used, then message is expanded by 256 bits (for 128-bit security); if used, commitment further increases the message bitsize and/or latency

ABE_Serv  expands encrypted IMSI due to randomized ABE by 512 bits (for 128-bit security)

f)
Latency

Stand_Serv increases latency due to IMSI or MSIN encryption/decryption, but also due to verification of broadcasted PK certificates on UE and, to a minor extent, to revocation list checking on UE

Stand_Home increases latency due to MSIN encryption/decryption and also, if used, due to commitment

ABE_Serv increases latency due to IMSI ABE encryption/decryption and, to a minor extent, to revocation list checking on UE; ABE encryption operation includes the computation of one elliptic curve pairing on UE if [ref 73] is used

g)
Sensitivity to DoS attack

Stand_Serv can stop DoS flooding attack at the serving network MME

Stand_Home allows DoS flooding attack to propagate to the home network HSS

ABE_Serv can stop DoS flooding attack at the serving network MME

h)
Impact of compromised keys

Stand_Serv: a compromised CA or network signing key enables active IMSI catchers in any area of the system; a compromised MME private decryption key enables passive IMSI catchers in any area where this key is used and active IMSI catchers in any area of the system

Stand_Home: a compromised HSS private decryption key enables passive or active IMSI catchers in any area of the system, but only for clients of the respective network

ABE_Serv: a compromised TA master key enables active IMSI catchers in any area of the system and may also enable passive IMSI catchers in any area covered by that TA; if a TA is implemented in a fully distributed way (e.g., provided that [ref 73] is used), then it takes a given minimum number of independent servers to be all compromised in order to compromise the respective master key; a compromised MME private decryption key enables passive IMSI catchers in any area using the respective network attribute and active IMSI catchers in any area of the system

i)
Trust framework

Stand_Serv requires all CA or network signing entities in PKI to be trustworthy in order to prevent active IMSI catchers; all MMEs sharing the same (certified) PK should be trusted by UE to securely handle the respective private decryption key

Stand_Home requires each UE to trust the home network for securely handling the private decryption key in its HSS; with or without IMSI encryption, with or without commitment used, the home network needs to be trusted with respect to LI 

ABE_Serv requires all TAs to be trustworthy in order to prevent active or passive IMSI catchers; all MMEs sharing the same network attribute should be trusted by UE to securely handle the respective private decryption key; if a TA is implemented in a fully distributed way, then UE needs to trust that no more than a given maximum number of independent servers are all compromised instead of trusting that a single server is not compromised.
***
End of changes
*** 

3GPP


