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Abstract of the contribution: Resolve editor’s note in Clause 5.8. 
1. Introduction
This contribution resolves the following editor’s note in Clause 5.8:

Editor’s Note: Contradiction with existing privacy requirement that it should not allow the MNO to identify the sender of the message needs to be addressed.

Editor’s note: Requirement may be revisited depending on SA1 LS response to S3-160789.

These editor’s notes are no longer needed that privacy related requirements are already captured in Section 5.7.3. It is proposed to delete these editor’s notes.
It is also proposed to modify the note at the end of 5.8.3.
2. Proposed Changes
***************Start of Change 1****************
5.8
Key Issue #8: V2X data source accountability

5.8.1
Key issue details

The MNO is going to transfer data that are generated by third parties, e.g. vehicle data are transferred via the V2X application to E-UTRA(N) and may be broadcasted again via LTE to other V2X service users. 

The MNO is not responsible for the correctness of generated vehicle data. Though one would hope, that in the first place, the vehicle data provided to the LTE network is not manipulated or forged, this may not be always the case. Even though the MNO, as pointed out, is not able to verify the legitimacy of such application-layer messages, it may still be desirable that the MNO to be able to identify the sender of V2X messages for data accountability or other such purposes.

Accountability should therefore be supported at the V2X level.


5.8.2
Security threats

There could be circumstances where the source of a V2X message needs to be identified, and the MNO may not be able to provide such information. 

When the operator is a position to provide such a capability, this could be mis-used to compromise privacy.

Behaviour of a V-UE could have a detrimental impact on the LTE network. If LTE network operator is unable to identify the V-UE, the operator may be unable to mitigate this threat.
5.8.3
Potential Security requirements

The MNO should be able to identify the sender of a message when required by an entity (subject to regulatory environment).


The LTE system should provide accounting function on data received from a resource external to LTE.

Note: Privacy requirements are captured in 5.7.3 of the present document.

***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes proposed in section 2 to the TR 33.885.
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