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This paper proposes a solution for key issue 3.1 “Interception of radio interface keys sent between operator entities”.
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***************************************** Start of change ******************************************
5.3.4.Y
Solution #3.Y: Hiding keys exchanged between serving network nodes
5.3.4.Y.1
Introduction

This solution addresses key issue 3.1 “Interception of radio interface keys sent between operator entities”.
5.3.4.Y.2
Solution details
5.3.4.Y.2.1
Attach/TAU procedure
Following figure 5.3.4.Y.2.1-1 shows the attach/TAU procedure that KAN is delivered to the gNB encrypted:
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Figure 5.3.4.Y.2.1-1 Attach/TAU procedure
Step 1: The NG-UE sends Attach/TAU Request message to the AMF via a gNB. The gNB may include a public key of the gNB (PubKAN) in the underlying NG2 message, which is used for asymmetric cryptography.
Step 2: The AMF triggers the SEAF to send Authentication Data Request message to the AUSF/ARPF.

Step 3: The AUSF/ARPF sends Authentication Data Response (AUTN, RAND, KNG, RES64, RES-B64) message to the SEAF. The RES64 and RES-B64 are 64-bit response to the RAND, and the functions for RES64 generation and RES-B64 generation are different.

Step 4: The SEAF sends User Authentication Request (AUTN, RAND) message to the NG-UE.

Step 5: The NG-UE sends User Authentication Response (RES64, RES-B64) message to the gNB, in which the RES64 is included in the underlying RRC message and the RES-B64 is included in the NAS message.

Step 6: The gNB stores the RES64 and sends User Authentication Response (RES-B64) message to the SEAF.

Step 7: The SEAF triggers the AMF to perform NAS SMC procedure.

Step 8: The AMF sends Attach/TAU Accept message to the gNB. The underlying NG2 message carries EKAN and SIGAN. The EKAN is encrypted KAN, the KAN is an AN key per NG-UE. The SIGAN is used to verify the KAN and PubKAN if used.

If PubKAN is not received, the EKAN and the SIGAN are as following, in which “⊕” means exclusive-OR, I() means signature operation:

EKAN0 = RES256⊕KAN
SIGAN = I(KAN, RES64)

EKAN = EKAN0

Note1:
The length of KAN and RES256 are 256-bit, but the length of legacy RES is 64-bit (RES64), so RES64 needs to be expanded. An easy way is to concatenates the RES64 with cyclic shift 4 times.

If PubKAN is received, the EKAN and the SIGAN are as following, in which “||” means concatenation, E() means asymmetric encryption:

EKAN = E(PubKAN, EKAN0)

SIGAN = I(KAN, RES64 || PubKAN)

Step 9: If the gNB has sent PubKAN to the SEAF, then the gNB decrypts EKAN using private key, to get EKAN0. The gNB expands the stored RES64 to RES256, and gets expected KAN (XKAN) as following:

XKAN = RES256⊕EKAN0

If the gNB does not send PubKAN to the SEAF, then the gNB calculates a XSIGAN as following:

XSIGAN = I(XKAN, RES64)

Otherwise, the gNB calculates XSIGAN as following:

XSIGAN = I(XKAN, RES64 || PubKAN)

The gNB compares the XSIGAN with the SIGAN. If they are equal, then the XKAN is the KAN.

Step 10: The gNB sends Attach/TAU Request message to the NG-UE.

5.3.4.Y.2.2
X2 handover procedure
Following figure 5.3.4.Y.2.2-1 shows the X2 handover procedure:
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Figure 5.3.4.Y.2.2-1 X2 handover procedure

Step 1: The source gNB has stored RES64 for the UE that received from UE or other gNB. The source gNB sends Handover Request (EKAN*, SIGAN) message to the target gNB. The source gNB may also send the public key of the source gNB to the target gNB, so that the target gNB can know the public key of the neighbor gNBs.

If public key of the target gNB (PubKAN) is not known by the source gNB (e.g. not pre-configured or not received), the EKAN* and the SIGAN are calculated as following, in which “⊕” means exclusive-OR, I() means signature operation:

EKAN*0 = RES256⊕KAN*
SIGAN = I(KAN*, RES64)

EKAN* = EKAN*0
Otherwise, the EKAN* and the SIGAN are as following, in which “||” means concatenation, E() means asymmetric encryption:

EKAN* = E(PubKAN, EKAN*0)

SIGAN = I(KAN*, RES64 || PubKAN)

Where the KAN* is derived from KAN that the NG-UE and source gNB used. The RES64 is the legacy RES used in LTE that its length is 64-bit. The RES256 is expanded from RES64, and its length is 256-bit. An example way for the expansion may be to concatenates the RES64 with cyclic shift 4 times.

Step 2: If using PubKAN, then the target gNB decrypts EKAN* using private key, to get EKAN*0. The target gNB sends Handover Request ACK message to the source gNB. The target gNB may also send the public key of the target gNB to the source gNB, which can update the PubKAN in the source gNB, and the source gNB can know the public key of the neighbor gNBs.

Step 3: The source gNB sends RRC Connection Reconfiguration message to the NG-UE.

Step 4: The NG-UE has stored the RES64 after authentication procedure. The NG-UE sends RRC Connection Reconfiguration Complete (RES64) message to the target gNB, the target gNB stores the RES64 for later usage.
Step 5: The target gNB expends RES64 to RES256, and gets expected KAN* (XKAN*) as following:

XKAN* = RES256⊕EKAN*0

If not using PubKAN, then the target gNB calculates a XSIGAN as following:

XSIGAN = I(XKAN*, RES64)

Otherwise, the target gNB calculates XSIGAN as following:

XSIGAN = I(XKAN*, RES64 || PubKAN)

The target gNB compares the XSIGAN with the SIGAN. If they are equal, then the XKAN* is the KAN*.

Step 6: The target gNB sends Path Switch Request message to the AMF.
Note:
The same mechanism also can be used for S1 handover procedure without AMF changed.

5.3.4.Y.2.3
S1 handover procedure with AMF changed
Following figure 5.3.4.Y.2.3-1 shows the S1 handover procedure with AMF changed:
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Figure 5.3.4.Y.2.3-1 S1 handover procedure with AMF changed
Step 1: The source gNB sends Handover Required (EKAN*, SIGAN) message to the source AMF. The source gNB may also send the public key of the source gNB to the source AMF. The EKAN* and SIGAN are described in section 5.3.4.Y.2.2 and is included in Source to Target transparent container.

Step 2: The source AMF sends Forward Relocation Request (EKAN*, SIGAN, EKAMF*, SIGAMF) message to the target AMF. If the public key of the source gNB is received, it is included in the Forward Relocation Request message. The source AMF may also send the public key of the source AMF to the target AMF, so that the target AMF can know the public key of the neighbor AMFs. The EKAMF* and SIGAMF are included in the AMF UE Context for transferring new AMF key.

If public key of the target AMF (PubKAMF) is not known by the source AMF (e.g. not pre-configured or not received), the EKAMF* and the SIGAMF are calculated as following, in which “⊕” means exclusive-OR, I() means signature operation:

EKAMF*0 = RES256⊕KAMF*
SIGAMF = I(KAMF*, RES64)

EKAMF* = EKAMF*0
Otherwise, the EKAMF* and the SIGAMF are as following, in which “||” means concatenation, E() means asymmetric encryption:

EKAMF* = E(PubKAMF, EKAMF*0)

SIGAN = I(KAMF*, RES64 || PubKAMF)

Step 3: If using PubKAMF, then the target AMF decrypts EKAMF* using private key, to get EKAMF*0. The target AMF sends Handover Request (EKAN*, SIGAN) message to the target gNB. If the public key of the source gNB is received, it is included in the Handover Request message, so that the target gNB can know the public key of the neighbor gNBs.

Step 4: The target gNB sends Handover Request ACK message to the target AMF. The target gNB may also send the public key of the target gNB to the target AMF.

Step 5: The target AMF sends Forward Relocation Response message to the source AMF, which may includes the public key of the target AMF, so that the source AMF can know the public key of the neighbor AMFs. If the public key of the target gNB is received, it is included in the Forward Relocation Response message.

Step 6: The source AMF sends Handover Command message to the NG-UE. If the public key of the target gNB is received, it is included in the Handover Command message, so that the source gNB can know the public key of the neighbor gNBs.

Step 7: The source gNB sends Handover Command message to the NG-UE.

Step 8: The NG-UE has stored the RES64 after authentication procedure. The NG-UE sends Handover Confirm (RES64) message to the target gNB, the target gNB stores the RES64 for later usage.

Step 9: The target gNB expends RES64 to RES256, and gets expected KAN* as described in section 5.3.4.Y.2.2.
Step 10: The target gNB sends Handover Notify (RES64) message to the target AMF.
Step 11: The target AMF expends RES64 to RES256, and gets expected KAMF* (XKAMF*) as following:

XKAMF* = RES256⊕EKAMF*0

If not using PubKAMF, then the target AMF calculates a XSIGAMF as following:

XSIGAMF = I(XKAMF*, RES64)

Otherwise, the AMF calculates XSIGAMF as following:

XSIGAMF = I(XKAMF*, RES64 || PubKAMF)

The target AMF compares the XSIGAMF with the SIGAMF. If they are equal, then the XKAMF* is the KAMF*.

Note:
The same mechanism also can be used for UE idle mobility with AMF changed.

5.3.4.Y.2.4
Connection re-establishment procedure
Following figure 5.3.4.Y.2.4-1 shows the connection re-establishment procedure:
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Figure 5.3.4.Y.2.4-1 Connection re-establishment procedure

Step 1: The NG-UE has stored the RES64 after authentication procedure. The NG-UE sends RRC Connection Re-establishment Request (shortMAC-I, RES64) message to the target gNB.

Step 2: The target gNB sends Retrieve UE Context Request (shortMAC-I[, PubKAN]) message to the source gNB. The PubKAN is a public key of the target gNB, which is optional and used for asymmetric cryptography.

Step 3: The source gNB verifies the shortMAC-I. If verification is successful, the source gNB sends Retrieve UE Context Response (EKAN*, SIGAN) message to the target gNB. The EKAN* and SIGAN are described in section 5.3.4.Y.2.2.

Step 4: The target gNB expends RES64 to RES256, and gets expected KAN* as described in section 5.3.4.Y.2.2.
Step 5: The target gNB sends RRC Connection Re-establishment message to the NG-UE.

Step 6: The NG-UE sends RRC Connection Re-establishment Complete message to the target gNB.

Step 7: The target gNB sends Path Switch Request message to the AMF.
Note:
The same mechanism also can be used for Connection Resume procedure.

5.3.4.Y.3
Evaluation 

The advantages of the solution are as follows:

A. Keys exchanged between serving network nodes are encrypted and verifiable.

B. No global CA or global public key management entity needed.

C. The support of asymmetric cryptography is optional for network.

D. UE does not need to support asymmetric cryptography.

**************************************************** End of change ************************************************
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