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This PCR adds and amplifies use cases and justification to Section 5.6.3.3.1, Key Issue Details.
This contribution is the revision of S3-170603/S3-170039 which has been reviewed at 3GPP FS_NSA conference Call#14 on February 23, 2017 and received the following comments.

Noamen (Ericsson): how does this relate to secondary authentication to an external data network? Is it really true that 5G (or LTE) system support only static authorization? Add EN about secondary authentication for second use case. 

Alec: number of services expected to drastically increase. Running a secondary authentication for each such case may be insufficient. First use case is not covered by Noamen’s remark. Steve (VF) seconded IDCC.

Günther (Nokia): second use case is rather a case for MANO. Alec: no, this is about service logic of which MANO is not aware. Günther: Add EN: tbd whether this is within remit of ETSI NFV (MANO) or 3GPP. Add further EN on: “MNO with some of its resources residing in virtualized networks administered by 3rd Parties” EN: security implications, and advantages, of this outsourcing to 3rd parties need to be carefully studied.

Zander (HW): on use case 2: more like a resource allocation issue. How often does this happen? Alec: but you have to take into account security conditions. Zander: do you have a reference? Alec will provide reference. Günther: seems to lead back to question of NFV vs 3GPP.
The authors incorporated all comments into this present version of the contribution and expanded References Section of TR 33.899 to accommodate requested NFV references.
1. Introduction

SA3 is considering reusing the EPS model of authorization, where an authorization matrix for each NG-UE is stored in its Subscriber Profile in the Home Network (HN) (3GPP TS 23.008) and is downloaded to the Serving Network (SN) following UE authentication. The SN then uses the received authorization matrix to authorize the NG-UE for access to services provisioned in its Subscriber Profile.

While the number of services in EPS is relatively small, the NextGen network will support a large number of services, which are unlikely to be all adequately fulfilled by current network architecture. NextGen networks are expected to be deployed by implementing a Network Slice (NS) architecture. Each NS will support a subset of services and a collection of NSs may be required to support a complete set of services. Furthermore, due to the deployment model where a diverse set of infra-structure providers collectively provide services of a NS, it is reasonable to expect that a network operator may provision services over infrastructure supported by multiple independent parties.

In addition, given the requirements for NS isolation, it is reasonable to expect that the security association and thus the security keys used on one NS will be isolated from the security association and security keys used in another NS. When a UE requests service, which requires assignment of a service flow through a new NS that the UE is not presently utilizing, a new security association for the new NS will need to be created together with a corresponding set of keys that are isolated and separate from any existing NS service flows, and which provide the required NS isolation. 

Use case 1. Roaming scenario

It is reasonable to assume that, although being desirable, a thorough mapping of services/slices available in the HN and in the SN during roaming is impractical. In such a case, a roaming NG-UE will be authorized only for the set of services/slices that are both, available in the SN and in the HN (i.e., provisioned in the Subscriber Profile of the roaming NG-UE.) 

In some cases, due to a very narrow or no intersection between services/slices that are available in a SN and in a HN, the roaming NG-UE may gain authorization for a very limited set of services or no services at all respectively. Such a situation, although not caused by an adversary, may be considered equal to a Denial of Service attack to the affected roaming NG-UE.

In another use case, the downloaded Subscriber Profile with the Authorization Matrix may contain the name of the service/slice that matches the name of a service/slice available in the SN. However, while the names may match exactly, the nature of the service/slice offered in the SN and to which the NG-UE is authorized in the HN may vary drastically. In such a case, the NG-UE may be authorized for a service/slice in the SN to which it was never intended to be authorized. A feasible solution to the problem outlined in this case would be to systematically standardize mappings of slice/service names to detailed description/functionality.

Use case 2. Non-Roaming scenario

In this use case a number of services/slices are provided by either 3rd Parties or by the SN MNO with some of its resources residing in virtualized networks administered by 3rd Parties. The nature of NextGen networks requires a capability to perform load balancing and agility to dynamically reconfigure itself due to, for example, one or more VNFs being relocated for load balancing or failure recovery reasons. A static authorization matrix contained in the Subscriber Profile may not work well to support the MNO network capability of dynamic reconfiguration.

In another use case, a static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being moved to a VM in a different jurisdiction, e.g., foreign country). Some of the network conditions present at the time the service was first authorized and provisioned may not hold true following a dynamic reconfiguration, e.g., one or more VNFs are relocated/re-instantiated for load balancing or availability reasons.
2. PCR
****************** Begin Change 1 *******************

5.6.3.3
Key issue #6.3: Authorization decoupled from authentication

5.6.3.3.1
Key issue details

Present 3GPP systems including EPS do not have high service granularity expected from NextGen networks. 

The diversity of services in NextGen networks, provisioned by various stakeholders, warrants separate authorization for a particular service, group of services, or a Network Slice based on service requirements, i.e., dynamic authorization. Given the diversity of services in NextGen networks, it is not feasible to provide static authorization for all services upon initial authentication.

Services in NextGen networks may be dynamically provisioned and may be provided by more than one stakeholder/service provider. Such services will require dynamic authorizations and may need to avoid redundant authentications (i.e., in cases when the identity is authenticated, trustworthy, and sufficient for authorization). Authorization may directly follow an authentication or may be invoked later when a new service is requested, with or without a preceding authentication. 

TR 23.799 describes solution warranting authorization based on 3rd party application service provider (and, therefore requiring such authorization to be de-coupled from authentication) in Sections 6.1.2 and 6.1.2.2.3.4. In addition, Section 6.4 of TR 23.799 describes authentication (e.g., NAS authentication) happening prior to and independent from the authorization for a UE request for connectivity to a specific Data Network.
The two use cases below illustrate a possible misfit for provisioning static authorization to address the requirements for NextGen networks.
Use case 1. Roaming scenario

It is reasonable to assume that, although being desirable, a thorough mapping of services/slices available in the HN and in the SN during roaming is impractical. In such a case, a roaming NG-UE will be authorized only for the set of services/slices that are both, available in the SN and in the HN (i.e., provisioned in the Subscriber Profile of the roaming NG-UE.) 

In some cases, due to a very narrow or no intersection between services/slices that are available in a SN and in a HN, the roaming NG-UE may gain authorization for a very limited set of services or no services at all respectively. Such a situation, although not caused by an adversary, may be considered equal to a Denial of Service attack to the affected roaming NG-UE.

In another use case, the downloaded Subscriber Profile with the Authorization Matrix may contain the name of the service/slice that matches the name of a service/slice available in the SN. However, while the names may match exactly, the nature of the service/slice offered in the SN and to which the NG-UE is authorized in the HN may vary drastically. In such a case, the NG-UE may be authorized for a service/slice in the SN to which it was never intended to be authorized. A feasible solution to the problem outlined in this case would be to systematically standardize mappings of slice/service names to detailed description/functionality.

Use case 2. Non-Roaming scenario

In this use case a number of services/slices are provided by either 3rd Parties or by the SN MNO with some of its resources residing in virtualized networks administered by 3rd Parties. The nature of NextGen networks requires a capability to perform load balancing and agility to dynamically reconfigure itself due to, for example, one or more VNFs being relocated for load balancing or failure recovery reasons. A static authorization matrix contained in the Subscriber Profile may not work well to support the MNO network capability of dynamic reconfiguration.
Editor’s Note: It is FFS how Use case 2 can be partially supported by the secondary slice authentication
In another use case, a static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being moved to a VM in a different jurisdiction, e.g., foreign country). Some of the network conditions present at the time the service was first authorized and provisioned may not hold true following a dynamic reconfiguration, e.g., one or more VNFs are relocated/re-instantiated for load balancing or availability reasons.

The use of static Subscriber profile may lead to authorization for a service with lesser security than originally desired (e.g., service requiring high platform security being ran on a VM in a different country).
Note: VNF, as part of a given slice, may be instantiated on a platform (e.g., VM and hardware) located in a different locality (e.g., different jurisdiction for LI or different country). For VNF locality examples see ETSI NFV SEC documents in [xi] and [xj].
Editor’s Note: it is tbd whether this is within remit of ETSI NFV (i.e., MANO) or 3GPP. 

Editor’s Note: The security impact of MNO with some of its resources residing in virtualized networks administered by 3rd Parties is TBD.
Editor’s Note: Security implications, and advantages, of outsourcing of MNO resources to 3rd parties (e.g., hardware, VMs) need to be carefully studied.
[xa] provides description of VNF Architecture.

[xb], [xc], [xd], [xf] define NFV MANO features.

[xh] provides NGMN Alliance Security Recommendations.

NFV security problem statement, security features, and security/trust guidance are described in [38], [39], and [40].

[xi], [xj], and [xk] describe NFV security use cases, security architecture, and attestation technologies.
******************* End Change 1 ********************

****************** Begin Change 2 *******************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TR 23.799: "Study on Architecture for Next Generation System".
[3]
3GPP TR 22.861: "Feasibility Study on New Services and Markets Technology Enablers for Massive Internet of Things". 
[4]
3GPP TR 22.862: "Feasibility Study on New Services and Markets Technology Enablers - Critical Communications". 

[5]
3GPP TR 33.849: "Study on subscriber privacy impact in 3GPP".
[6]
3GPP TR 22.864: "Feasibility Study on New Services and Markets Technology Enablers - Network Operation".
[7]
3GPP TR 22.891: "Study on New Services and Markets Technology Enablers".
[8]
3GPP TS 22.185: "Service requirements for V2X services".
[9]
NGMN Alliance [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org
[10]
NGMN 5G White Paper V1.0 [Internet]. [cited 13 April 2016]. Available from: https://www.ngmn.org/fileadmin/ngmn/content/downloads/Technical/2015/NGMN_5G_White_Paper_V1_0.pdf
[11]
5G Ensure Project [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/
[12]
5G Ensure Deliverable D3.1 - 5G-PPP security enablers technical roadmap (early vision) [Internet]. [cited 30 March 2016]. Available from: http://www.5gensure.eu/sites/default/files/Deliverables/5G-ENSURE_D3.1-5G-PPPSecurityEnablersTechnicalRoadmap_early_vision.pdf
[13]
3GPP TR 22.863: "Feasibility Study on New Services and Markets Technology Enablers - Enhanced Mobile Broadband". 

[14]
"4G Americas’ Recommendations on 5G Requirements and Solutions" [Internet]. [cited 26 July 2016]. Available from:  http://www.4gamericas.org/files/2714/1471/2645/4G_Americas_Recommendations_on_5G_Requirements_and_Solutions_10_14_2014-FINALx.pdf 

[15]
"5G Forum Korea’s White Paper on 5G Vision Requirements and Enabling Technologies" [Internet]. [cited 26 July 2016]. Available from:  http://kani.or.kr/5g/whitepaper/5G%20Vision,%20Requirements,%20and%20Enabling%20Technologies.pdf 

[16]
"Chinese IMT-2020 (5G) Promotion Group 5G White Paper on Network Technology Architecture" [Internet]. [cited 26 July 2016]. Available from:http://www.imt-2020.cn/en/documents/download/3 

[17]
"FCC requirements on 5G" [Internet]. [cited 26 July 2016]. Available from:  http://transition.fcc.gov/Daily_Releases/Daily_Business/2016/db0714/FCC-16-89A1.pdf 

[18]
3GPP TS 33.246: "Security of Multimedia Broadcast/Multicast Service (MBMS)". 

[19] 
FIDO UAF Complete Specifications, version 1.0, December 2014, http://fidoalliance.org/specs/fido-uaf-v1.0-ps-20141208.zip

[20] 
Mobile Connect, https://developer.mobileconnect.io/about
[21]
RFC 3748: "Extensible Authentication Protocol (EAP)".

[22]
3GPP TR 33.402: "Security aspects of non-3GPP accesses". 

[23]
IETF RFC 5216:"The EAP-TLS Authentication Protocol". 

[24]
3GPP TR 33.821: "Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)". 

[25]
IETF RFC 6696: "EAP Extensions for the EAP Re-authentication Protocol (ERP)".

[26]
3GPP TR 33.868: "Study on security aspects of Machine-Type Communications (MTC) and other mobile data applications communications enhancements".
[27]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[28] 
Tobias Engel. (December 2014). "SS7: Locate. Track. Manipulate", http://berlin.ccc.de/~tobias/31c3-ss7-locate-track-manipulate.pdf
[29]
Sergey Puzankov and Dmitry Kurbatov, "How to Intercept a Conversation Held on the Other Side of the Planet".Positive Technologies, (May 2014),  http://www.slideshare.net/phdays/phd4-pres-callinterception119
[30]
Karsten Nohl (December 2014) "Mobile Self-Defense", https://events.ccc.de/congress/2014/Fahrplan/system/attachments/2493/original/Mobile_Self_Defense-Karsten_Nohl-31C3-v1.pdf
[31]
3GPP TS 33.401: "Security architecture". 

[32]
FIPS Publication 186-4 "Digital Signature Standard (DSS)", http://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf. 

[33]
RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".

[34]
3GPP TS 33.401: "System Architecture Evolution (SAE); Security architecture"

[35]
3GPP TS 33.402: "System Architecture Evolution (SAE); Security aspects of non-3GPP accesses"

[36]
3GPP TS 33.117: "Catalogue of General Security Assurance Requirements"

[37]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"

[38]
ETSI GS NFV-SEC 001: "NFV Security; Problem Statement"

[39]
ETSI GS NFV-SEC 002: "NFV Security; Cataloguing security features in management software"

[40]
ETSI GS NFV-SEC 003: "NFV Security; Security and Trust Guidance"

[41]
NIST SP 800-125 A: "Security Recommendations for Hypervisor Deployment"

[42]
Cloud Security Alliance (CSA): https://cloudsecurityalliance.org/
[43]
3GPP TS 33.210: "3G Security, Network Domain Security (NDS), IP Network Layer Security"

[44]
GSMA RIFS: "Diameter Roaming Security - Proposed Permanent Reference Document" (editor Silke Holtmanns)

[45]
Tobias Engel.  (December 2008).  "Locating Mobile Phones using Signaling System 7", http://berlin.ccc.de/~tobias/25c3-locating-mobile-phones.pdf.
[46]
Siddharth Rao, Silke Holtmanns, Ian Oliver, Tuomas Aura (June 2015) "Unblocking Stolen Mobile Devices Usign SS7 – MAP Vulnerabilities", http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7345408
[47]
RFC 6733: "Diameter Base Protocol", 

[48]
"AVP Level Security for Non-neighboring Diameter Nodes: Scenarios and                   Requirements": https://tools.ietf.org/html/draft-ietf-dime-e2e-sec-req-05
[49]
GSMA RSP Technical Specification SGP.02, v3.1

[50]
3GPP TS 33.310: "Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[51]
3GPP TS 33.401: "Technical Specification Group Services and System Aspects; 3GPP System Architeture Evolution (SAE); Security architecture".

[52]
SOG-IS: "Agreed cryptographic mechanims"

[53]
NIST SP 800-131A R1: "Transitions: Recommendation for Transitioning the Use of Cryptographic Algorithms and Key Lengths"

[54]
ETSI White Paper "Quantum Safe Cryptography and Security"; June 2015
[55]
NISTIR SP 8105 (draft): "Report on Post-Quantum Cryptography"; February 2016 
[56]
3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)"
[57]
IETF Internet Draft, "The Transport Layer Security (TLS) Protocol Version 1.3", 2016, https://tools.ietf.org/html/draft-ietf-tls-tls13
[58]
IETF RFC 5281:"Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated Protocol Version 0 (EAP-TTLSv0)".
[59]
IETF Internet Draft, "EAP Tunneled TLS Authentication Protocol Version 1 (EAP-TTLSv1)", 2016, https://tools.ietf.org/html/draft-funk-eap-ttls-v1-01
[60]
IETF Internet Draft, "TLS Inner Application Extension (TLS/IA)", 2016, https://tools.ietf.org/html/draft-funk-tls-inner-application-extension-03.txt
[61]
RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".

[62]
3GPP TR 38.804: "Study on New Radio Access Technology; Radio Interface Protocol Aspects"
[63]
M. Groves, "Sakai-Kasahara Key Encryption (SAKKE) ", RFC 6508, February 2012.

[64]
Shaik A, Borgaonkar R, Asokan N, Niemi V, Seifert JP. Practical attacks against privacy and availability in 4G/LTE mobile communication systems. arXiv preprint arXiv:1510.07563. 2015 Oct 26. Available from: https://arxiv.org/pdf/1510.07563v2.pdf
[65]
3GPP TS 23.003: "Numbering, addressing and identification".
[66] 
Report on Pairing-based Cryptography in Volume 120 (2015) of  Journal of Research of the National Institute of Standards and Technology "http://nvlpubs.nist.gov/nistpubs/jres/120/jres.120.002.pdf"

[67]
V. Gayoso Martinez, L. Hernandez Encinas, and C. Sanchez Avila, "A survey of the elliptic curve integrated encryption scheme," Journal of Computer Science and Engineering, vol. 2, no. 2, 2010. Available at http://digital.csic.es/bitstream/10261/32671/1/V2-I2-P7-13.pdf 

[68]
Ecrypt II. ECRYPT II yearly report on algorithms and keysizes (2011-2012). Available at http://www.ecrypt.eu.org/ecrypt2/documents/D.SPA.20.pdf
[69]
NIST Special Publication 800-38G, Recommendation for Block Cipher Modes of Operation: Methods for Format-Preserving Encryption (March 2016). Available at http://dx.doi.org/10.6028/NIST.SP.800-38G
[70]
Standards for Efficient Cryptography Group (SECG), Elliptic Curve Cryptography, SEC 1, version 2, 2009. Available at http://www.secg.org/sec1-v2.pdf 

[71]
A.W. Dent. Proofs of security for ECIES. Chapter III of Advances in Elliptic Curve Cryptography, pp 41–46, Cambridge University Press, 2005.
[72]
3GPP TS 38.801: "Study on New Radio Access Technology; Radio Access Architecture and Interfaces ".
[73]
3GPP TS 33.102: "3G Security; Security architecture".

[74]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[75]
ETSI TS 102 225: Smart Cards; Secured packet structure for UICC based applications (Release 12)
[76]
ETSI TS 102 226: Smart Cards; Remote APDU structure for UICC based applications (Release 13)
[77]
3GPP TS 31.102: Technical Specification Group Core Network and Terminals; Characteristics of the USIM application (Release 14)
[78]
ETSI TS 102 221: Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 13)
[79]
ETSI TS 102 484: Smart Cards; Secure channel between a UICC and an end-point terminal (Release 11)

[80]
3GPP TS 22.261: "Service requirements for next generation new services and markets".

[81]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)".

[82] 
RFC 4764: "The EAP-PSK Protocol: A Pre-Shared Key Extensible Authentication Protocol (EAP) Method".
[83] 
3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[xa]
ETSI GS NFV SWA 001: Network Functions Virtualisation (NFV); Virtual Network Functions Architecture. 

[xb]
ETSI GS NFV IFA 011 V2.1.1: Network Functions Virtualisation (NFV); Management and Orchestration; VNF Packaging Specification. 

[xc]
ETSI GS NFV IFA 007: Network Functions Virtualisation (NFV); Management and Orchestration; Or-Vnfm reference point - Interface and Information Model Specification. 

[xd]
ETSI GS NFV IFA 008: Network Functions Virtualisation (NFV); Management and Orchestration; Ve-Vnfm reference point - Interface and Information Model Specification. 

[xe]
ETSI GS NFV 001: Network Functions Virtualisation (NFV). 

[xf]
Draft ETSI GR NFV IFA 028: Network Functions Virtualisation (NFV); Management and Orchestration; Report on architecture options to support multiple administrative domains. 

[xg]
Draft ETSI GR NFV IFA 022: Network Functions Virtualisation (NFV); Management and Orchestration; Report on Management and Connectivity for Multi-Site Services. 

[xh]
NGMN Alliance, “5G Security Recommendations - Package #2: Network Slicing”, April, 2016. 

[xi]
ETSI GS NFV SEC 009: Network Functions Virtualisation (NFV); NFV Security; Report on use cases and technical approaches for multi-layer host administration. 

[xj]
Draft ETSI GS NFV SEC 012: Network Functions Virtualisation (NFV); NFV Security; System architecture specification for execution of sensitive NFV components. 

[xk]
Draft ETSI GS NFV SEC 007: Network Functions Virtualisation (NFV); NFV Security; Trust; Report on Attestation Technologies and Practices for Secure Deployments.
******************* End Change 2 ********************

3. Conclusion

It is proposed to add the contents of this PCR to TR 33.899
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