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1
Decision/action requested

This contribution provides a pCR to Annex E.2.1.1 “Support for AKA and its variants for primary authentication”
2
Rationale
AKA has very widespread support, and it should be possible to re-use USIMs used in LTE terminals also in 5G. This suggests that a variant of AKA be used also for primary authentication in 5G.

Given that the EAP framework is supported, according to the proposed interim agreement in E.2.1.2, an EAP method seems a natural choice for a mandatory-to-support method in 5G phase 1. EAP-AKA does not provide serving network authentication, so it is not suitable for 3GPP access. EAP-AKA’ does provide serving network authentication and can, in addition, be used over both, 3GPP access and non-3GPP access. EAP-AKA’ furthermore offers the potential of getting rid of server certificates in IKEv2 (which is ffs). EAP-AKA* is just an optimized variant of EAP-AKA’ with the EAP server located in the serving network. 

· We therefore propose that 5G UE and 5G network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. 

Furthermore, the use of an AKA variant over 3GPP access is probably the by far most frequent authentication use case. So, it is worth considering optimizations. Two optimizations have been proposed, EAP-AKA* (part of solution 2.9) and EPS AKA* (solution 2.22). Both save one roundtrip between serving and home network in authentication, and both have very similar security properties. In particular, they both provide increased home operator control, applicable selectively according to home operator policy. When home operator control is not applied for a particular serving network the SN can fetch batches of authentication vectors to gain some resilience against transient failures of the interconnection network. For more information, see the evaluation section of solution 2.22, much of which also applies to EAP-AKA*.

· Nokia believes that it is worth having such an optimization and that, therefore, the 5G network shall support at least one of the optimizations EAP-AKA* and EPS AKA* for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1.

Although Nokia originally proposed EPS AKA*, Nokia is fine with EAP-AKA* as well. 

3
Detailed proposal

******************START OF pCR**********************
E.2.1.1 
Support for AKA and its variants for primary authentication

E.2.1.1.1 
Description of Question

Question: shall the 5G UE and 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*, MASA. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 
Interim Agreement

The 5G UE and 5G serving network shall support EAP-AKA’ for primary authentication, for both 3GPP access and untrusted non-3GPP access in 5G phase 1. 
The 5G UE and the 5G serving network shall support EPS AKA* for primary authentication for 3GPP access in 5G phase 1. 

NOTE: EPS AKA* is identical to EPS AKA from a UE point of view. 
NOTE: The above is not meant to preclude enhanced IMSI privacy. 
NOTE: EAP-AKA’ and EPS AKA* provide increased home control. 

******************END OF pCR**********************
