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1
Decision/action requested

Based on the evaluation in S3-170859, this tdoc implements Solution #1.2 within TS 33.180. This involves describing the 'key download' procedure, and removing the procedures that this makes obsolete (MSCCK and MKFC).
It is requested that SA3 accepts this contribution to TS 33.180
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

The solution combines MKFC and MSCCK distribution to a single MSK distribution mechanism. Hence the following changes are made to implement the solution. Additionally, signalling protection is moved to its own clause to enhance readability. The following changes are made:
-
The first change updates the clause on CSK upload and the following clause on SPK distribution to be purely on key distribution:
-
The second change includes the key download method in TS 33.180:
-
The third change removes specific key distribution procedures for MSCCKs:

-
The fourth change moves signalling protection to within its own clause and defines how CSK, MuSiK and SPK are distributed for this purpose:

-
The 5th change updates the procedures for GMK provisioning to no longer refer to the MKFC.
-
The 6th change moves the clause on RTCP signalling protection to clause 9.4
-
The 7th change removes the description of MKFC distribution within clause 7.2.3.3.3.
-
The 8th change removes clause 7.3, as the content has been moved into clause 9.4.

-
The 9th change updates the key identifiers.

-
The 10th change updates the abbreviations.
4
Detailed proposal

The first change updates the clause on CSK upload and the following clause on SPK distribution to be purely on key distribution:
-----------   START OF 1st CHANGE --------------
5.2.3
Key management from MC client to MC server (CSK upload)

5.2.3.1
General



The key (CSK) is distributed from the MCX client to the MCX Server(s) using the ‘CSK upload’ procedure. The procedure shall use the common key distribution mechanism described in clause 5.2.1.2, transported over the SIP bearer. Identity hiding may be supported as defined in clause 5.2.1.6.

The initiating entity of the CSK upload procedure shall be the MCX UE and the receiving entity shall be the MCX Server. With respect to the common key distribution procedure, the initiating entity URI shall be the MCX Service user ID of the user andthe receiving entity URI shall be the MCX Server Domain Security Identifier (MDSI). The MDSI is added to the recipient field (IDRr) of the message. The distributed key, K, shall be the CSK and the distributed identifier K-ID shall be the CSK-ID.

Clause E.4 provides MIKEY message structure for CSK distribution.
Before the CSK upload procedure can be used by the client to securely share the encryption key, the MC user shall first be authorized by KMS for key management services. Once the MC user is authorized, the KMS distributes the user's key material to the client as specified in clause 5.2.2.3.

The server receives the SIP message with the protected CSK and retrieves it from the message. It associates the MC User's SIP Core identity (IMPU), MC Service user ID (e.g. MCPTT ID) and the received CSK. Identity binding is used to uniquely identify the CSK used in protection of the SIP payload in subsequent SIP messages sent by both the client and the servers within a MC domain.












































5.2.4
Key management between MCX servers (SPK)

Floor and media control between MCX servers may need to be protected. Additionally, certain values and identifiers transferred in the signalling plane between servers within an MC domain, or between MC domains, may be treated as sensitive by public safety users and therefore may also require protection.
To protect information from all other entities outside of the MC domain(s), a shared 128-bit Signalling Protection Key (SPK) needs to be established between the servers. The SPK is provided along with a 32-bit identifier, the SPK-ID and 128-bit random value SPK-RAND. The most significant four bits of the identifier (the Purpose Tag) of the SPK-ID shall be '3' to denote the purpose of the SPK is for signalling protection, as described in Annex G.

The SPK and associated values shall be directly provisioned into the communicating servers, along with the SPK-ID. With the SPK provisioned, RTCP and XML content (within SIP) may be protected.






-----------   END OF 1st CHANGE --------------
The second change includes the key download method in TS 33.180:

-----------   START OF 2nd CHANGE --------------
5.2.X
Key management from MC server to MC client (Key download)

5.2.X.1
General

The 'key download' procedure is used to send keys from the MCX server to the MC client. It is used to distribute Multicast Signalling Keys (MuSiKs) to the MC clients, and it is used to update both the CSKs and MuSiKs. 
Within the 'key download' procedure, keys (CSK or MuSiKs) are encrypted specifically to the MC user and signed using an identity representing the MC Server. Prior to group key distribution, each MC client shall be provisioned by the KMS with time-limited key material associated with the MC User as described clause 5.2.2. The MC Server shall also be provisioned by the MC KMS with key material for an identity which is authorised to act as an MCX Server.

The key (CSK or MuSiK) is distributed from the MCX Server to a MC client using the security mechanism described in clause 5.2.1.2, transported over the SIP bearer. End-point diversity is not required as end-points do not encrypt data, hence the extension in clause 5.2.1.3 is not applied. Additional parameters may be included as defined in clause 5.2.1.4. The SAKKE-to-self extension may be included as defined in clause 5.2.1.5. Identity hiding may be supported as defined in clause 5.2.1.6.

The initiating entity shall be the initiating MCX Server and the receiving entity shall be the terminating MC user. The initiating entity URI shall be the FQDN of the MCX Server (e.g. MDSI of the MC Domain) and the receiving entity URI shall be the MC Service ID of the terminating user.  The distributed key, K, shall be the CSK or MuSiK and the key identifier K-ID shall be the CSK-ID or MuSiK-ID (respectively).

As a result of this 'key download' mechanism, the MC clients receive a new signalling key, CSK or MuSiK, identified by the 4 most significant bits of the key ID. 
5.2.X.2
‘Key download' procedure
The procedure for key download is described in figure 5.2.X.2-1:
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Figure 5.2.X.2-1: Procedures for key download
0.
The MCX UE has been provisioned by a KMS with key material associated with the MC user. The MC UE has also registered with an MCX Server. As a consequence of this registration, the MC UE is subscribed to key download notifications from the MCX Server. 

1.
The MCX Server sends a key download message (SIP NOTIFY) to the MC UE. The MC UE extracts the signalling key from the key download message.

2.
Upon successful extraction of the signalling key, the MC UE returns a key download success message (200 OK response) to the MCX Server. Upon receipt of a notification of success, the MCX Server is able to begin to use the key for protection of signalling traffic.
-----------   END OF 2nd CHANGE --------------

The third change removes specific key distribution procedures for MSCCKs:
-----------   START OF 3rd CHANGE --------------









-----------   END OF 3rd CHANGE --------------

The fourth change moves signalling protection to within its own clause and defines how CSK, MuSiK and SPK are distributed for this purpose:
-----------   START OF 4th CHANGE --------------

9
Signalling Protection

9.1
General
Signalling between entities in the MC System are defined as:

-
RTCP signalling (e.g. floor control), or

-
XML signalling (within SIP messages)
To allow this signalling to be protected, key distribution mechanisms are required to distribute the associated keys. 
For protecting signalling between the client and the server, there are two key distribution mechanisms:

- 
'CSK upload' procedure (as defined in clause 5.2.3).

- 
'Key download' procedure (as defined in clause 5.2.X).
For protecting signalling between MCX Servers, there is one key distribution mechanism:

- 
manual SPK configuration (as defined in clause 5.2.4).

9.2
Key distribution for signalling protection
9.2.1
Client-Server Key (CSK)
9.2.1.1
General

A Client-Server Key is required to protect unicast RTCP signalling between the MC client and the MCX Server. The use of the CSK in this context is defined in clause 9.4.
Additionally, the MC Service provider may require that MC identities, access tokens and other sensitive information transferred between clients and MC domain on the SIP-1 and SIP-2 interfaces be protected at the application layer from any viewing, including protection from viewing at the SIP signalling layer. Symmetric key based protection of SIP payload using CSK may be used to satisfy this requirement. The use of CSK in this context is defined in clause 9.3.
The uses of the CSK are shown in Figure 5.2.1.2-1.
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Figure 9.2.1-1: Uses of the Client-Server Key

9.2.1.2
Creation of the CSK

The 128-bit CSK is initially generated by the client and provided encrypted to the server through the SIP interface along with the CSK-ID identifying the CSK.

The key remains in use until: a new CSK is required, the SIP session is torn down, the MCPTT user logs off, or some other indication. If during the active SIP session an update of the CSK is required, the server generates a CSK and provides it to the client using the mechanism defined in clause 5.2.X.


9.2.1.3
Initial 'CSK Upload' Procedure
The CSK is initially distributed via the 'CSK upload' procedure as defined in clause 5.2.3. The 'CSK upload' procedure creates a security association between the MC client and the MCX Server and occurs during the client’s initial connection with the MC Server.
The following steps describe how the client obtains the user specific key material and securely transfers the CSK to a server within the MCPTT domain.

Prior to beginning of this procedure, the client would have obtained user-specific key material from the KMS.

1)
The client randomly generates the CSK and encapsulates the CSK as described in clause 5.2.3.
2)
The client includes the encapsulated CSK in its initial SIP REGISTER or in a SIP PUBLISH message that is used to perform the MCPTT user authorization procedure, and sends the SIP message addressed to the PSI of the server.

An illustration is provided below as an example of how this message in included in the body of the SIP REGISTER message. The MIME media type "application/mikey" IETF RFC 3830 [22] is used in this example to insert a MIKEY I_MESSAGE in the SIP payload:
EXAMPLE:

REGISTER sip:MCPTT_Server_PSI SIP/2.0

Via: SIP/2.0/UDP den3.level3.com

Max-Forwards:70

From: MCPTT client IMPU

To: 

Call-ID: <>

CSeq:  1 REGISTER

Contact: <URI> 

Content-Type: multipart/mixed;boundary="boundary1" 

Content-Length: 619

--boundary1

Content-Type: application/mikey 

MIKEY I_MESSAGE
--boundary1     

Content-Type: application/...

Encrypted Access token, MCPTT ID

--boundary1—

The following steps describe how the MCX Server retrieves the CSK from the SIP message:

1)
The server receives the SIP message and decrypts the encapsulated the CSK as described in clause 5.2.3.

2)
Once the CSK has been extracted, MC user specific information (e.g. the access token) protected in the SIP message as defined in clause 9.3.4, may be decrypted.
9.2.1.4
CSK update via 'key download'
The MCX Server may decide to update an existing CSK at any time. This may be due to CSK revocation or expiry.
The CSK shall be updated by the MCX Server using the 'key download' procedure, defined in clause 5.2.X. Upon receipt of a CSK via a 'key download' procedure, the MC client shall identify the type of key as a CSK via the 4 most significant bits of the CSK-ID. The MC client shall:
- 
discard any previous CSKs associated with the MC Server FQDN, and

- 
use the new CSK for uplink signaling with the MC Server. 
9.2.2
Multicast Signalling Key (MuSiK)
The Multicast Signalling Key (MuSiK) is required to protect multicast RTCP signalling from the MCX Server to the MC client. The use of the MuSiK is shown in figure 9.2.3-1.
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Figure 9.2.3-1: Uses of the Multicast Signalling Key (MuSiK)

The MCX Server distributes the Multicast Signalling Key (MuSiK) to a client when:

- 
The MCX Server decides to use an MBMS bearer with the MCX client, and existing MuSiKs provided to the MC client are not suitable for protecting the MBMS subchannel control signalling. In this case, a MuSiK is distributed to the client to protect MBMS subchannel control messages. 

- 
The MCX Server decides to transmit group-related signalling (e.g. media control or floor control) over an MBMS bearer to the MC client, and existing MuSiKs provided to the client are not suitable for protecting this traffic. In this case, a new MuSiK is distributed to protect this group signalling.
-
The MCX Server decides to replace an existing MuSiK at any time. This may be due to revocation or expiry.

To distribute the MuSiK, the MCX Server invokes a 'key download' procedure as defined in clause 5.2.X.
NOTE: 
It is expected that for the majority of MCX Groups and MBMS bearers, the participating MCX Server will use a single MuSiK. Where a MCX Group or MBMS bearer has privacy requirements, these procedures allow a new MuSiK to be distributed specifically for that purpose. Consequently, it is not expected that a new MuSiK will need to be distributed before each new bearer is established. 
Upon receipt of a MuSiK via a 'key download' procedure, the MC client shall store the MuSiK and MuSiK-ID. 
Upon receipt of multicast SRTCP, the MC client shall inspect the MKI of the SRTCP packet which shall contain the MuSiK-ID. The MuSiK-ID shall be used to lookup the correct MuSiK for decrypting the SRTCP packet.
9.2.3
Signalling Protection Key (SPK)
The SPK is used to protect communications between MCX Servers. The SPK is distributed as defined in clause 5.2.4. The uses of the SPK for inter-server protection are shown in Figure 9.2.3-1.
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Figure 9.2.3-1: Uses of the Signalling Protection Key
9.3 
Application signalling security (XML protection)




9.3.1
General

Certain values, keys and identifiers transferred in XML between a server in the MC domain and client may be treated as sensitive by public safety users and may require protection. To protect these values from all other entities outside of the MC Domain, this clause defines an optional mechanism to provide confidentiality protection on these values using XML encryption. Additionally, as some public safety users may require integrity protection on transmitted content, this clause defines an optional mechanism to provide integrity protection using XML signatures.

NOTE 1:
The protection mechanism specified in this clause is for public-safety use only.

NOTE 2:
The introduction of XML security mechanisms increases the size of the XML document. Consideration should be given to the impact of this size increase.

Editor's Note: It needs to be confirmed that the virtual proxy techniques being studied in SA3-LI (LIV8 S8HR study) can be extended to control use of MCPTT encryption in VPLMN roaming scenarios.

9.3.2
Protected content

Confidentiality protection may only be applied to the following identifiers and values:

-
MCX service user ID (e.g. MCPTT ID, MCData ID, MCVideo ID).

-
MCX Group ID.

-
User location information.

-
Alerts.

-
Access token. 
-
KMS provisioned key material.
Integrity protection may be applied to the entire XML document, and to individual KMS certificates.

9.3.3
Key agreement

The protection mechanisms defined rely on a shared XML Protection Key (XPK) to be able to encrypt and sign XML.

For connections between the client and the MC Domain the XPK shall be the 128-bit shared Client-Server Key (CSK) established as defined in clause 9.2.1. The XPK-ID shall be the CSK-ID.

For connections between servers inside and across MC Domains the XPK shall be the 128-bit manually provisioned SIP Protection Key (SPK) established as defined in clause 9.2.3. The XPK-ID shall be the SPK-ID
For connections between the KMS and the MCPTT client, the XPK shall be the 256-bit manually provisioned TrK, described in clause 5.2.2.3. The XPK-ID shall be the TrK-ID.
The integrity key and confidentiality key for application data protection shall be derived from the XPK as defined in annex F.1.4. The XPK-ID may be listed in the XML to aid decryption.

9.3.4
Confidentiality protection using XML encryption (xmlenc)
9.3.4.1
General
<CONTENT NOT INCLUDED>.
9.3.4.2
XML content encryption

<CONTENT NOT INCLUDED>
9.3.4.3
XML URI attribute encryption

<CONTENT NOT INCLUDED>
9.3.5
Integrity protection using XML signature (xmlsig)

<CONTENT NOT INCLUDED>
-----------   END OF FOURTH CHANGE --------------

The 5th change updates the procedures for GMK provisioning to no longer refer to the MKFC.
-----------   START OF FIFTH CHANGE --------------
5.2.6.2
Security procedures for GMK provisioning

This procedure uses a MIKEY payload to distribute a GMK from the GMS to the MCX UEs within the group. The payload is transported as part of the 'Notify group configuration request' message defined in clause 10.1.5.3 of 3GPP TS 23.179 [2].
Figure 5.2.6.2-1 shows the security procedures for creating a security association for a group.
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Figure 5.2.6.2-1: Security configuration for groups

A description of the procedures depicted in figure 5.2.6.2-1 follows. For clarity, step 1 corresponds to step 2 in figure 10.1.5.3-2 of clause 10.1.5.3 of 3GPP TS 23.179 [2].
0)
Prior to beginning this procedure the MCX client shall be provisioned with identity-specific key material by a MCX KMS as described in clause 5.2.2. The GMS shall also be securely provisioned with identity-specific key material for an identity that is authorized to create groups.

1)
The GMS shall send a MIKEY payload to MCX clients within the group within a 'Notify group configuration request' message. The message shall encapsulate a GMK for the group. The payload shall be encrypted to the user identity (MCX service user ID) associated to the MCX client and shall be signed by the GMS. The message shall also provide the GUK-ID. Parameters associated with the GMK shall be encrypted using the GMK, and sent in the MIKEY payload together with the encapsulated GMK. This process is shown in Figure 5.2.6.1-1.

2)
On receipt of a MIKEY message, the MCX client shall check the signature on the payload, verify that the GMS is authorized to create groups, extract the GMK, GUK-ID and GMK-ID and check that the GMK-ID is not a duplicate for an existing GMK. The MCXclient shall also extract the group identity, activation time and text from the encapsulated associated parameters in the payload using the GMK, and check that decryption is successful. This process is shown in Figure 5.2.6.1-2. Should any of these checks fail, an error shall be returned to the GMS. Upon successful receipt and processing, the MCX UE shall store the GMK, GMK-ID and GUK-ID and respond to the GMS with a 'Notify group configuration response' message.


To revoke a security context, the group management server repeats the above steps with the Status field of the GMK parameters indicating that the GMK has been revoked.

-----------   END OF FIFTH CHANGE --------------
The 6th change moves the clause on RTCP signalling protection to clause 9.4
-----------   START OF 6th CHANGE --------------

9.4 
RTCP signalling protection (SRTCP)
9.4.1
General

RTCP encryption is required between the MC UE and MCX Server and between a pair of MCX Servers. RTCP is protected hop-by-hop, meaning that RTCP is always decrypted by the MCX server and then re-encrypted to its destination.
The following signalling uses RTCP and is protected using the procedures in this clause:

-
MCPTT floor control signalling (MBCP or TBCP).

-
Unicast uplink and downlink (online), multicast downlink (online) and offline transmission.
-
MCVideo transmission control (online/offline).
-
Unicast uplink and downlink (online), multicast downlink (online) and offline transmission.
-
MCPTT/MCVideo media signalling.
-
Unicast uplink and downlink (online), multicast downlink (online) and offline transmission.
-
MBMS subchannel control signalling (from MCX Server to MC UE).

-
multicast downlink (online).
All RTCP (floor control, media control and MBMS subchannel control signalling) is protected in the same way. RTCP is protected using SRTCP. The master key for SRTCP is derived from a Key For Control signalling (KFC). The KFC is shared between the transmitter and receiver(s) prior to distribution of the SRTCP packets. A 32-bit identifier for the key (KFC-ID) and a 128-bit random value (KFC-RAND) is also established.

There are a number of key distribution mechanisms for establishing the KFC based on the interface over which RTCP is being transmitted.







9.4.2
Unicast RTCP protection between client and server
In Clause 9.2.1, a Client-Server Key (CSK) is generated and shared between the MC client and MCX Server along with the CSK identifier (CSK-ID). For floor and media control, the KFC shall be the CSK and the KFC-ID shall be the CSK-ID. KFC-RAND shall be the MIKEY RAND value transmitted in the MIKEY message used to distribute the CSK.
9.4.3
Multicast RTCP protection between client and server
In clause 9.2.2, a Multicast Signalling Key (MuSiK) is generated and shared from the MCX Server to the MC client, along with the MuSiK identifier (MuSiK-ID). For the protection of multicast floor and media control, the KFC shall be the MuSiK and the KFC-ID shall be the MuSiK-ID. KFC-RAND shall be the MIKEY RAND value transmitted in the MIKEY message used to distribute the MuSiK.
9.4.4
Offline floor protection
Off-network, the KFC is the PCK (for private communications) or the GMK (for group communications) as described in clause 7.X.Y.Z, and the KFC-ID is the PCK-ID or GMK-ID (respectively). 
9.4.5
RTCP protection between servers

In Clause 9.2.3, a Signalling Protection Key (SPK) is shared between MCPTT Servers along with a SPK-ID. For floor and media control signalling transferred between MCPTT Servers, the KFC shall be the SPK, the KFC-ID shall be the SPK-ID and the KFC-RAND shall be the SPK-RAND.
9.4.6
Key derivation for SRTCP
As a result of the key agreement process, the entities (MCX client and server, or MCX servers) shall share a KFC, a KFC-ID and a KFC-RAND. The KFC shall be used as the MIKEY Traffic Generating Key (TGK), the KFC-ID shall be used as the MIKEY CSB ID and the KFC-RAND shall be used as the MIKEY RAND value. These shall be used to generate the SRTCP Master Key and SRTCP Master Salt as specified in IETF RFC 3830 [22]. The key derivation function defined in section 4.1.4 of IETF RFC 3830 [22] using the PRF-HMAC-SHA-256 Pseudo-Random Function as described in IETF RFC 6043 [25], section 6.1 shall be supported for generating the SRTCP Master Key and Salt. SRTCP session keys are generated from the SRTCP Master Key and Salt as defined in Clause 7.3.6. 
NOTE:
Within RFC 3830 [22], the SRTCP Master Key and SRTCP Master Salt are referred to as the SRTP Master Key and the SRTP Master salt respectively.
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Figure 7.3.5-1: Key derivation for on-network floor and media control protection

To identify the security context from the SRTCP stream a SRTCP Master Key Identifier (MKI) is required. The MKI shall be the 32-bit KFC-ID.
9.4.7
Security procedures for transmission of RTCP content
After key establishment, RTCP protection does not require any signalling mechanism to convey information. The RTCP is protected within an SRTCP packet. The information necessary for decryption is provided within each SRTCP Packet.
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Figure 9.2.7-1: Security procedure for media stream protection

Figure 9.2.7-1 shows the security mechanism.

0)
Prior to beginning this procedure the MC entities (MC UEs and/or MCX Server) involved in the communication shall have established a security context for SRTCP (Master Key, Master Salt, MKI).

1)
The transmitting entity (MC UE or MCX Server) shall send SRTCP packets using the format described in IETF RFC 3711 [13]. The packet shall include a Master Key Identifier (MKI) field which contains the information required to locate the Master Key and Master Salt. On receipt of a SRTCP packet, a terminating entity (MC UE or MCX Server) shall use the contents of the MKI to look up the appropriate Master Key and Salt and generate the appropriate SRTCP session key and salt if it satisfies the key derivation rate criteria as specified in IETF RFC 3711 [13].

NOTE 1:
Assuming entities have been keyed/pre-provisioned at some point in the past, this security mechanism is entirely stateless.

NOTE 2:
The receiver does not need to generate an appropriate SRTCP session key and salt each time it receives a SRTCP packet. The key derivation rate defined in IETF RFC 3711 [13] determines the session key generation frequency. Refer to RFC 3711 [13] for more information.
A diagram of the SRTCP packet format is within figure 9.2.7-2.
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Figure 9.2.7-2: SRTCP packet format showing security parameters

The length of the MKI is determined by the key distribution mechanism.
9.4.8
RTCP protection profile

Integrity and confidentiality protection for communications using RTCP is achieved using SRTCP, as defined in IETF RFC 3711 [13]. 


The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in IETF RFC 3711 [13]) is shown in figure 9.2.8-1.
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Figure 9.2.8-1: Security mechanism for floor control protection

The AES-CM-128 algorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTCP PRF (which is used to derive the SRTCP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and salts shall not be refreshed. The AEAD_AES_128_GCM algorithm as defined in IETF RFC 7714 [26] shall be supported for providing confidentiality and data authentication of SRTCP packets. The AEAD_AES_128_GCM algorithm requires that the SRTCP session key is 16 octets in length and the session salt is 12 octets in length.
















-----------   END OF 6th CHANGE --------------
The 7th change removes the description of MKFC distribution within clause 7.2.3.3.3.
-----------   START OF 7th CHANGE --------------

7.2.3.3.3
Group regrouping procedures (involving multiple MCPTT systems)

Group Regroup procedures involving multiple MC users from multiple MC domains are described in clause 10.6.2.2 of 3GPP TS 23.179 [2] figure 7.2.3.3.3-1.
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Figure 7.2.3.3.3-1: Group Regroup security procedures (multiple MCX domains)

0)
Prior to beginning the procedure, the MCX UEs, primary GMS and partner GMS are provisioned by a KMS as described in clause 5.2.2.

1)
To create the security context for the temporary group, the primary GMS creates a new GMK and GMK-ID for the temporary group. The primary GMS notifies the affiliated users within its own MC domain (Step 8 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). Within this message, the primary GMS includes a Group Key Transport payload including a GMK and GUK-ID following the procedures in clause 5.2.6. The GMK is encrypted to the identity of the MC user and is signed using the identity of the primary GMS.

2)
The MCX UEs acknowledge the notification.

3)
The primary GMS then notifies the partner GMS of the group regroup operation (Step 9 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). Within this message, the primary GMS includes a Group Key Transport payload following the procedures in clause 5.2.6, treating the partner GMS as another user within the group. Accordingly, the payload encrypts the new GMK to the identity of the partner GMS and is signed using the identity of the primary GMS. The GUK-ID is derived using the User Salt generated from the partner GMS's URI.

4)
The partner GMS extracts the GMK and GMK-ID from the notification. The partner GMS then notifies the affiliated users within the partner MCX domain (Step 11 of clause 10.6.2.2 in 3GPP TS 23.179 [2]). The partner GMS re-encrypts the GMK to the identity of the affiliated users in the partner system, generates new GUK-IDs for each user and signs using its identity (the identity of the partner GMS) following the procedure in clause 5.2.6.

5)
The partner MCX UEs acknowledge the notification.

6)
The partner GMS acknowledges the notification to the primary GMS.


-----------   END OF 7th CHANGE --------------

The 8th change removes clause 7.3, as the content has been moved into clause 9.4.
-----------   START OF 8th CHANGE --------------

















































-----------   END OF 8th CHANGE --------------

The 9th change updates the key identifiers.
-----------   START OF 9th CHANGE --------------
Annex G (normative):
Key identifiers

The 'purpose tag' within the key identifier (e.g. GMK-ID) shall be the most significant four bits of the key and shall be used to indicate the use of the key.

-
0: the GMK shall be used for group communications.

-
1: the PCK shall be used to protect Private Call communications.

 -
2: the CSK shall be used to protect application signalling (XML and SRTCP) between the MC client and MC domain.

-
3: the SPK shall be used to protect application signalling (XML and SRTCP) between servers in MC domain(s). 

-
4: VOID
-
5: VOID
-
6: The MuSiK shall be used to protect multicast signalling between the MCX Server and the MC Client.
-
7-15: not defined
In this way, the MC UE is able to identify the purpose of the key.

-----------   END OF 9th CHANGE --------------
The 10th change updates the abbreviations.
-----------   START OF 10th CHANGE --------------
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

CMS
Configuration Management Server

CS
Crypto Session

CSB-ID
Crypto Session Bundle Identifier

CSC
Common Services Core
CSK
Client-Server Key

CSK-ID
Client-Server Key Identifier

GMK
Group Master Key

GMK-ID
Group Master Key Identifier

GMS
Group Management Server

GUK-ID
Group User Key Identifier

IdM
Identity Management

IdMS
Identity Management Server
JSON
JavaScript Object Notation

JWS
JSON Web Signature

JWT
JSON Web Token

KDF
Key Derivation Function

KFC
Key For Control Signalling
KFC-ID
Key for Floor Control Identifier

KMS
Key Management Server

MBCP
Media Burst Control Protocol
MCData
Mission Critical Data

MCPTT
Mission Critical Push to Talk
MCVideo
Mission Critical Video

MCX
Mission Critical Services

MuSiK
Multicast Signalling Key
MKI
Master Key Identifier

OIDC
OpenID Connect

PCK
Private Call Key

PCK-ID
Private Call Key Identifier
PKCE
Proof Key for Code Exchange

PSK
Pre-Shared Key
SPK
SIP Protection Key

SRTCP
Secure Real-Time Transport Control Protocol

SRTP
Secure Real-Time Transport Protocol

SSRC
Synchronization Source

TBCP
Talk Burst Control Protocol
TGK
Traffic Generating Key

TrK
KMS Transport Key

UID
User Identifier for MIKEY-SAKKE (referred to as the 'Identifier' in RFC 6509 [11])

-----------   END OF 10th CHANGE --------------

SPK
(+ SPK-ID)
MIKEY PRF
KDF
(Annex F.1.4)
SRTP Key Derivation
KDF
(Annex F.1.4)
XML confidentiality protection key
Floor control  keys (SRTCP)
XML integrity protection key
(as KFC)
(as XPK)
(as XPK)
RAND



MuSiK
(+ MuSiK-ID)
MIKEY PRF
SRTP Key Derivation
SRTCP session keys
(as KFC)
RAND



CSK
(+ CSK-ID)
MIKEY PRF
KDF
(Annex F.1.4)
SRTP Key Derivation
KDF
(Annex F.1.4)
XML confidentiality protection key
SRTCP Session Keys
XML integrity protection key
(as KFC)
(as XPK)
(as XPK)
RAND



Primary MCX UE
Primary GMS

1. Notification of group metadata
2. OK
0. KMS Provisioning
0. KMS Provisioning
Partner GMS
0. KMS Provisioning
Partner 
MCX UE
0. KMS Provisioning

3. Notification of group metadata
6. OK

4. Notification of group metadata
5. OK



SPK
(+ SPK-ID)
MIKEY PRF
KDF
(Annex F.1.4)
SRTP Key Derivation
KDF
(Annex F.1.4)
XML confidentiality protection key
SRTCP session keys
XML integrity protection key
(as KFC)
(as XPK)
(as XPK)
RAND



MCPTT UE
Group Management Server

1. Notify group Configuration request
(MIKEY payload)
2. Notify group Configuration response
0. Provisioning of identity-specific key material
0. Provisioning of identity-specific key material



Transmitting entity
Terminating entity(s)

1. SRTCP
(SSRC, MKI)
0. Establish Security Context
0. Establish Security Context



MC UE
MC Server

1. Key download
(SIP NOTIFY containing MIKEY payload)
2. Key download successs
(200 response)
0. Provisioning of identity-specific key material
0. Provisioning of identity-specific key material



CSK
(+ CSK-ID)
MIKEY PRF
KDF
(Annex F.1.4)
SRTP Key Derivation
KDF
(Annex F.1.4)
XML confidentiality protection key
Floor control  keys (SRTCP)
XML integrity protection key
(as KFC)
(as XPK)
(as XPK)
RAND



SSRC
Encrypted RTCP Payload
SRTCP Header
SRTCP MKI
SRTCP Packet Index






SRTCP Session Salt
SRTCP Pkt Indx

SRTCP Session Key
AES Enc Key:
AES IV:
SSRC
AEAD_AES_128_GCM
Keystream
SRTP Key Derivation (see RFC 3711):
Master Salt
Master Key
MKI
AES-CM-128



Transmitting MCPTT UE
Terminating MCPTT UE(s)

1. SRTCP
(SSRC, MKI)
0. Establish Security Context
0. Establish Security Context



