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1
Decision/action requested

Based on the evaluation in S3-170855, this tdoc defines how the multiple security domains are supported within TS 33.180. This allows the sending party to know which security parameters to use to encrypt data to the recipient. 
Two changes are made. The first change adds details of how external security domains are used to TS 33.180. 

This version has been updated since the last version to clarify and number the information requirement and remove the modification of the access token (data is instead stored in the user profile).

It is requested that SA3 accept this modification to TS 33.180
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[2]
3GPP TS 23.379 “Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT);”
[36]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".

[37]
3GPP TS 23.281: "Functional architecture and information flows for mission critical video; Stage 2".

[38]
3GPP TS 23.282: "Functional model and information flows for Mission Critical Data".

3
Rationale

Key Issue #1.7 requires the support of multiple security domains across the MC Services. Additionally, the following requirement need to be met:

[MCSEC-1.7-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.

To allow the use of multiple Security Domains, the initiator of the communication needs to know the security properties of the Security Domain of the receiver. This data needs to be recorded somewhere controlled by the Home Security Domain.
4
Detailed proposal
The following is new text:
-----------   START OF FIRST CHANGE --------------
5.2.2.5 
Identification of External Security Domains

To support multiple security domains, the security domain used by each user is recorded alongside the user’s MC Service ID within configuration parameters in the MC system. Furthermore, the security domain of the GMS is recorded alongside the GMS FQDN and the security domain of the MCX Server is recorded alongside the MCX Server FQDN. Security domains are identified by a unique identifier, the 'KMSUri'. Specifically, the following describes the situations where security domain information is needed:

1)
The MCX Server(s) requires knowledge of the security domain (KMSUri) of users connected to the server. 

2.1)
On initiating a MCPTT private call, the initiating UE requires knowledge of the security domain (KMSUri) of the receiving user.

2.2)
On receiving a MCPTT private call, the receiving UE requires knowledge of the security domain (KMSUri) of the initiating user.

3.1)
On initiating a MCVideo private call, the initiating UE requires knowledge of the security domain (KMSUri) of the receiving user.

3.2)
On receiving a MCVideo private call, the receiving UE requires knowledge of the security domain (KMSUri) of the initiating user.

4.1)
On initiating a MCData one-to-one SDS or file transfer, the initiating UE requires knowledge of the security domain (KMSUri) of the receiving user.

4.2)
On receiving a MCData one-to-one SDS or file transfer, the receiving UE requires knowledge of the security domain (KMSUri) of the initiating user.

5)
The Group Management Server requires knowledge of the security domain (KMSUri) of each member of the group.

6)
Group members require knowledge of the security domain (KMSUri) of the group management server.

7)
MC users require knowledge of the security domain (KMSUri) of the MCX Server(s) to which they connect. 
NOTE:
In most cases, the required security domain will be the Home security domain, meaning that the required KMSUri will be the user's Home KMSUri. It may be more space efficient to only keep a record where the KMSUri is not the Home KMSUri.
5.2.2.6 
Using multiple security domains

On encrypting to an entity within the MC System using an I_MESSAGE, the client shall lookup the KMSUri from the appropriate configuration data, then lookup the appropriate KMS Certificate with that KMSUri from the certificate cache downloaded from it’s home KMS. The security parameters within the KMS Certificate are used to perform encryption. The KMSUri is added to the I_MESSAGE within the IDRkmsr field.

Equivalently, when verifying a received I_MESSAGE, the receiving client shall extract the KMSUri from the I_MESSAGE (if present) and check this matches the KMSUri from the appropriate configuration data. The client shall then lookup the appropriate KMS Certificate with that KMSUri from the certificate cache downloaded from it’s home KMS. The security parameters within the KMS Certificate are used to perform verification.

Should a matching certificate not be found, the client may request the certificate based on the KmsUri from it’s home KMS using an appropriate KMSCertCache request.

-----------   END OF FIRST CHANGE --------------






	
	

	
	

	
	

	
	

	
	



