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1
Decision/action requested

It is requested to discuss and approve the proposals.
2
References

N/A
3
Rationale

First change: The existing NOTE regarding "Other SIs" needs clarification. Additional clarification is proposed.

Second change: Evaluation of solution #4.8 is missing. There is a need of evaluation. Evaluation is proposed.

Third and fourth change: There are four solutions proposed for addressing the key issue #4.1 "AS security during RRC idle mode". There is a need for corresponding conclusion and interim agreements for the whole key issue.
4
Detailed proposal

Changes are proposed below.
Update: The S3-170732 has been revised and merged with S3-170795
***
BEGIN CHANGES
***

5.4.4.10.3
Evaluation 

Two types of solutions, Type 1 and Type 2 were mentioned in the introduction clause.

The Type 1 solutions that have been proposed so far for key issue #4.1 seem to be unfeasible or impractical to achieve without having considerable impact on the existing system.

-
One proposal (solution #4.2) to achieve the Type 1 solution is that the network signs its broadcast messages, i.e. MIB and SIB. In order to mitigate the replay attack, the timestamp is used as one of the parameters to generate the signature and that timestamp needs to be transmitted along with the message. Further, to prevent the size of message from growing large, only some LSBs of the timestamp value are transmitted with the message, thereby allowing the network and the UE to be off-time within some limit, usually in the order of seconds. However, the MIB/SIB are transmitted more frequently than a second. For example, in LTE, the MIB is broadcasted every 40ms (repeated every 10 ms) and the SIB1 is broadcasted every 80 ms (repeated every 20 ms). Therefore, signing the broadcast message and including some LSBs of timestamp does not seem to be preventing the replay attack, meaning that the false base station attack is still possible.

NOTE: 
The above mentioned replay attack may not be applicable, when the digital signature is provided over the Other System Information (SIs). Whether those "Other SIs" are always mandatory for cell reselection or whether they are conditional depending upon network configuration is yet to be confirmed.
***
NEXT CHANGES
***
5.4.4. 8.3 
Evaluation


This solution does not address the key issue #4.1. UEs in IDLE mode are not prevented from camping onto false base station.
***
NEXT CHANGES
***

5.4.5
Conclusions 

5.4.5.a
AS security during RRC idle mode (Key issue #4.1)

For key issue #4.1 "AS security during RRC idle mode", the available solutions can be grouped into two types. First one is a prevention type (solutions #4.2, #4.4, and #4.8) and another is a detection type (solution #4.10). Both types have advantages and can co-exist together. 

-
Prevention type solution is, in principle, preferred because UEs could be protected from camping to false base station. The proposed Solution #4.4 (#2 UE verifies gNB with 'System Query' message) requires the UE to communicate with the network despite of being in RRC_IDLE mode, Solution #4.4 (#1 Fake gNB detection using UL traffic monitoring) does not prevent UEs from camping onto false base station, Solution #4.8 is not addressing IDLE mode cell-reselection (but UE power-on scenario), and Solution #4.2, despite of the complexity introduced by its key management, it still does not protect the UEs in all scenarios (it is yet to be confirmed whether "other SIs" are always mandatory for cell reselection or not). Therefore, in their current state, no particular prevention type solution can be singled out or chosen as basis for normatic work in Phase I. However, 5G system will support a prevention type solution in Phase I, if the solution can be proven to be effective (in prevention) and efficient (in complexity). The Solution will also have to consider the work done in other working groups.
-
Detection type solution seems to compliment, not compete with, mitigation type solution. From the network's point of view, it is always advantageous to be able to detect if there was any false base station attack, regardless of whether the UEs mitigated the attack or not. When the attacker is able to keep moving the false base station (i.e., not stationary for long time), it is challenging to actually catch the attacker, because by the time the false base station is detected and authorities reach the attack location, the attacker might have moved from there. However, detection is still valuable because first, it puts more work on attacker, and second, the attack itself will be less effective or mitigated if the attacker has to move away while the victim is in same location (i.e. not moving). There is a proposed solution of detection type, i.e., #4.10. It does not have any major impact on the system and enables the network to collect measurements relevant to false base station. Since the actual detection is left for implementations, there is room for network implementations to adapt to the evolution of the attack. However as like MDT, regulator issues in collecting data from the UE by the network and usefulness of data in determination of fake eNBs need to be addressed.

5.4.5.b

Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected)

For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) the following is concluded:

· Option 3 does not have any security impact on NR/gNB.

· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· Option 3a, solution 2 in 4.12 is preferred if the impacts to eNB are acceptable. 

Editor’s Note: Whether the impacts to eNB for option 3a are acceptable needs to be checked with RAN2.

· Option 3x can reuse the security procedures defined for Option 3a.
***
NEXT CHANGES
***

E.x 
Questions and interim agreements for security area #4

E.x.a 
Questions and interim agreements for key issue #4.1

E.x.a.1
Prevention of false base station attack during RRC idle mode
E.x.a.1.1
Description of question

Should prevention of false base station attack during RRC idle mode be addressed in Phase I?
E.x.a.1.2
Interim agreement

TBD.

E.x.a.2
Detection of false base station attack during RRC idle mode
E.x.a.2.1
Description of question

Should detection of false base station attack during RRC idle mode be addressed in Phase I?
E.x.a.2.2
Interim agreement

TBD
***
END OF CHANGES
***
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