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1
Decision/action requested

This tdoc adds a new solution for the protection of all XML content within application signalling. The solution would make the XML encryption solution defined in TS 33.180 much more efficient and usable.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)





3
Rationale



Currently, TS 33.180 states that:
Confidentiality protection may only be applied to the following identifiers and values:

-
MCPTT ID

-
MCPPT Group ID

-
User location information

-
Alerts

-
Access token

-
KMS provisioned key material.
This limitation causes a significant overhead in terms of quantity of data and processing. Providing the confidentiality protection is likely to increase the XML by 273 bytes per encrypted item. As a signalling payload may contain many encrypted items, this significantly increases the size of the signalling payload and makes protection of content impractical. Putting many encrypted values in XML content is complex from a processing point-of-view and non-standard. This means open source XML libraries are unlikely to support this approach. Additionally, the defined method for encrypting of XML attributes is non-standard, and would not be required if the entire payload could be protected.
Instead, the proposed solution is that confidentiality protection may be applied to the entire payload. 
4
Detailed proposal

The following is new text:
---------------------START OF FIRST CHANGE--------------
7.2.2
Solution #1.X : Encryption of entire XML signalling content
7.2.2.1
Overview

This solution suggests that in Rel-14, the entire XML signalling content should be allowed to be protected.






7.2.2.2
Motivating security requirements

The motivating security requirements are those that require protection of signalling from those outside the MC Domain. While these are currently met, the existing solution is non-standard and inefficient which makes use of the solution less likely to be used, leaving signalling content vulnerable to attack.
7.2.2.3
Solution description
The restriction on what content may be protected by XMLenc is removed. Specificly the following text in TS 33.180 is removed:

Confidentiality protection may only be applied to the following identifiers and values:

-
MCPTT ID

-
MCPPT Group ID

-
User location information

-
Alerts

-
Access token

-
KMS provisioned key material.

Instead, where required, confidentiality protection may be applied to the entire XML signalling payload. This removes the need for protecting individual elements or a bespoke solution for the protection of attributes.
Where encryption is applied, the 'type' of message is clearly stated within the EncryptedData payload. This will allow the operator to understand how their network is being used.




















































7.2.2.4
Evaluation against requirements









This solution is clearly simpler, more efficient in terms of the quantity of data, easier to implement and faster to process. 

The reason the restriction on confidentiality is currently in place is to allow the operator the ability to understand how their network is being used to correctly bill, perform analytics and detect fraud. In particular, it would allow the operator to check that XML signalling is not being fraudulently used to tunnel data out of the operator network, potentially at a reduced cost.

By including detailed information within the 'type' of message (which is not encrypted), it should be possible for the operator to understand how their network is being used. By also placing limits on the quantity of encrypted data, the operator can limit any exposure to fraud.
---------------------END OF FIRST CHANGE--------------









CSK / MSK
Encapsulated Key
Decrypt 
(see RFC 6509)
CSK-ID / MSK-ID
SDP within a SIP Notify:
Check (using MCX Server’s URI)
Terminating User’s UID key
MIKEY-SAKKE payload:
Signature
CSK-ID / MSK-ID



MCX UE
MCX Server

1. Key download
(SIP NOTIFY containing MIKEY payload)
2. Key download successs
(200 response)
0. Provisioning of identity-specific key material
0. Provisioning of identity-specific key material



Encapsulated key
SDP within SIP NOTIFY:
MIKEY-SAKKE payload:
Signature
Sign
 (see RFC 6509)
MCX Server Identity
Domain Parameters
Encrypt
 (see RFC 6509)
Terminating User’s URI
Domain Parameters
CSK / MSK
CSK-ID / MSK-ID



