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1
Decision/action requested

This tdoc updates Solution #1.2 to resolve the editor’s note, add additional evaluation text, and concludes that this approach should be accepted for inclusion in TS 33.180.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[8]
3GPP TS 23.280: "Common functional architecture to support mission critical services".

[9]
3GPP TS 23.281: "Functional architecture and information flows for mission critical video".

[10]
3GPP TS 23.282: "Functional model and information flows for Mission Critical Data".
[19]
3GPP TS 23.379 “Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT);”

3
Rationale

Key Issue #1.7 requires the support of multiple security domains across the MC Services. Additionally, the following requirement need to be met:

[MCSEC-1.7-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.

To allow the use of multiple Security Domains, the initiator of the communication needs to know the security properties of the Security Domain of the receiver. This data needs to be recorded somewhere controlled by the Home Security Domain 

4
Detailed proposal

The following is a modification to existing text:
---------------------START OF FIRST CHANGE--------------
7.2.2
Solution #1.2 : Distribution of key material to protect signalling between the MCX Server and the MCX client 

7.2.2.1
Overview

The solution defined here allows the MCX Server to 'download' keys to the MCX client. This may be used to support:

- Multicast key distribution (MSCCK/MKFC).

- Key update (CSK/MSCCK/MKFC).

To allow this key download to be performed, new procedures are defined. Additionally, the method for uploading CSKs to the MCX Server during a registration is maintained from TS 33.179 [3].

If this solution is accepted, individual mechanism for distributing keys described in 33.179 [3] (e.g. for MSCCK and MKFC) will not be required in TS 33.180.


7.2.2.2
Motivating security requirements

The motivating security requirement is [MCSEC-1.8-1]. An additional motivation is to simplify security procedures where possible (as this generally results in a more secure system). 

7.2.2.3
Solution description

7.2.2.3.1
Introduction

The MCX client and MCX Server require use of a number of signalling channels for communication. For the MCPTT Server, these are:

- Uplink signalling over SIP, unicast, MCPTT-1

- Uplink media signalling over SRTCP, unicast, MCPTT-4
- Uplink floor control signalling over SRTCP, unicast, MCPTT-4

- Downlink signalling over SIP, unicast, MCPTT-1

- Downlink media signalling over SRTCP, unicast, MCPTT-4
- Downlink media signalling over SRTCP, multicast, MCPTT-9
- Downlink floor control signalling over SRTCP, unicast, MCPTT-4

- Downlink floor control signalling over SRTCP, multicast, MCPTT-9 

- Downlink MBMS subchannel control signalling over SRTCP, multicast, MCPTT-6

If the signalling channels for MCVideo and MCData are also included, the list is much longer. 

Each signalling channel between the MCX Server and MCX client requires confidentiality and integrity protection. To allow the channels to be protected, key distribution mechanisms are required to distribute the keys used to protect these channels. Two key distribution mechanism are described to provide the MCX Server and MCX client to perform the necessary key distribution procedures to protect signalling:

- CSK upload via SIP REGISTER or SIP PUBLISH

- Key download via SIP NOTIFY

These two mechanisms are described in the following subclauses.

7.2.2.3.2
CSK Upload to MCX Server

Key upload allows the 'CSK' to be uploaded from the MCX client to the MCX Server. It is only used at registration within a SIP REGISTER or SIP PUBLISH command. Procedures for 'Key Upload' are defined within Clause 9.1.3 of TS 33.179 [3].

7.2.2.3.3
Key download from MCX Server

'Key download' messages allow keys to be sent from the MCX Server to the MCX clients. It is used in the following contexts:

- To provide a Multicast Signalling Key (MSK) for the protection of multicast signalling. MKFC and MSCCK are examples of MSKs from TS 33.179 [3].

- To update an existing key (e.g. CSK or MSK)

The MCX Server invokes a 'key download' procedure to distribute a Multicast Signalling Key (MSK) to a client when:

- The MCX Server decides to use an MBMS bearer with the MCX client and existing MSKs provided to the client are not suitable for protecting this signalling. In this case, an MSK is distributed to the client to protect MBMS subchannel control messages. 

- The MCX Server decides to transmit group signalling (e.g. media control or floor control) over an MBMS bearer to the client, and existing MSKs provided to the client are not suitable for protecting this traffic. In this case, an MSK is distributed to protect this group signalling.

The MCX Server may update an existing key (CSK or MSK) at any time. This may be due to revocation or expiry.

Keys (CSK or MSKs) within 'Key download' messages are distributed encrypted specifically to a MCX user and signed using an identity representing the MCX Server. Prior to group key distribution, each MCX UE shall be provisioned by the KMS with time-limited key material associated with the MCX User as described in clause 7.2 of 33.179 [3]. The MCX Server shall also be provisioned by the KMS with key material for an identity which is authorized to act as an MCX Server.

7.2.2.3.4
Security procedures for key download

The signalling key (CSK or MSK) is distributed with a 32-bit key identifier (CSK-ID or MSK-ID) within a MIKEY payload within the SDP content of a SIP NOTIFY message generated by the MCX Server. This payload is a MIKEY-SAKKE I_MESSAGE, as defined in IETF RFC 6509 [20], which ensures the confidentiality, integrity and authenticity of the payload.

The payload is constructed in a similar manner as for private call keys within TS 33.179 [3]. A CSK/MSK is generated along with a CSK-ID/MSK-ID. The difference from private call procedures is that it is signed using (the KMS-provisioned key associated to) the identity of the MCX Server. The security processes are summarized in figure 7.2.2.3.4-1.
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Figure 7.2.2.3.4-1: Security information within a Key Download message

At the MCPTT UE, the MCPTT Server's URI is extracted from the initiator field (IDRi) of the message. Along with the time, this is used to check the signature on the message. If valid, the UE extracts and decrypts the encapsulated key (MSK or CSK) using the (KMS-provisioned) user's UID key. The MCPTT UE also extracts key id (MSK-ID or CSK-ID). This process is shown in figure 7.2.2.3.4-2.
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Figure 7.2.2.3.4-2: Processing the security content of a Key download message
As a result of this mechanism, the MCX UEs that have received a 'key download' message will receive a new signalling key, CSK or MSK, identified by the 4 most significant bits of the key ID. 

If the key is a CSK:

- the MCX UE shall discard any previous CSKs associated with the MCX Server URI, and

- the MCX UE shall use the new CSK for uplink signaling with the MCX Server 

If the key is a MSK:

- the MCX UE shall store the MSK and MSK-ID. Upon receipt of multicast signalling which indicates that the MSK has been used via the MSK-ID, the MSK shall be used to decrypt the signalling.

Key derivation proceeds as previously described in TS 33.179 [3].

7.2.2.3.5
Key download procedures

The procedures for key download are described in the following 
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Figure 7.2.2.3.5-1: Procedures for key download
0.
The MCX UE has been provisioned by a KMS with key material associated with the MCX user. The MCX UE has also registered with an MCX Server. As a consequence of this registration, the MCX UE has implicitly subscribed to key download notifications from the MCX Server. 
1.
The MCX Server sends a key download message (SIP NOTIFY) to the MCX UE. The MCX UE extracts the signalling key from the key download message.

2.
Upon successful extraction of the signalling key, the MCX UE returns a key download success message (200 OK response) to the MCX Server.

7.2.2.4
Evaluation against requirements

This solution meets the requirements within this TR using a simple mechanism that is consistent with previous approaches within TS 33.179 [3]. It removes the need for specific procedures to support MKFCs, MSCCKs, and updating CSKs. It would be straight forward to use this approach to distribute other types of keys if they are required to support different services, reducing the long-term complexity of the MC system. 
A ‘key download message’ is an additional signalling message and hence increases the initial signalling overhead when setting up a multicast bearer. However, it allows for more flexible key management which reduces signalling in the following circumstances:

-
Allows an MKFC to be the same key as a MSCCK. This reduces signalling and key processing as the key need not be sent as both an MKFC and as a MSCCK.

-
Allows multiple multicast bearers to share the same MSCCK without including that key in every bearer announcement message. This reduces the amount data transmitted over signalling bearers and the amount of key processing required.
-
Similarly, as UEs change MBSFN areas, this means that a (new or the same) MSCCK need not be redistributed in the bearer announcement message for the new area. This reduces the amount data transmitted over signalling bearers and the amount of key processing required.
-
Allows multiple groups to share the same MKFC. This reduces signalling by reducing the number of group key distribution messages required.
-
Allows key update of MSCCK without making a new bearer announcement message. Where the same key is used for multiple bearers/groups, this significantly reduces the number of messages required to update this key.
In extremis, there could only be a single MKFC/MSCCK for protecting multicast signalling for all groups and all multicast bearers. This is a natural approach if the signalling security is only required to protect signalling from those not part of the MC service, and not for separation within the service. In this case, this solution results in only one ‘key download message’ rather than repeatedly redistributing this key for every group and every bearer.
In summary, while the ‘key download message’ is an additional signalling message, it removes the need to distribute or redistribute keys in other messages, which will reduce the amount of signalling, data and key processing.
---------------------END OF FIRST CHANGE--------------

The following is new text: 

---------------------START OF SECOND CHANGE--------------

8.X 
Evaluation of Solution #1.2: Distribution of key material to protect signalling

The solution meets the applicable security requirements listed in clause 5.2, allowing a means to distribute keys for the protection of signalling between the MC client and a MCX Server. The approach also simplifies the security procedures already defined in TS 33.179. 

It is the only defined solution for updating CSK (which was not defined in TS 33.179) and meeting requirement [MCSEC-1.8-1] for distribution of MKFC. For distribution of MSCCK, there are three other solutions: Solution #3.1, #3.2 and #3.3. Solution #1.2 is effectively an adaptation of solution #3.1 to distribute the new key within it’s own channel (rather than within the multicast bearer announcement message). This should be more efficient over the lifetime of the service.

The approach applies across the MC services, and is flexible allowing distribution of future keys for future MC services.

It is recommended that Solution #1.2 is used as the method for distribution signalling keys to support the mission critical service.
---------------------END OF SECOND CHANGE--------------
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