3GPP TSG SA WG3 (Security) Meeting #86Bis
S3-170855
27 – 31 March, 2017, Busan, Korea
revision of S3-17xabc
Source:
NCSC
Title:
[MCSEC] Evaluation of solutions for supporting multiple security domains.
Document for:
Approval

Agenda Item:
5.2
1
Decision/action requested

This tdoc contains an evaluation of how the requirements for multiple security domains may be supported within the MC System.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

3
Rationale

This proposal provides an evaluation of solution #1.X, allowing the solution to be moved to TS 33.180. 
The justification is that Solution #1.X provides a means for entities within the MC System to store the security domain (KMS URI) of another entity within the MC System. Without this capability, a remote lookup would need to be performed everytime communication with an external security domain is required (such as described in Solution #1.1). This would increase overhead and latency. 

4
Detailed proposal

The following is new text:
8.X 
Evaluation of Solution #1.X : Multiple Security Domains

With respect to the Stage 1 security requirements in 22.280 [5], 22.281 [6] and the derived security requirements in clause 5.2.7, support is required for multiple security domains.

Solution #1.X provides a means for entities within the MC System to store the security domain (KMS URI) of another entity within the MC System. Without this capability, a remote lookup would need to be performed everytime communication with an external security domain is required (such as described in Solution #1.1). This would increase overhead and latency. Solution #1.1 (or an equivalent approach) may also be required to support user roaming and migration, but with Solution #1.X, this reduces the frequency of remote lookups.

Consequently, it is recommended that Solution #1.X be selected as a method for supporting multiple security domains. This approach is applicable to all sevices within the MC System.

