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1
Decision/action requested

This tdoc provides a solution to add details of the KMS security domain to the MCX address book. This allows the sending party to know which security parameters to use to encrypt data to the recipient. 
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3GPP TS 23.379 “Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT);”

3
Rationale

Key Issue #1.7 requires the support of multiple security domains across the MC Services. Additionally, the following requirement need to be met:

[MCSEC-1.7-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.

To allow the use of multiple Security Domains, the initiator of the communication needs to know the security properties of the Security Domain of the receiver. This data needs to be recorded somewhere controlled by the Home Security Domain 

4
Detailed proposal

The following is new text:
7.2.X
Solution #1.X : Adding KMS security domain details to configuration data

7.2.X.1
Overview

This solution adds details of the KMS Security Domain to configuration data used within the mission critical system. This is required to tell the encrypting entity which KMS is used by the receiving entity, and thus which security parameters to use for encryption. The information is required to support MCPTT private call, MCVideo private call, and for group key distribution. The choice of Security Domain is associated with the user, specifically the user’s MC Service ID (MCPTT ID, MCVideo ID, MCData ID). The Security Domain could be the Home Security Domain (the same security domain as the encrypting entity) or an External Security Domain (a different Security Domain to the encrypting entity).
The distribution of security parameters themselves is already defined. Security parameters are always distributed by the home KMS over the CSC-8, CSC-9 or CSC-10 interface. Security parameters are contained within a KMS Certificate as defined in Annex D.3.1 of TS 33.180. 
-
The security parameters for the Home Security Domain are within the KMS Certificate with 'Role = "Home"'. This is distributed as part of a 'KMSInit' response, which provides the UE with the KMS’s certificate.

-
The security parameters for an External Security Domain are within a KMS Certificate with 'Role = "External"'. This is distributed as part of a 'KMSCertCache' response, which provides the UE with a set of external certificates for External Security Domains. 
7.2.X.2
Motivating security requirements

The primary motivation is the practical requirement to provide specific data to allow cross-domain communications. Additionally, the following security requirement motivates this solution:

[MCSEC-1.7-1]
When using external security domains, the Home Security Domain shall apply policies which ensure that only trusted external security domains are used.

7.2.X.3
Solution description

7.2.X.3.1 
Provisioning security parameters to support external security domains

The KMS distributes security parameters, known as external KMS Certificates, to entities in the MC service as required. These entities are the MC Users, the GMS(s) and MCX Server(s) which require communication with an external security domain. These entities request external KMS certificates as required via a 'KMSCertCache' request from the MC client to the KMS as decribed in clause 5.2.2.3 of TS 33.180. 
Upon receipt of a KMSCertCache request, the KMS shall authenticate the requesting client. Based upon policy, the KMS shall return only those external KMS Certificates that the client is permitted to use. 

The external KMS Certificates are contained in the response to the 'KMSCertCache' response from the KMS to the MC client. On receipt of a ‘KMSCertCache’ response, the client shall verify signatures within the response and reject the message should verification fail.

The KMS Certificates within the response shall have the parameter 'Role' set to 'External' to indicate that the certificate belongs to an External Security Domain. Certificates are identified by the KMS (KMSUri) and a unique identifier (CertUri) as defined in Annex D.3.1 of TS 33.180. A (logical) KMS should only have a single KMS certificate active at any one time (based upon the KMSUri). Certificates may be updated using the CertURI. Should the client receive a certificate with a CertURI of an existing certificate, the client shall replace this existing certificate with the newly provisioned certificate. 
7.2.X.3.2 
Identification of External Security Domains

To support multiple security domains, the KMS used by each user is recorded alongside the user’s MC Service ID within ‘address books’ in the MC system. Specifically, the following describes the situations where KMS information is needed:

-
On initiating a MCPTT private call, the initiating UE requires knowledge of the KMS of the receiving user.
-
On receiving a MCPTT private call, the receiving UE requires knowledge of the KMS of the initiating user.

-
On initiating a MCVideo private call, the initiating UE requires knowledge of the KMS of the receiving user.

-
On receiving a MCVideo private call, the receiving UE requires knowledge of the KMS of the initiating user.

-
On initiating a MCData one-to-one SDS or file transfer, the initiating UE requires knowledge of the KMS of the receiving user.

-
On receiving a MCData one-to-one SDS or file transfer, the receiving UE requires knowledge of the KMS of the initiating user.

-
The Group Management Server requires knowledge of the KMS of each member of the group.

-
Group members require knowledge of the KMS of the group management server.

-
The MCX Server(s) requires knowledge of the KMS of users connected to the server. 

-
MC users require knowledge of the KMS of the MCX Server(s) to which they connect. 

NOTE: In most cases, the KMS will be the Home KMS. It may be more space efficient to only keep a record where the KMS is not the Home KMS.
Considering the configuration data already defined, the following  

-
Within MCPTT user profile data (Table A.3-1 of TS 23.379 [19]): As an entry per-user, within the 'List of user(s) who can be called in private call'. The entry shall contain the 'KMSUri' of the user’s KMS.
-
Within an equivalent place as above within the MCVideo user profile data for an MCVideo private call (the appropriate lists do not yet exist within the user profile data).

-
Within an equivalent place as above within the MCData user profile data for an MCData SDS message (the appropriate lists do not yet exist within the user profile data).

-
Within Common group configuration data (Table A.4-1 of TS 23.280 [8]): The entry ‘Group Management Server KMS’. The entry shall contain the 'KMSUri' of the KMS used by the Group Management Server.
-
Within Common group configuration data (Table A.4-1 of TS 23.280 [8]): As an entry per-user, within the 'List of group members'. The entry shall contain the 'KMSUri' of the group member’s KMS.
-
Within the IdM access token (Table B.1.2.2-1 of TS 33.180): An entry providing the ‘KMSUri’ of the authenticating user to the MCX Server.  

-
On configuration of the UE with the URI of the GMS or MCX Server, an entry providing the ‘KMSUri’ of the GMS or MCX Server (respectively).
7.2.X.3.3 
Use of Multiple Security Domains

On encrypting to an entity within the MC System using an I_MESSAGE, the client shall lookup the KMSUri from the appropriate configuration data, then lookup the appropriate KMS Certificate with that KMSUri from the certificate cache downloaded from it’s home KMS. The security parameters within the KMS Certificate are used to perform encryption. The KMSUri is added to the I_MESSAGE within the IDRkmsr field.

Equivalently, when verifying a received I_MESSAGE, the receiving client shall extract the KMSUri from the I_MESSAGE (if present) and check this matches the KMSUri from the appropriate configuration data. The client shall then lookup the appropriate KMS Certificate with that KMSUri from the certificate cache downloaded from it’s home KMS. The security parameters within the KMS Certificate are used to perform verification.

Should a matching certificate not be found, the client may request the certificate based on the KmsUri from it’s home KMS using an appropriate KMSCertCache request.
7.2.X.4
Evaluation against requirements

Requirement [MCSEC-1.7-1] is met by the KMS choosing which external KMS Certificates will be sent to MCX UEs. Furthermore, the addition of the KMS URI to configuration parameters allows the home MC System to choose which security domains are used by its users when communicating externally.
