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1
Decision/action requested

It is proposed to add this new solution for security area #11 to TR 33.899. 
2
References

[62]
3GPP TR 38.804: "Study on New Radio Access Technology; Radio Interface Protocol Aspects"
3
Rationale

This solution addresses the following key issues and potential security requirements:

-
3rd and 4th potential security requirements of key issue #11.2, on collection of network security capabilities by UEs
-
3rd potential security requirement of key issue #11.3, on delivering preference of security capability to networks by UEs
[Network security capabilities collection by UE for security indication]
UEs can use any procedures of security setup or negotiation with networks to collect available security capabilities of networks or resulting security. This could be presented in the setting menu of UEs for mostly advanced users. If resulting security is matched with the indication rule/condition specified in solution #11.2, it should be presented to the user (e.g. no ciphering indicator).
For AN security, Other System Information (whether on-demand basis or not) in TR 38.804 [62] could be utilised by UE, to get available security and validate it (assuming that there is signature or encryption for validation). This could be useful when UE makes a decision of whether to accept the resulting security from the AN.

[Delivery and processing of UE security preferences]
UE security configuration is applicable to virtually all the security setup or negotiation procedures between a UE and a network element. For that, the UE needs to deliver its security preference to network, and there are different options available as follows:

-
UE could provide its security preference to ARPF (or AUSF depending on where UE security capabilities could be stored for longer terms) when there is change. This could be optimized by piggybacking on next available other security procedures, if appropriate. 
-
UE could provide its security preference to security negotiation procedure, on-the-fly. For example, when UE sends attach request, UE security preference could be included in the UE Network Capability IE. 
-
UE could use its preference through complete or failure messages (e.g. Security Mode Complete, or Failure message in LTE), to include its security preference. 
Network will make a decision on security (e.g. security algorithm) based on UE security capability and network policy, and will try to match security preference if possible. If network cannot meet the UE security preference, it will provide the related information together with the selected security to UE.
4
Detailed proposal

It is proposed to add the following solution for security area #11 in TR 33.899.

*** Change Proposal ***
5.11.4.x
Solution #11.x: Procedures for UE security indication and configuration
5.11.4.x.1
Introduction  

This solution addresses key issue #11.2 and #11.3.
5.11.4.x.2
Solution details  

5.11.4.x.2.1 Procedure for UE security indication

UEs can use any procedures of security setup or negotiation with networks to collect available security capabilities of networks or resulting security. This could be presented in the setting menu of UEs for mostly advanced users. If resulting security is matched with the indication rule/condition specified in solution #11.2, it should be presented to the user (e.g. no ciphering indicator).

For AN security, Other System Information (whether on-demand basis or not) in TR 38.804 [62] could be utilised by UE, to get available security and validate it (assuming that there is signature or encryption for validation). This could be useful when UE makes a decision of whether to accept the resulting security from the AN.

Editor's Note: The above requirements will be updated such that UE should not refresh long term keys. 
5.11.4.x.2.2 Procedure for UE security configuration

UE security configuration is applicable to virtually all the security setup or negotiation procedures between a UE and a network element. For that, the UE needs to deliver its security preference to network, and there are different options available as follows:

-
UE could provide its security preference to ARPF (or AUSF depending on where UE security capabilities could be stored for longer terms) when there is change. This could be optimized by piggybacking on next available other security procedures, if appropriate. 

-
UE could provide its security preference to security negotiation procedure, on-the-fly. For example, when UE sends attach request, UE security preference could be included in the UE Network Capability IE. 

-
UE could use its preference through complete or failure messages (e.g. Security Mode Complete, or Failure message in LTE), to include its security preference. 

Network will make a decision on security (e.g. security algorithm) based on UE security capability and network policy, and will try to match security preference if possible. If network cannot meet the UE security preference, it will provide the related information together with the selected security to UE.
5.11.4.x.3
Evaluation 

FFS.
*** End of Change Proposal ***

