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1
Decision/action requested

This contribution provides further details on the risk of bidding down attack possibility if the Equipment Identifier Authentication (EIAuth) key issue is postponed to Phase 2 and concludes that there indeed is a bidding down risk if this key issue is not addressed in Phase 1. Therefore, SA3 is kindly requested to agree on the need to address this key issue in Phase 1 and agree on the proposed conclusions / interim agreements.
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3
Rationale

At the SA3#86 meeting, S3-170299 [1] proposed Equipment Identifier Authentication (EIAuth) support in Phase 1 of the 5G System in order to avoid bidding down attack risk. The discussion at SA3#86 was not conclusive as some SA3 delegates requested further details on the bidding down attack risk. 
The argument in [1] was that if a solution for EIAuth is not specified in Rel-15 but in a later release of 5G specifications, then a 5G UE compliant to the later Release of the 5G specifications, wherein this key issue is addressed, can falsely claim that it is a UE compliant to an earlier release (e.g., Rel-15) that doesn’t support the Equipment Identifier Authentication feature and thus bypass a network enforcing the requirement to authenticate the reported equipment identifier.

In order to understand this risk, one needs to consider the security architecture of the UE. A UE consists of UICC and the ME (Mobile Equipment). Although the UICC is considered the most secure part of the UE, the UICC typically is a removable component of the UE and can be used with any ME. On the other hand, the equipment identifier has to be integral part of the ME and any solution for EIAuth has to rely on the security of the ME. In order to analyse the security of the ME, one necessarily needs to consider the internal architecture of the ME implementation. Typical ME implementations consists of the following distinct and isolated execution environments with varying levels of security:

· Rich Execution Environment (REE): Execution environment (EE) where the rich or high-level Operating System such as Linux / Android and the OS dependent applications are executed. REE is considered to be the least secure EE of the ME and a security compromise of the REE does not impact the security of other EE(s).

· Secure Execution Environment (SEE): A secure execution environment uses hardware based root of trust to secure itself. SEE can store sensitive information, such as the equipment identifier or the private key of device certificate and executes security-critical cryptographic functions (such as device authentication or signing operations) that make use of this stored sensitive information. In addition to ensuring the integrity of the sensitive information, the SEE also ensures their confidentiality when required (e.g., private key), i.e., such confidentiality protected information is neither exposed nor accessible outside of the SEE. Furthermore, SEE not only supports and enforces secure start-up process for itself (i.e., secure boot) but may also provide such services to other EEs of the ME.  An example of SEE is the Trusted Execution Environment (TEE) that uses the TrustZone feature in ARM based ME architectures. This is considered to be the most secure EE of the ME. 

· RTOS/Baseband Execution Environment: Real-time execution environment where the cellular communication stack and associated applications are hosted. This is considered to be more secure than REE (but less secure than the SEE). This is primarily due to the fact that the complex nature of cellular communication software stack offers larger attack surface than the SEE.
For the purposes of this analysis we assume that any EIAuth solution specified by 3GPP will make use of such SEE for not only storing sensitive information but also for executing sensitive crypto functions that make use of this stored sensitive information. 
The above referenced bidding down risk is due to the fact that the ME dependent NAS procedures are implemented as part of a less secure execution environment of the ME such as the RTOS/baseband execution environment. These NAS procedures includes providing the UE capability IE information in the Attach Request as well as receiving and processing NAS Identity Request/Response messages for the Equipment Identifier. For the purposes of this analysis, we further assume that EIAuth is not introduced in Phase 1/Rel-15, but in a later Release, say Phase 2/Rel-16. An attacker who compromises RTOS/baseband execution environment of a Rel-16 UE that supports EIAuth can report to the network (that supports and requires EIAuth) that it is not EIAuth capable (e.g., Rel-15 UE) or report an IMEI that belongs to another pre-Rel-16 UE (which does not support EIAuth), thus by passing EIAuth requirement of the network. This is the bidding down attack.
NOTE: If the UICC is an integral (i.e., non-removable) part of the UE, then it can be considered the most secured environment of the UE and it can take on the role of SEE for EIAuth purposes and the above analysis of bidding down risk still holds.

If we specify EIAuth from the early stages of the 5G (i.e., in Phase 1/Rel-15) requiring the use of most secure EE of the UE for EIAuth and mandate support of it for all 5G system access capable UEs, then this bidding down risk is mitigated as any 5G UE must respond to request from network to authenticate the equipment identifier. 

Therefore, we conclude that bidding down attack risk exists if we do not specify EIAuth in Phase 1 of 5G system. This bid down risk can be avoided with the following way forward:

· Mandatory support of Equipment Identifier Authentication in NG-UEs that are capable of 5G system access. 

· Optional support of Equipment Identifier Authentication in the 5G core network. The network may implement the Equipment Identifier Authentication feature when the need arises.
4
Detailed proposal

SA3 is kindly requested to agree on the following conclusions / interim agreements for Key Issue 2.4 (Equipment Identifier Authentication):

Proposed Conclusion / Interim Agreement #1: Key Issue 2.4 shall be addressed by SA3 in 5G Phase 1.

Proposed Conclusion / Interim Agreement #2: A solution shall be selected based on one or combination of the solutions proposed for this key issue (i.e., Solutions 2.10, 2.17, 2.18, 2.23) in TR 33.899 as part of the normative phase of 5G Phase 1 work.

Proposed Conclusion / Interim Agreement # 3: The selected solution shall be mandatory to support for the 5G UEs that are 5G system access capable and optional to support for the 5G core network.
