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Decision/action requested

This contribution provides some proposed conclusion for endorsement by SA3 on the protocol layer used to terminate user plane security in the 5G network
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Rationale

There has been much discussion on the termination points and the particular protocol layers that should be used for user plane security in the 5G network. The possible termination points for user plane security in 5G have been raised in the AN, i.e. gNB only, in the UPF in the core network, in a dedicated UP security termination point that could be deployed flexibly and finally in the RAN and/or the UPF in the core network (see the various proposals in [1]). 
Firstly we make some observation about a flexible termination point. Suppose such a point was in the RAN, then the handling of that security context would really need to be controlled by RRC signalling (between UE and gNB) and RAN signalling (between gNBs), i.e. it will need to be moved to another RAN node at handover which may happen without any core network signalling until the handover is complete (e.g. anX2-like handover in LTE). Now if such a termination point was to be in the core network, then such a security would need to be controlled by NAS and core network signalling (e.g. the RAN would not be in control of whether the core network UP security termination point needs to be moved). 

This means from a signalling perspective having the flexibility to terminate UP security in the RAN or in the core network requires two different types of signalling based on different types of security context. Put another way, if it is chosen to have a flexible termination point for the security, then the handling and application of the security should be considered separately for RAN termination and core network termination points and the appropriate security solution for each case should be designed separately. Of course, it is important that the RAN is aware of what user plane security is applied at the core network so it can appropriately apply security and other policies, e.g. RoHC at the RAN.
Next we consider the appropriate way to apply the termination point of UP security in the core network. Due to the possibility to provide different routing for different traffic, i.e. some traffic may break out close to the RAN or some may break out of the 3GPP network in an operators’ data centre. This means that there will not necessarily be one termination in the core network or at least not all traffic may use that one point. It is only the SMFs that will determine the routing and hence can control these security termination points. As the SMFs already control the non-security aspect of the UPFs, then it makes sense from a signalling perspective to have the UPFs apply the security and use the same signalling interface to get the security parameters from the SMF. The SMF can also provide the needed parameters to the UE via the NAS signalling. Using a different node than a UPF to enforce/apply the security would result in the need to specify additional signalling interfaces and hence, it is proposed that the UPF be the termination point of user plane security for the core network. 
In terms of protocol layer to use at the core network, it is best to place the security directly above the PDCP/N3 layer as this allows as much data as possible to be protected and also means that the security can be applied to all types of traffic with one defined protocol, e.g. if was put above IP then using the same security with other transport protocols would need to be defined and the IP header would be in the clear
Proposal 1: The UPF is the termination point of UP security in the core network

Proposal 2: UP security at the UPF is applied directly above the PDCP/N3 layer

Turning attention to the RAN termination of UP security, then this clearly needs to happen in the gNB and can really only happen at PDCP layer or directly above the PDCP layer. The latter proposal only makes sense if this aligned with applying security in the core network. The security at the gNB needs to apply for both standalone NR and as well as non-standalone NR (i.e. Option 3 architecture). Now in the NSA case, there will need to be some information in the clear, above the PDCP but below the security to enable routing and optimising the handling of the traffic in the gNB. This information only applies to the SA case when attached to a 5G core. Hence in order to align NSA and SA case, it makes sense to apply the security at the PDCP layer. Clearly the support of Option 3 requires security in the gNB and we have the following proposal for SA3 to agree.
Proposal 3: UP security between the UE and gNB shall be supported in the PDCP layer.
Finally we come onto to the issue of what termination point to support in Phase 1. UP security between the UE and gNB is needed to support Option 3. In addition, it would be good for the 5G system to include an ability to protect the user plane further back into network. There are several reasons for this. 5G RAN may be deployed in less secure environments than LTE RAN since the mmW has substantially limited propagation, i.e., limited cell coverage, and hence cells may need to be deployed close to the users. Different services will have different security requirements, e.g. the home operator may want to enforce security (e.g., confidentiality or integrity) to the user plane data that is stronger than what can be guaranteed by the serving RAN or for service hosted by a MNO partner, the MNO Partner may want to protect user traffic associated with its service without relying on keys derived from the access authentication. The access network may be shared between operators and an operator may prefer to apply his own security separate from that of the other operator. Finally, it may be desired to isolate slices from each other, e.g. user plane traffic received on one slice is guaranteed to have been sent by the UE and could not have been created or modified by or known to a compromised network element in another slice. For these reasons, it is proposed that in addition to the ability to terminate user plane security at the RAN, it is also possible to terminate the user plane security at a UPF in Phase 1.

Proposal 4: Both RAN and Core network termination points of security should be supported in Phase 1. It should be possible to flexibly choose the termination point.
4
Detailed proposal

It is proposed that SA3 agree the following pCR for inclusion in TR 33.899 [1]. 
***** FIRST CHANGE *****
E.1.15 
Questions and Interim Agreements for Key Issue #1.15

E.1.15.0 
Questions in other clauses affecting this key issue

The questions with respect to the selection of a UP confidentiality / integrity protection are affected by this clause as well, the questions on KI1.9 and KI1.10 .

E.1.15.1 
Location of UP security termination point

E.1.15.1.1 
Description of Question

This question addresses where the UP security should be terminated, i.e. whether it should be in the RAN, in the CN, on the border between the two or anywhere else.

E.1.15.1.2 
Interim Agreement

UP security should be terminated in the UPF at the layer above PDCP/N3 and the gNB at the PDCP layer. 
E.1.15.2 
Flexibility of UP security termination points

E.1.15.2.1 
Description of Question

This question addresses whether it should be possible to flexibly select one or more UP security termination points, depending on e.g. service requirements. 

E.1.15.2.2 
Interim Agreement

Both the options for UP security should be supported in Phase 1 and it should be possible to flexibly choose the termination point.  
***** END OF CHANGE *****
