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1
Decision/action requested

This document proposes that 5G network supports EAP-AKA for both 3GPP and non-3GPP access types. The variant of EAP-AKA should be decided in the normative phase. 
2
Rationale

NextGen system is intended to support more than one authentication method in a unified way. EAP framework has been proposed as the unified way of supporting multiple authentication methods. Also SA2 intends to minimize the dependencies between the access and core network, and specify a converged, access-agnostic core with a common AN-CN interface [TS 23.501, clause 4.1]. Different access types, e.g. 3GPP and non-3GPP accesses should be treated in a unified way. 

AKA is the most promising candidate as the NextGen authentication method that could be mandated in all NG-UEs, and that would provide global interoperability. Since EAP-AKA should be supported for non-3GPP access with IPsec/IKE, it would be natural to support EAP-AKA also for 3GPP access side. Otherwise, the SEAF or AUSF would need to negotiate which AKA variant is required based on the access type. 
On the efficiency side (e.g. when comparing EAP-AKA and EPS AKA), the EAP-AKA has some efficiency issues. The authentication takes an additional roundtrip between the SEAF and AUSF, however, it also provides more control to the home network since the authentication is terminated in AUSF. EAP-AKA messages are larger than EPS AKA messages, and consequently they require some more resources when sending over the air interface. The overhead of EAP-AKA is mainly coming from the header information that is required for indicating the used EAP method (which is the cost of supporting several authentication methods), as well as from the additional AT_MAC parameter that integrity protects the EAP-AKA messages. The need for AT_MAC has not been discussed in SA3 yet. It has been demonstrated in TR 33.899 that it is possible to develop new optimizations of EAP-AKA to minimize the authentication delay. It is also possible to optimize the authentication delay by some other means that are not directly related to EAP-AKA, e.g. in the NG-UE side the interaction with the tamper resistant secure hardware component, and the processing of the AKA method itself could be improved. In phase 2, IoT that are using the extended cell coverage or operating at lower radio frequencies, could use a potential new EAP based authentication method optimized for these devices. As already agreed, a new radio for IoT is not part of 5G phase 1. 
Smother migration from EPC to NextGen is not a reason to choose both EPS AKA and EAP-AKA. A network implementing only EPS AKA in AUSF would not be able to integrate the non-3GPP accesses to the NextGen core until it supports EAP-AKA in AUSF too. SEAF in all networks must be able to handle all AKA variants in order to provide interoperability and support for roaming. Furthermore, subscribers of such home network could not use non-3GPP accesses in the visited network until the AUSF in the home network supports EAP-AKA as well. 

If two variants of AKA are chosen for NextGen, then all NextGen networks must support them both for interoperability. In practice, this means two variants of NG NAS protocol (N1), two different procedures for handling the authentication messages in SEAF and AUSF, as well as two different N12 interfaces (i.e. two Diameter applications) between SEAF and AUSF. All UEs would need to support two variants of AKA, possibly in the same protocol stack. Two variants of AKA simply build unnecessary complexity into the system. 

3
Detailed proposal

It is proposed that the attached pCR is approved, and changes incorporated to TR 33.899.  
*** BEGIN CHANGE ***

E.2.1.1 
Support for AKA and its variants for primary authentication

E.2.1.1.1 
Description of Question

Question: shall the 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 
Agreement


5G network shall support (a variant of) EAP-AKA. EAP-AKA shall be supported by NG-UE and AUSF.
The following aspects shall be decided as a part of the normative phase: 

- The variant of EAP-AKA (e.g. EAP-AKA, EAP-AKA', EAP-AKA* or a new variant). The chosen variant of EAP-AKA shall increase the control of home network for authentication in roaming situations (see key issue #2.11). 

- Serving network authentication 

- If the authentication delay is agreed to be a problem, optimizations that intend to decrease the authentication delay. This may require support of EAP-AKA in the visited network. 
