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Decision/action requested

Discussion and proposals for DoS requirements for 5G.
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3
Rationale

3.1
Introduction

In the high level requirements of TR 33.899 [1] clause 4.2 there are three requirements about denial of service attacks. In this paper, we analyse the state of affairs with respect to these high level requirements and suggest ways forward in order to meet those requirements, where they haven’t been met yet by potential solutions in the TR.

3.2
High level requirements

The high level requirements from TR 33.899, clause 4.2 are the following:
“The control plane shall be protected against denial of service attacks from UEs. Mechanisms should be specified which limit the effect which signaling attacks may cause to the network. Signaling caused by UEs should not be able to degrade the network performance for other end users and the network itself, this is especially the case for NextGen where the amount of signaling may increase.

UEs shall be protected against denial of service attacks from network. Mechanisms should be specified which limit the effect which signaling attacks may cause to UEs. Signaling caused by the network should not be able to degrade the network performance for end users, this is especially the case for NextGen where the amount of signaling may increase. 

UEs and NextGen network should be protected against denial of service attack from external networks, e.g. the internet, and from other UEs. Impact to network and end user signalling or data processing due to external attacks should be minimized. Signaling and data processing caused by external network traffic should not degrade the network performance for end users and the network itself, as well as the UE performance, e.g. the power consumption.”

3.4
Table with occurances of DoS in TR 33.899
Furthermore, denial of service attacks are dealt with in several places. In the table below, we provide the clause, whether it’s a key issue or a solution (or other type of clause), a brief description of what it is about and whether action is required.
	Clause
	What’s it about?
	Action required?

	5.1.3.2, KI #1.2
	Security anchor can thward some paging DoS attacks
	No

	5.1.3.5, KI #1.5
	Integrity protection between UE and CN for signalling to avoid denial of service to UE
	No

	5.1.3.8, KI #1.8
	Equiping network and UEs with asymmetric keys such that the UE can verify authenticity of cells before security context establishment
	Interim agreement on asymmetric keys is required.

	5.1.3.9, KI #1.9
	Integrity protection for AN-CN control plane can thwart dos attacks due to modification of e.g. RES in authentication response
	No

	5.1.4.13, Sol #1.13
	Providing NAS security using asymmetric crypto to thward no-service type of DoS attacks
	Interim agreement of asymmetric keys / identity based crypto.

	5.2.3.3, KI #2.3
	An example of an attack that could occur due to weak credentials
	No

	5.2.3.7, KI #2.7
	An example of  a denial of service attack on the network by unauthenticated UEs, e.g. by trying to authenticate simultaneously.
	Interim agreement on integrity protection of SA2 congestion control mechanism would suffice

	5.2.4.1 Sol #2.1
	Only a remark about avoiding DoS
	No

	5.2.4.1 Sol #2.5
	Congestion control mechanism like the one in LTE that is specified in TS 23.401
	Effectiveness should be evaluated, in particular against the cryptographic measures from #7.9/10.

	5.2.4.11 Sol #2.11
	Presents a solution to avoid DoS on the network by signalling by temporary blocking a UE.
	Interim agreement on integrity protection of SA2 congestion control mechanism would suffice

	5.2.4.12 Sol #2.12
	Avoiding UE denial of service by using asymmetric encryption for protection of signalling messages
	Interim agreement on asymmetric keys is required.
Interim agreement on PKI is required

	5.3.3.2 KI #3.2
	Potential requirement that key refresh should not cause an overload on the network
	No

	5.4.1.1 Intro
	Provides examples of DoS attacks: overload of signalling and jamming of radio interface
	No

	5.4.3.1 KI #4.1
	AS security during RRC idle mode to avoid that a UE may camp on a rogue cell which launches a denial of services attack
	Interim agreement on whether and how to protect RRC signalling in idle mode.

	5.4.3.6 KI #4.6
	mIoT without AS security: Lack of AS Security on user plane may expose network to DoS attacks because bogus traffic may not be filtered away
	No, phase-2

	5.4.4.5 Sol #4.5
	mIoT without AS security: use identity based crypto to authenticate small data
	Interim agreement on use of identity based crypto
Interim agreement on whether DoS filtering in RAN is necessary to protect the CN.

	5.4.4.8 Sol #4.8
	AS security during RRC idle: use identity based crypto to protect the NAS signalling messages
	Interim agreement on use of identity based crypto

	5.5.3.1 KI #5.1
	Unsecured storage of credentials could lead to a denial of service on the UE (?) due to theft and mishandling of the subscription credentials
	No suggestion for action

	5.7.4.3 Sol #7.3
	Editor’s Note: due to asymmetric crypto the HSS could become a victim of DoS attack
	Take into account when answering interim agreement on asymmetric crypto.

	5.7.4.9 Sol #7.9
	Provides a DoS mitigation measure by requiring UEs to do math before they can finalize the attach when SEAF is under DoS. 
	Compare with back-off timers in section #2

	5.7.4.10 Sol #7.10
	Provides a DoS mitigation measure by requiring UEs to do math before they can finalize the attach when SEAF is under DoS. 
	Compare with back-off timers in section #2

	5.8.3.1 KI #8.1
	Heavy resource requirements (e.g. by malicious intent) on one slice could potentially lead to a DoS on another slice.
	SA3 should decide whether this is in scope of SA3, according to E.N. in section.

	5.8.3.3 KI #8.3
	Lack of slice authorization may lead malicious UEs to launch denial of service attacks
	Denial of service attacks can also be mounted by authorized UEs, so that should be solved as well

	5.8.3.8 KI #8.8
	Discusses virtualization issues and starvation of resources as a DoS
	No

	5.10 IPX
	Explains possible attacks due to lack of security on networks between MNOs. 

DoS against UEs and network nodes have been observed in real networks
	Maybe, GSMA is working on solutions and may consult SA3 by means of an LS.

	5.12.3 KI #12.1
	Credential provisioning: Unauthenticated access entails the risk of Denial of Service against the NextGen serving network
	No, it was decided already that unauthenticated access to the 3GPP network is not allowed.

	5.14.3.3 KI #14.3
	mIoT: small data may cause DoS attacks
	No


The table proposes a number of decisions can be taken in order to deal with DoS in a number of solutions, namely:

· Integrity protection of the NAS messages before AKA: proposed in some KI to avoid DoS on UEs due to non-integrity protected NAS messages that deny the UE service.

· Integrity protection of RRC messages in idle mode: in order to avoid DoS on the UE, the RRC messages could be protected when in idle mode.

· Use of asymmetric cryptography. Some solutions use this to achieve RRC/NAS protection before security context establishment. Asymmetric crypto includes identity based, asymmetric or PKI based solutions

· Deciding whether the RAN needs to protect the CN against DoS or whether protection in the CN is sufficient.

· Resource allocation for slices / virtualization: it should dediced whether SA3 should deal with the issue that due to the deployment of slices and/or virtualization some slices can be exploited to attack other slices.

3.5
Discussion of other Denial of Service attacks

Denial of Service attacks can be divided in these categories:
· Malicious intent: An attacker intentionally launches an attack. 
· Nonmalicious intent: For example a configuration error
· On the UE: The UE is denied service either through too much resource consumption or by denying service in a signalling message
· On the access or core network: The access resources are overloaded
· Design issues: the design of a protocol could cause a DoS because it provides no fall back options whenever state is lost in the network or UE or whenever a key agreement fails or whenever information is lacking to run the protocol. Other design issues are deliberate DoS for congestion control, etc.
With respect to this list, the latter can be disregarded from further discussion in this paper since SA3 routinely tends to identify possible unwanted DoS due to protocol design. We therefore continue to discuss attacks on the UE and the network both for malicious and nonmalicious intent.

3.5.1
Attacks on the UE

For the UE, there are two known attacks that are in scope of the study:

· The signalling that is meant to protect the network or is meant to signal to the UE that a certain service is not available or allowed. Examples from LTE include the congestion control back-off timer and the TAU reject message. These messages were at risk in particular, because these messages are exchanged before any security context is established are at risk. Most solutions mentioned above aim at solving these problems by introducing integrity protection for these messages despite the absence of a security context.
· Signalling from another UE over the VoLTE signalling bearer as explained in [2]. In this case a malicious user sends (large amounts of) data over the VoLTE signalling plane and  that causes the receiving UE to be muted. There is no solution presented for this type of attack, but that could be simply done by rate limiting the traffic on the signalling plane of VoLTE, which is to be solved in IMS.
So, in short, the attacks on the UE side have solutions, apart from new attacks that may arise from new protocols. Therefore, we propose to add one interim question on whether it is desirable to have protection of the NAS before having a security context established and another one on whether it is desirable to authenticate RRC messages in RRC idle.
Concrete proposal: add one interim question on whether it is desirable to have protection of the NAS before having a security context established and another one on whether it is desirable to authenticate RRC messages in RRC idle.

3.5.2
Attacks on the Network
Attacks on the network should be separated in attacks on the radio network and attacks on the core network. Also, solutions could be implemented in the Access Network and the Core Network. We discuss solutions for the access network first and then solutions based in the core network.

3.5.2.1
Attacks on the Access Network

The only key issue that deals with denial of service attacks on the access network is KI #4.6 "User Plane DoS attacks" that is related to mIoT scenarios where the AS security is absent. The proposed requirement is that the access node should be able to filter out bogus traffic in order to protect the core network.

In our view such a mechanism is not very useful. Attacks like this are very much like jamming, which are hard to mitigate. Also, the effects of these attacks are expected to be local only, so that only a small geographical area is affected by these types of attacks. For that reason, we rather advocate another mechanism for example one where the UE is either asked to limit it’s data rate or one where the UE is provided with less resources to transmit. These mechanisms are more like congestion control mechanisms that can be left to specify by SA2. SA3 should then specify the security mechanism to protect the congestion control mechanisms.
Concrete proposal: No immediate need to solve KI #4.6

Other attacks include attacks to setup and release resources efficiently as explained in [3]. Since those attacks involve the core network we include those in the discussion below.

3.5.2.2
Attacks on the Core Network

Protection of the core network is a different nature. A 5G core network is likely to serve many different access networks, including a 5G RAN, 5-n G ( 1<n<3 ) access networks, and perhaps even fixed access networks. A denial of service on the core network has therefore a larger impact than a denial of service on the access network and will impact a much larger geographical area than an attack on the Access Networks.

In [3], the attacks with highest impact are those that affect the core network and involve either bearer setup and release, attacking the S-GW in LTE or registration and deregistration, attacking the HSS or MME. These attacks correspond to the signalling attacks mentioned in the high level requirements 4.2. The corresponding KIs in TR 33 899 are KI #2.7, KI #8.1, and KI #8.3. On the solutions side, solutions #2.5, #2.11, #7.9, and #7.10 deal with these types of attacks.
3.5.2.2.1
Comparison of the solutions

Solutions #2.5 and #2.11 are congestion control like solutions. Both solutions provide an indicator to the UE asking it to refrain from attaching again and resemble the existing back-off timer in LTE. Solutions #7.9 and #7.10 are essentially the same solution with some differences in the details. In this solution, UEs are required to provide a proof of work whenever the network is under a denial of service attack in order to slow down the attach.
The effectiveness of the solutions #2.5 and #2.11 depend on whether the baseband processor of the UE will comply with the demands from the network. If so, the back off timer will probably be effective in thwarding an ongoing denial of service. Malicious UEs – meaning UEs of which the baseband processor is infected – are unlikely to comply with these types of congestion control mechanisms. UEs of which the application processor is infected with malware are therefore likely to comply.

The effectiveness of the solutions #7.9 and #7.10 also depends on whether the baseband processor of the UE will comply with the network’s instructions. A baseband processor that is infected with malware can also continue to attach just like the solutions #2.5 and #2.11. The only thing that solution #7.9 and  #7.10 add in comparison with solutions #2.5 and #2.11 is that in order to gain access to the network that the UE will have to provide proof of work, which will delay the attach of genuine UEs, increases resource consumption on the SEAF, and drain the battery of genuine UEs. Effectively, it won’t work any different against malicious UEs, which can simply send an attach message again. 

Our conclusion is that there is no need for a more complex solution #7.9 or #7.10 when the congestion control like measures like the ones proposed in #2.5 or #2.11 are sufficient to thward the attack of too many UEs attaching at the same time.

Concrete proposal: add the above statement in the evaluations of #7.9, #7.10, #2.5 and #2.11.

3.5.2.2.2
Other signaling attacks

The solutions described above deal with the attach phase only. According to [3] there are more signaling attacks, amongst others ones where UEs request resources for example for VoLTE or connections to external services. These types of attacks can be launched from UEs of which the application processor is infected with malware, but the baseband processor is perfectly genuine. In LTE, there is no way of dealing with these attacks.
Jover [3] recommends (amongst others) a number of ways forward:

· An effective and efficient network-based attack detection layer;

· Optimization of radio resource management and minimization of signaling impact;

· Flexible deployment of resources in 5;.

· Completely rethinking network design.

Of these bullets the first one is in scope of SA3, the second and third bullet may be fulfilled by the 5G architecture and the last bullet is for all SA and RAN groups of 3GPP. We discuss the first bullet below and expand it to also include an action after the detection.
3.5.2.2.2.1
Network-based attack detection and reaction layer

A network-based attack detection layer for signaling attacks could be integrated with the design of 5G. Such a detection layer could for example keep track of counters, rates or thresholds of the number of signaling messages related to a certain UE. For example, such a detection layer at the 5G equivalent of the MME would keep track of counters of how many bearer requests it has seen in a particular time period and for example how many bearers have expired or are torn down without usage. In such a way, the MME could detect whether a particular UE causes a high load or whether a group of UEs is causing an unusual high load. Ideally, the thresholds should be set by the operator to obtain a 

Whereas detection in itself is useful to monitor the state of the network, it is better to include a possible course of action as well. For this purpose, we propose that the detection layer should be able to signal to the respective UEs that a particular request should be deferred by a certain time. Effectively, we propose to expand the congestion control like measures to other types of messages than only the attach messages and to make them UE specific in stead of generic as the congestion control messages are. Examples of what we propose include the following scenario’s

· A UE that is infected with malware constantly requests new bearers for a voice call and then terminates the voice call. The MME detects this behavior and sends a signaling message to the UE to stop setting up dedicated bearers for the next x minutes. The baseband processor accepts the message and disregards any requests from the UE to setup dedicated bearers for voice for the next x minutes.

· A UE is turning flight mode on and off rather quickly causing the UE to unregister and register with the network rather frequently. The MME detects this behavior and either tells the UE to stay away for a number of minutes. The baseband accepts the message and delays further attach messages by x minutes.

· A UE is turning flight mode on and off rather quickly causing the UE to unregister and register with the network rather frequently. The MME detects this behavior and either tells the UE to not unregister for the next x minutes. The baseband accepts the message and declines air plane mode for the next so many minutes.

Concrete proposal: Include the detection layer according to [3] and expand the congestion control mechanisms to thward similar signaling attacks by including more back off timers or disallowing certain actions for the UE for a certain period of time.
3.6
Conclusions

The high level requirements in 4.2 about denial of service attacks are not yet met by the existing solutions in the TR. The second requirement (protection of the UE by signalling from the network) can be met by protecting the RRC and/or the NAS signalling in absence of a security context. The second requirement is harder to fulfil. For this requirement we drew on the conclusion from Jover [3] and recommended new mechanisms to include in the TR. In companion contributions we present our proposals.
