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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR discusses the need to extend the usage scope of PKI in 5G by evaluating the related solutions. 
I. Introduction 
This pCR is intended to clarify the use cases which need to extend the usage scope of PKI in 5G by reviewing the related solutions comprehensively. It is structured as follows:
· Discussion of PKI usage among network entities
· Discussion of PKI usage between UE and network entity by evaluating the related solutions, a brief comparison is given.
· Conclusions based on the above discussion
· Based on the discussion in second bullet, changes to the individual solution evaluation in TR 33.899 are proposed. 
II. Discussion of PKI usage among network entities
PKI has been deployed in 4G networks to issue certificates to some kinds of network entities for the following purposes: 
· Backhaul link security:  IPsec as the operator’s option is established between eNB and SEG(Security Gateway) to provide integrity and confidentiality protection for all traffic.  This requires that certificates have been configured in eNB and SEG. 
· Network Domain Security for IP(NDS/IP): In Za interface, which is between different network security domain, IPsec is mandatory to use for the integrity protection of  control traffic between the SEGs at the security borders. For this, SEGs at the security borders have to be provisioned with certificates. 
· HeNB( 4G Femto Cell) Security: Certificates shall be provisioned in HeNB to allow the SeGW to assure the authenticity of HeNB, as well as to set up IPsec link between HeNB and SeGW optionally. 
· Diameter base protocol: In 4G network, at least three network entities, i.e. MME, HSS, and 3GPP AAA server, run the diameter base protocol for message exchange [TS 29.272]. Diameter is defined in RFC 6733 to provide an Authentication, Authorization, and Accounting (AAA) framework for applications such as network access or IP mobility in both local and roaming situations.  This means that certificates are desired in these network entities. 

It is expected that aforementioned network entities still need certificates to fulfil security requirements in 5G network. It is worth noting that more HeNBs may be deployed in 5G network due to the usage of high frequency band. Furthermore, 5G core network is most likely constructed by using SDN technology. TLS is recommended to be used for securing the communication between the SDN controller and SDN switches, accordingly certificates have been configured in SDN network entities. It is a nature extension that the PKI is used for SDN network as MNOs have enough experience to manage the certificates in the network entities.    
III. Discussion of PKI usage between UE and network entity
In previous mobile networks, PKI usage between UE and network entity are rarely taken into account. But it should be noted that some security problems found in 4G as well as the emerging key issues in 5G might not be addressed completely by only using the symmetric cryptographic algorithms in UE.  Key issue 1.8 in TR 33.899 has identified that UE may require the asymmetric keys to deal with the following issues:
· Equipment identifier authentication (Key Issue #2.4), would be difficult to do with symmetric keys.
· Non-AKA-based authentication (Key Issue #2.5) suggests that UEs will authenticate to non-3GPP access networks, or perhaps to NextGen factory networks, using public key methods like EAP-TLS.
· Remote credential provisioning for IoT devices (Key Issue #12.2), the 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials. 
· AS security during RRC idle mode (Key Issue #4.1), Next generation system should provide a means to ensure a UE in idle state is able to determine the authenticity of a cell.
· Subscription identifier privacy (Key issue #7.2), discusses the leakage of permanent subscription identifiers, such as IMSI, on the radio interface.
Actually key issue 1.8 has missed an item that might need asymmetric keys in UE, although these keys may be used once.  This is about the leakage of long term key (Key Issue #2.2), which requires to ensure the security of session keys even if the long term key is compromised.  
Solutions that are intended to address the aforementioned issues in TR 33.899 can be classified into three categories: based on symmetric key, based on asymmetric key without relying on PKI, and based on asymmetric key relying on PKI.  We evaluate these solutions according to this classification. At the end of the section, a brief comparison among solutions is presented.
1. Solutions based on symmetric key

1.1 Solutions for key issue #7.2(Subscription identifier privacy)
Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)
UE presents a short-lived identifier PMSI (Privacy enhanced Mobile Subscription identifier) to the network instead of IMSI used in LTE systems during an attachment.  The PMSI has the same format as IMSI so that a serving network can route the Authentication info Request to the home network according to MCC and MNC. The UE and network update the PMSI with a new one that is encrypted with the key AK2 derived from the key KPMSI. The MSIN part of the new PMSI is computed from the key KPMSI and the previous PMSI. The computation of KPMSI relies on the key KASME. As a result, a passive attacker with the knowledge of the long-time key and intercepted RAND can acquire the PMSI because it can compute the key KASME.

The proposed scheme is simple as only symmetric algorithms are applied. But its robustness needs further study because it does not deal with the failure cases, e.g.  the HSS loses PMSIs, the authentication of a UE is failed. The security of the scheme relies on that the long-term key is not compromised. This clash with the key issue #2.2 which assumes that long-term key is not safe. Thus there is a security concern how to protect PMSI if the long-term key is leaked.  

Solution #7.12: Mechanisms of Pseudo-IMSI for hiding long-term identifier

This solution shares the same basic idea with the solution #7.4.  The MCC and MNC are defined as usual, and the MSIN is replaced by the value called the Mobile Station PseudoNym (MSPN). The computation of MSPN is based on the constant value, RAND, and long-term key. The scheme differs from the solution #7.4 in that it does not need the HSS to transport the encrypted P-IMSI to UE because UE and HSS can independently derive the P-IMSI from the RAND and the long-term key. Like the solution #7.4, the scheme is broken if the long-term key is compromised. Thus an improved solution to prevent attackers from computing MSPN is needed if the long-term key is leaked.    


2. Solutions  based on asymmetric key without relying on PKI

2.1 Solutions for key issue #2.4(	Equipment identifier authentication)
Solution #2.18: Equipment identifier Authentication using the device public key and IMEI binding
The UE signs the IMEI with its private key of the device and send it to the SEAF. After retrieving the public key of device from the repository for the device-public key binding, the SEAF verifies the signature with the public key of the device. The merit of the scheme is that it does not require the PKI available.  The downside of current solution is that it relies on that an operator trusts the device manufactures or 3rd parties to create the device-public key binding.
2.2 Solutions for key issue # 4.1(AS security during RRC idle mode)

Solution #4.2: Verification of authenticity of the cell during RRC idle mode
In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information with the private security key (K-SIGPrivate). The scheme does not rely on the PKI but rely on the security of long-term key. The public K-SIGPublic key is provisioned by the core network to the UE through the attach procedure or location update procedure, where the exchanged messages containing public K-SIGPublic key are protected by using session keys (NAS keys) session keys which are derived from long-term key. Thus the scheme can be broken if attackers can derive the session keys with the knowledge of the long-term key and intercepted the authentication vectors.  The long-term key leakage is a vital issue that has to be addressed in 5G. Otherwise, any scheme that is relied on the long-term key or keys derived from the long-term key is breakable.    

2.3  Solutions for key issue #7.2( Subscription identifier privacy)

Solution #7.3: Concealing permanent or long-term subscriber identifier by using pseudonyms and public key encryption
The UE encrypts its long-term identifier (IMSI) with the public key (PKH) of the home PLMN and sends the encrypted IMSI (IMSIEnc) to a serving PLMN during an initial attach. Only the MSIN part of the IMSI is encrypted while leaving in plain-text the MCC and the MNC part. The pseudo IMSI is used to handle the failure cases when UE loses the GUTI and when the serving PLMN loses the GUTI. The advantage of the scheme is that there is no need for a cross-CA trust relationship. Instead, the home PLMN may pre-provision the PKH in the UE or use OTA to distribute the PKH.  The weakness of the scheme is that the HSS might suffer from that (D) DoS attacks because it has to decrypt the IMSIEnc from the whole world using the asymmetrical algorithms. It is FFS to determine how a potential (D)DoS attack on the HSS, caused by computational overload due to public key decryption, can be minimized.   
 Solution #7.8: Opportunistic encryption for IMSI exchange
The UE and the gNB use opportunistic encryption to cancel the IMSI over the radio air interface. This method can be sensitive to some man-in-the-middle attack as soon as transmission is unauthenticated during the key negotiation procedure.

Solution #7.9 Adding the Diffie-Hellman key exchange process to the attach procedure
The UE and the SEAF perform the DH key exchange to agree upon the shared key KE. The UE encrypts the IMSI with KE and sends it to the SEAF during the initial attach procedure.  The re-attach procedure is the same as that in LTE without using DH key exchange, because the UE has been assigned GUIT after the initial attach procedure and the shared key can be reused.  The weakness of the scheme is that it addresses the passive attacks only. 

2.4 Solutions for key issue # 2.2 (leakage of long term key)

Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was

The UE and HSS update the long-term key K with new one, which is derived from the output of key exchange protocol and initial long-term key K.  The proposed scheme suffers from the active attacks because it utilizes the unauthenticated key exchange protocol such as ECDH which could be broken by the man-in-the-middle attack, although such attacks are harder to carry out over the operators’ signaling.  The scheme does not address the key issue #2.2 completely since there exists a gap between the time point of long-term key leakage and the time point of updating the long term key. We need a solution to decide when the correct time point to update the long-term key is.
 

Solution #2.2: Including a key exchange protocol into the derivation of the radio interface session keys

The solution is the same as the solution# 3.1 “Including a key exchange protocol into the derivation of the radio interface session keys”.  The basic idea of the scheme is that session keys are derived from the key KASME and the shared key agreed between the UE and SEAF, rather than only derived from the key KASME.  The shard key is generated by the UE and SEAF using DH exchange protocol after mutual authentication between the UE and SEAF. The scheme is not secure against the man-in-the-middle attack if the adversary knows the long-term key. 

Solution #2.6: Binding a serving network public key into the derivation of the radio interface session keys

The solution enhances the security of the solution #2.2 to make the active attack harder by using a serving network public key NPUB to authenticate the key exchange. It cannot eliminate the active attacks completely since it is possible for attackers to create both a spoof serving network and a spoof AAA if they know the long-term keys, although this would require the active attacker to drown out all genuine surrounding cells.

3. Solutions based on asymmetric algorithms relying on PKI
3.1 Solutions for key issue #2.4 (Equipment identifier authentication)
Solution #2.10: Equipment Identifier Authentication using the Device Certificate
The CP-CN of the network authenticates the device by sending the device_challenge message to the UE after the subscription authentication. The UE signs the device_challenge message with its private key of the device and returns it to the CP-CN as the device_response message. The CP-CN verifies the device_reponse message with the public key of the device retrieved from the device certificate. UE has to be pre_provisioned with the device identifier (e.g. IMEI), device certificate as well as the private key associated with the public key in the certificate.  In order to avoid the continued dependence of the operator on the manufacturer issued device certificate, operators may want to issue their own device certificate using a certificate enrollment procedure and use the service provider issued certificate for equipment identifier authentication.

Solution #2.17: Equipment identifier Authentication using the (Certificate and IMEI) binding
The solution shares the same idea with the solution # 2.10 to authenticate the equipment identifier by using device certificate. It mainly differs from the solution #2.10 in that UE signs the IMEI directly rather than sign the device_challenge message. The advantage of the scheme over the solution #2.10 is that it does not need to transmit the device certificate to the CP-CN over radio air interface.  The solution has the same requirement related to the certificate management as the solution #2.10. The same measure specified in the solution #2.10 to avoid the dependence on the device certificate issued by the manufacturer (see clause 5.2.4.10.2.2) can be applied to the solution #2.17.  
 
3.2 Solutions for key issue #2.5(Non-AKA-based authentication)
Solution #2.9: EAP authentication framework
The solution has given two examples regarding non-AKA-based authentication, which are EAP-TLS and EAP-TTLS.  EAP-TLS requires UE and the AUSF to have been provisioned with the certificates for mutual authentication. In contrast, EAP-TTLS requires only the AUSF to have the certificate. After establishing TLS link, UE authenticates itself to the AUSF with the password. 

Note: Solution # 2.14 proposed the IBS-based EAP-TLS for the non-AKA-based authentication, where IBS related messages are exchanged rather than certificates. 


3.3 Solutions for key issue #12.2 (Remote credential provisioning for IoT devices )
Solution #12.3: Secure Mechanism to Achieve Remote Credential Provisioning for IoT devices
The UE and CP-AU perform mutual authentication by using a modified AKA protocol, where the authentication does not depend on the long-term key rather than depend on the pre-provisioned certificates in UE and CP-AU, respectively. After establishing the PDU session, UE can download the 3GPP subscription credential from the subscription preparation server. For the verification of certificates in UE and CP-AU, a cross-CA trust relationship is assumed available. 
Solution #12.4 Authentication Procedure for credential provisioning
The UE and AUSF authenticate each other based on the pre-provisioned certificates in UE and AUSF by using a slightly modified EAP-TLS protocol.  Only difference from the standard EAP-TLS is that UE’s certificate carrying eUICC ID is encrypted with the AUSF’s public key.  After the PDU session is established successfully, the UE connects to the SIM provisioning server and downloads the 3GPP subscription credential. A cross-CA trust relationship is necessary for the verification of the certificates in UE and AUSF. 
Solution #12.5: Network access for credentials provisioning
This solution proposes to use well-studied EAP framework for authentication. Examples for EAP-methods that can be used are EAP-TLS, EAP-TTLS and PEAP.  After successful authentication, the provisioning process is launched between the UE and provisioning server. Like the solution #12.3 and #12.4, a cross-CA trust relationship is needed to serve the verification of certificates in UE and AUSF.  There is a concern how to validate the authenticity of USIM if EAP-TTLS and PEAP are used as at the UE side there is only password to be used during EAP-TTLS and PEAP procedure.   
3.4 Solutions for Key Issue #4.1(key AS security during RRC idle mode )
[bookmark: _Toc457918203][bookmark: _Toc457919271][bookmark: _Toc467573216][bookmark: _Toc475606036][bookmark: _Toc475607511][bookmark: _Toc475608985]Solution #4.1: Network signs selected signalling messages
The network uses the private key to append a digital signature to sensitive (broadcast or UE-specific) downlink signalling messages, and the UE can verify the authenticity of those messages.  This prevents a false network from spoofing those messages successfully. A cross-CA trust relationship is desired so that a roaming UE can verify the authenticity of gNB in a visiting network.  
Solution #4.4: Fake gNB detection using UL traffic monitoring and System Query
Two approaches are presented to detect fake gNB: one is UL traffic, the other is system query. The feasibility of the fake gNB detection using UL traffic monitoring is FFS because it works only if the UE has capability to receive the UL traffic and able to receive UL from other UEs in any geographical location within the cell.  The procedure of the system query method is: an Idle mode UE sends a short query message (NONCE) to gNB; gNB acknowledges to UE with the system information and NONCE signed using its private key as well as its certificate; UE assure the authenticity of gNB by verifying the received signature.  For this a cross-CA trust relationship has to be established due to the possibility of user roaming among diverse mobile networks. 
3.5 Solutions for Key issue #7.2(Subscription identifier privacy )
Solution #7.10: Applying DHIES to the attach procedure
The UE and SEAF agree upon a shared key by using DHIES which requires an authentic DH public key of SEAF. IMSI is encrypted by using the shared key and sent from the UE to SEAF. Furthermore, the shared key is used with the intermediary key generated in the AKA procedure to derive the session key. An active attacker with the knowledge of the long-term key cannot acquire the session key unless he/she can break the DHIES scheme.  Thus it addressed not only the key issue #7.2, but also the key issue # 2.2 leakage of long term key.  For the verification of the DH public key of SEAF, a cross-CA trust relationship is required. 
4.  Comparison 
The comparison among the above investigated solutions can be summarized in the following table.
           Table 1: Comparison of solutions for the security between UE and network entities
	Category 
	Key 
issue
	Solution
	PKI within
MNO needed
	Cross-CA trust relationship
needed
	 Weaknesses

	Symmetric
algorithms
	
 #7.2
	Solution # 7.4
	N
	N
	It is FFS how to protect PMSI if the long-term key is leaked.

	
	
	Solution # 7.12
	N
	N
	It is FFS how to prevent attackers from computing MSPN if the long-term key is leaked.

	


Asymmetric
algorithms
without PKI
	#2.4
	Solution # 2.18
	N
	N
	It relies on that an operator trusts the device manufactures or 3rd parties to create the device-public key binding.

	
	# 4.1
	Solution #4.2
	N
	N
	It is FFS to the security of the scheme if the long-term key is leaked.   

	
	
#7.2
	Solution # 7.3
	N
	N
	It is FFS how to prevent the possible (D)DoS attacks on AUSF/ARPF 

	
	
	Solution #7.8
	N
	N
	It is subject to the man-in-the-middle attacks

	
	
	Solution #7.9
	N
	N
	Ii is subject to the  man-in-the-middle attacks

	
	
#2.2 
	Solution # 2.1
	N
	N
	It is FFS when is the correct time point that the long-term key is updated. 

	
	
	Solution # 2.2
	N
	N
	It is subject to the man-in-the-middle attacks

	
	
	Solution # 2.6
	N
	N
	It makes active attacks harder but cannot eliminate them. 

	

Asymmetric
algorithms
with PKI
	
#2.4
	Solution# 2.10
	Y
	N
	

	
	
	Solution #2.17
	Y
	N
	

	
	#2.5
	Solution # 2.9
	Y
	N
	

	
	
#12.2
	Solution #12.3
	Y
	Y
	

	
	
	Solution #12.4
	Y
	Y
	

	
	
	Solution # 12.5
	Y
	Y
	It is FFS how the authenticity of USIM can be verified if EAP-TTLS and PEAP are applied

	
	
#4.1
	Solution # 4.1
	Y
	Y
	

	
	
	Solution # 4.4
	Y
	Y
	

	
	#7.2 
	Solution # 7.10
	Y
	Y
	

	
	#2.2
	Solution #7.10
	Y
	Y
	



The Table 1shows that solutions based on symmetric algorithms could address only the key issue #7.2 (subscription identifier privacy), but with a security weakness; solutions based on asymmetric algorithms without using PKI could address the majority of key issues related to the security between UE and network entity except the key issue 2.5(Non-AKA-based authentication )and key issue 12.2 (Remote credential provisioning for IoT devices), each of these solutions has its own weakness; solutions based on the asymmetric algorithms relying PKI can address all key issues related to the security between UE and network , and without the obvious security weakness except solution #12.5.  The solutions relying on PKI except the solution #2.10, solution #2.17, and solution# 2.9 require a cross-CA trust relationship.  
IV Conclusions
It is expected that like 4G the PKI usage among network entities is indispensable in 5G. Moreover, a cross-CA trust relationship is needed for NDS/IP and securing the Diameter messages.
After surveying the current available solutions, we can ascertain that there is strong need to extend the usage scope of PKI in 5G, i.e PKI usage between UE and network entity.   The reasons are as follows:
·  Key issues# 2.5(Non-AKA-based authentication): cannot be addressed without using a PKI (or IBS system). This may have impact on the services that an operator provides its network capabilities to the 3rd parties, such as Factory. 
· Key issue# 12.2 (Remote credential provisioning for IoT devices): cannot be addressed without relying a  PKI.  This may have impact on IoT services that most operators are intended to provide in the near future. 
· Key issue# 2.2( leakage of long term key):  cannot be addressed completely without using a  PKI. This affects the security of whole system of 5G, as the security of 5G will be solely relied on the long-term key if a PKI is not deployed.
Although 5G is in desperate need of PKI for a robust system with respect to the security, there is a concern about the feasibility of PKI deployment in 5G. The fact is that majority of MNOs have deployed PKI system within their own networks, and dealt with the complexity issues surrounding the certificate management, such as certificate issue, certificate revocation.  On the other hand, a cross-CA trust relationship among MNOs is not available at present, which is essential for roaming services if PKI is used.  For this, we need an infrastructure to support such trust relationship, and GSMA is a candidate platform to discuss this topic.  
We should determine whether a PKI is introduced in 5G or not by considering the balance between the complexity and security.  If we could abandon some IoT services that need remote credential provisioning, as well as tolerate the active attacks on the system if the long term key is leaked, there is no need to take a PKI usage in 5G into account.  

[bookmark: OLE_LINK198][bookmark: OLE_LINK199][bookmark: OLE_LINK200][bookmark: OLE_LINK177]V Proposed pCR 
~ ~ ~ Start of first text proposal ~ ~ ~
[bookmark: _Toc457918326][bookmark: _Toc457919394][bookmark: _Toc467573391][bookmark: _Toc475606229][bookmark: _Toc475607704][bookmark: _Toc475609178]5.7.4.4	Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)
[bookmark: _Toc467573395][bookmark: _Toc475606233][bookmark: _Toc475607708][bookmark: _Toc475609182] 5.7.4.4.4	Evaluation 
If the authentication procedure fails for some reason, the solution proposes that the UE attachs to the network using the same PMSI that was used for the previous failed attach. However, by using the same PMSI, an attacker may be able to correlate pseudonyms and thus, compromise privacy.It is always a trade-off whether to have new signalling messages or whether to add new functionality in UE and AU. This solution proposes that CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. Thus, there is a need to specify a new NAS messages. 
The security of the scheme relies on that the long-term key is not compromised. This clash with the key issue #2.2 which assumes that long-term key is not safe. Thus there is a security concern how to protect PMSI if the long-term key is leaked.  
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~
[bookmark: _Toc467573436][bookmark: _Toc475606274][bookmark: _Toc475607749][bookmark: _Toc475609223]5.7.4.12	Solution #7.12: Mechanisms of Pseudo-IMSI for hiding long-term identifier
[bookmark: _Toc467573445][bookmark: _Toc475606283][bookmark: _Toc475607758][bookmark: _Toc475609232][bookmark: _Toc467573437][bookmark: _Toc475606275][bookmark: _Toc475607750][bookmark: _Toc475609224]5.7.4.12.3	Evaluation
This solution does not rely on public key crypto, thus computational effort and message size can be kept low. 
P-IMSI is computed from a root key (K), a randomizer RAND, and a constant MSINASSOC. Semantically the procedure is different to solution #7.3 and #7.4, but the result has same math properties. 
MSPNNEXT is computed from the K and MSPNASSOC which are not known to the serving system. The RAND, of course, is known, but cannot allow the serving system to precompute the next MSPN. Therefore, concealment of next expected value from SN is given and correlation of pseudonym is not possible.
Implementation effort can be kept low. NAS message can be used without major changes. The solution uses a traditional size of the identity element, which is 15 decimal digits for the P-IMSI.
Confirmation of usage of the correct values in UE and HSS derived from RAND can be achieved implicitly, when next P-IMSI is received by HSS. UE and HSS do not need to synchronize explicitly. 
 Like the solution #7.4, the scheme is broken if the long-term key is compromised. Thus an improved solution to prevent attackers from computing MSPN is needed if the long-term key is leaked.    
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal ~ ~ ~
[bookmark: _Toc457918212][bookmark: _Toc457919280][bookmark: _Toc467573225]5.4.4.2	Solution #4.2: Verification of authenticity of the cell during RRC idle mode
[bookmark: _Toc457918217][bookmark: _Toc457919285][bookmark: _Toc467573230] 5.4.4.2.3	Evaluation 
The public K-SIGPublic key is provisioned by the core network to the UE through the attach procedure or location update procedure, where the exchanged messages containing public K-SIGPublic key are protected by using session keys (NAS keys),which are derived from the long-term key. Thus the scheme can be broken if attackers can derive the session keys with the knowledge of the long-term key and intercepted the authentication vectors.  The long-term key leakage is a vital issue that has to be addressed in 5G. Otherwise, any scheme that is relied on the long-term key or keys derived from the long-term key is breakable.   
~ ~ ~ End of third text proposal ~ ~ ~

~ ~ ~ Start of fourth text proposal ~ ~ ~
[bookmark: _Toc475608647][bookmark: _Toc475607173][bookmark: _Toc475605698][bookmark: _Toc467572913][bookmark: _Toc457919120][bookmark: _Toc457918052][bookmark: _Toc452970067][bookmark: _Toc452967758][bookmark: _Toc452967345][bookmark: _Toc452966931][bookmark: _Toc452966514][bookmark: _Toc452662403][bookmark: _Toc452660255][bookmark: _Toc452659836][bookmark: _Toc452659423]5.2.4.1	Solution #2.1: Updating the long term secret key, in such a way that the new key is less exposed to potential attack than the original one was
[bookmark: _Toc452659427][bookmark: _Toc452659840][bookmark: _Toc452660259][bookmark: _Toc452662407][bookmark: _Toc452966518][bookmark: _Toc452966935][bookmark: _Toc452967349][bookmark: _Toc452967762][bookmark: _Toc452970071][bookmark: _Toc457918056][bookmark: _Toc457919124][bookmark: _Toc467572917][bookmark: _Toc475605702][bookmark: _Toc475607177][bookmark: _Toc475608651] 5.2.4.1.4	Evaluation
An attacker who does not know the original Ki at the time that the key exchange protocol is run will not be able to carry out a man in the middle attack on it (because it is authenticated with the original Ki).
An attacker who does know the original Ki may be able to carry out an active man in the middle attack on the key exchange protocol.  (This is likely to be easier if the protocol runs over the internet, harder if it runs over inter-operator signalling.)  By doing this, the attacker can trick the HSS and UICC into thinking that they are sharing a new key, whereas in fact one key is shared between HSS and attacker, and another key between attacker and UICC.
What the attacker cannot do, though, is to trick the HSS and UICC into agreeing a new Ki that the attacker also knows.  To exploit the man in the middle attack, therefore, the attacker will have to remain as an active man in the middle on all subsequent exchanges that use, or depend on, the new Ki value.  This is a much harder attack in practice than the passive eavesdropping described in clause 5.2.3.2.2.
Clause 5.2.3.2.1 lists six possible ways (labelled a – f) in which a long term secret key might leak to an attacker.  This solution fully addresses points a, b and e, and reduces the exposure to points c and d.  It does not address point f.
The recommended approach is to carry the key update protocol messages over signalling, rather than over the user plane and the internet.  This requires less exposure of the HSS to possible malicious attack.  Based on this recommended approach, it is also recommended that the key update protocol be carried out with the HSS directly, rather than in a proxy "in front of" the HSS.  While a proxy would in some sense shield the HSS from attacks attempting to exploit the key update mechanism, it also complicates the picture, and the extent to which it would reduce risks in practice is not very clear.  Another recommendation made for this solution, which is to have the HSS rather than the UICC trigger the key update protocol, also reduces the exposure of the HSS.
It’s interesting to note that this mechanism could also address some concerns with embedded SIM.  In the embedded SIM world, operators may have to accept UICC hardware and IMSI/Ki credentials from a much wider set of suppliers than before, with less confidence about their quality.  Supplier accreditation schemes can give some reassurance here; and if "profile interoperability" is supported – allowing profiles from any subscription manager to work on any UICC hardware – then operators will be able to work with their favourite subscription managers irrespective of the UICC hardware manufacturer.  But the Ki replacement mechanism described above gives another way to reduce risk: the operator can accept initial Ki’s from vendors they may not entirely trust, but then replace those Ki’s with new ones created directly between the AuC and the UICC, with no involvement from the subscription manager at all.
The scheme does not address the key issue #2.2 completely since there exists a gap between the time point of long-term key leakage and the time point of updating the long term key. We need a solution to decide when the correct time point to update the long-term key is.
 ~ ~ ~ End of fourth text proposal ~ ~ ~

~ ~ ~ Start of fifth text proposal ~ ~ ~
5.12.4.5	Solution #12.5: Network access for credentials provisioning
 5.12.4.5.3	Evaluation 
There is a concern how to validate the authenticity of USIM if EAP-TTLS and PEAP are used as at the UE side there is only password to be used during EAP-TTLS and PEAP procedure.   
~ ~ ~ End of fifth text proposal ~ ~ ~







~ ~ ~ Start of sixth text proposal ~ ~ ~
Annex G:
Comparison of solutions for the security between UE and network entities
           Table 1: Comparison of solutions for the security between UE and network entities
	Category 
	Key 
issue
	Solution
	PKI within
MNO needed
	cross-CA trust relationship
needed
	 Weaknesses

	Symmetric
algorithms
	
 #7.2
	Solution # 7.4
	N
	N
	It is FFS how to protect PMSI if the long-term key is leaked.

	
	
	Solution # 7.12
	N
	N
	It is FFS how to prevent attackers from computing MSPN if the long-term key is leaked.

	


Asymmetric
algorithms
without PKI
	#2.4
	Solution # 2.18
	N
	N
	It relies on that an operator trusts the device manufactures or 3rd parties to create the device-public key binding.

	
	# 4.1
	Solution #4.2
	N
	N
	It is FFS to the security of the scheme if the long-term key is leaked.   

	
	
#7.2
	Solution # 7.3
	N
	N
	It is FFS how to prevent the possible (D)DoS attacks on AUSF/ARPF 

	
	
	Solution #7.8
	N
	N
	It is subject to the man-in-the-middle attacks

	
	
	Solution #7.9
	N
	N
	Ii is subject to the man-in-the-middle attacks

	
	
#2.2 
	Solution # 2.1
	N
	N
	It is FFS when is the correct time point that the long-term key is updated. 

	
	
	Solution # 2.2
	N
	N
	It is subject to the man-in-the-middle attacks

	
	
	Solution # 2.6
	N
	N
	It makes active attacks harder but cannot eliminate them. 

	

Asymmetric
algorithms
with PKI
	
#2.4
	Solution# 2.10
	Y
	N
	

	
	
	Solution #2.17
	Y
	N
	

	
	#2.5
	Solution # 2.9
	Y
	N
	

	
	
#12.2
	Solution #12.3
	Y
	Y
	

	
	
	Solution #12.4
	Y
	Y
	

	
	
	Solution # 12.5
	Y
	Y
	It is FFS how the authenticity of USIM can be verified if EAP-TTLS and PEAP are applied

	
	
#4.1
	Solution # 4.1
	Y
	Y
	

	
	
	Solution # 4.4
	Y
	Y
	

	
	#7.2 
	Solution # 7.10
	Y
	Y
	

	
	#2.2
	Solution #7.10
	Y
	Y
	



 The Table 1shows that solutions based on symmetric algorithms could address only the key issue #7.2 (subscription identifier privacy), but with a security weakness; solutions based on asymmetric algorithms without using PKI could address the majority of key issues related to the security between UE and network entity except the key issue 2.5(Non-AKA-based authentication )and key issue 12.2 (Remote credential provisioning for IoT devices), each of these solutions has its own weakness; solutions based on the asymmetric algorithms relying PKI can address all key issues related to the security between UE and network , and without the obvious security weakness except solution #12.5.  The solutions relying on PKI except the solution #2.10 , solution # 2.17, and solution# 2.9 require a cross-CA trust relationship.  

Conclusions:
 It is expected that like 4G the PKI usage among network entities is indispensable in 5G. Moreover, a cross-CA trust relationship is needed for NDS/IP and securing the Diameter messages.
After surveying the current available solutions, we can ascertain that there is strong need to extend the usage scope of PKI in 5G, i.e PKI usage between UE and network entity.   The reasons are as follows:
·  Key issues# 2.5(Non-AKA-based authentication): cannot be addressed without using a PKI (or IBS system). This may have impact on the services that an operator provides its network capabilities to the 3rd parties, such as Factory. 
· Key issue# 12.2 (Remote credential provisioning for IoT devices): cannot be addressed without relying a  PKI.  This may have impact on IoT services that most operators are intended to provide in the near future. 
· Key issue# 2.2( leakage of long term key):  cannot be addressed completely without using a  PKI. This affects the security of whole system of 5G, as the security of 5G will be solely relied on the long-term key if a PKI is not deployed.
Although 5G is in desperate need of PKI for a robust system with respect to the security, there is a concern about the feasibility of PKI deployment in 5G. The fact is that majority of MNOs have deployed PKI system within their own networks, and dealt with the complexity issues surrounding the certificate management, such as certificate issue, certificate revocation.  On the other hand, a cross-CA trust relationship among MNOs is not available at present, which is essential for roaming services if PKI is used.  For this, we need an infrastructure to support such trust relationship, and GSMA is a candidate platform to discuss this topic.  
We should determine whether a PKI is introduced in 5G or not by considering the balance between the complexity and security.  If we could abandon some IoT services that need remote credential provisioning, as well as tolerate the active attacks on the system if the long term key is leaked, there is no need to take a PKI usage in 5G into account.  
~ ~ ~ End of sixth text proposal ~ ~ ~

