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Abstract of the contribution: This pCR adds a solution that describes how the UP termination point can be moved whilst maintaining backwards compatibility with LTE
1. Introduction

Key Issue 1.15 describes how User Plane security can be both improved and cost reduced by having a flexible User Plane security termination point.
This solution describes two solutions that can achieve this flexible UP termination point and be backwards compatible with LTE.

2. Text proposal

In line with the discussion above, we propose the following new solution.  All text is new, so it is not shown change marked, for ease of reading.
~ ~ ~ Start of first text proposal ~ ~ ~
5.1.4.z
Solution #1.z: Flexible UP Termination Point with LTE compatibility
5.1.4.z.1
Introduction  
This solution addresses Key Issue#1.15 – Termination point of UP security.  

The Next Gen system will co-exist with at least the LTE system for many years.  For many network operators, the 5G RAN will be connected to the LTE core network (see 3GPP TR 38.801 [72]).  Because of this, any flexible UP security termination point will also need to work with an LTE core.
This solution proposes 2 ways of implementing a flexible Termination point that is LTE core compatible.

5.1.4.z.2
Solution details  
5.1.4.z.2.1
Overview
The two solutions described are:

-
Flexible UP Security Termination based on Option 3x (in 3GPP TR 38.801 [72]).
-
Flexible UP Security Termination based on Option 3a (in 3GPP TR 38.801 [72]).
5.1.4.z.2.2

Flexible UP Security Termination based on Option 3x

Option 3x in 3GPP TR 38.801 [72] clause 10.1.2.4 describes how the PDCP may be moved into a centralised data centre without fundament changes to the RAN protocol stack and in a way that is compatible with LTE.  In this solution the PDCP is the security termination point for the User Plane (as it is for LTE).
This solution allows the network operator to either have the PDCP in the RAN site or a secure location near the Core Network.  It also allows different network slices to have the PDCP in different locations.
The advantage of 3x over 3a for security is that the data is not tromboned between the master eNB, secondary eNB via the Core network reducing the attack surface for this interface. 
5.1.4.z.2.2

Flexible UP Security Termination based on Option 3a

Option 3a in 3GPP TR 38.801 [72] clause 7.2 describes how the PDCP may be moved into a centralised data centre without fundament changes to the RAN protocol stack and in a way that is compatible with LTE.  In this solution the PDCP is the security termination point for the User Plane (as it is for LTE).

This solution allows the network operator to either have the PDCP in the RAN site or a secure location near the Core Network.  It also allows different network slices to have the PDCP in different locations.

5.1.4.z.3
Evaluation 
~ ~ ~ End of first text proposal ~ ~ ~
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