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1 Introduction
The following pCR  provides details and clarifications on the solution #7.14 of TR 33.899 and answers to some editor notes. 
Details about the generation of the global public key used to encrypt the permanent or long-term subscription identifier are provided in terms of the parameters used and their relation. In particular the pCR clarifies:
· the size of the global public key as a function of "N"
· the size of "N" 
· the redundancy needed to handle the cases of compromised private keys

· the redundancy effect in the size of the global public key
Additionally, a mechanism is proposed to reduce the size of the ciphertext (i.e., encrypted IMSI) and ensure bitsize preservation of encrypted IMSI. 

For this reason the pCR proposes to remove the following EN:
Editor's Note: It is FFS to clarify parameters and the relation between them, in particular:

· the size of the global public key as a function of "N". 

· the estimated value or size of "N" that is safe to use in the NextGen, i.e. shorter "N" might overflow if the number of authorized entities increase drastically

· how much redundancy is needed and what is the corresponding effect in the size of the global public key.

Moreover, the pCR proposes to delete the following EN:

Editor's Note: It is FFS to clarify what kind of other infrastructure, if not PKI, is required to handle revocation and addition of new authorized entities, and if it is feasible to do so.
covered by the following two ENs:

Editor's Note: It is FFS to specify how to handle revocation lists of obsolete attributes.

Editor's Note: It should be defined which entity is responsible for managing the single (global) public key and the corresponding master key and how the process of generating and distributing the corresponding private decryption keys is organized. This entity can be implemented in a fully distributed way.
According to the clarifications provided in the pCR, the evaluation of the solution has been revised as well.
2 pCR 

***
FIRST CHANGE
***
5.7.4.14.1
Introduction  

This solution presents an alternative mechanism to address the key issue #7.2 "Concealing permanent or long-term subscription identifier" only in the case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE). In the sequel, “subscription identifier” denotes a permanent or long-term subscription identifier, e.g., IMSI.

In the solution, the subscription identifier is encrypted on the UE by using a global public key and a public attribute embedded in  to a private key according to the Attribute-Based Encryption (ABE) scheme [ref 75 ,73]. The scheme ensures  that only the authorized entity owning the private key bound to the public attribute is able to decrypt the encrypted subscription identifier. 

An authorized entity can be any serving network that is provisioned with a valid decryption key (i.e., the private key corresponding to the attribute used in encryption). The ABE scheme permits the serving network to satisfy LI requirements, i.e., the serving network is able to intercept all the mobile network services of the LI target without the home network's assistance or visibility. 

Therefore, the solution conceals the entire subscription identifier from attackers on the air interface (c.f. Uu interface in LTE), as well as on the interface between the RAN and the core network (c.f. S1-MME interface in LTE), since the  subscription identifier is not transmitted in clear-text.

5.7.4.14.2
Solution details  

5.7.4.14.2.1
General
The solution is based on a single (global) public key used by all the UEs (worldwide) to encrypt the respective subscription identifier in any case where a temporary subscription identifier is not available (c.f. initial Attach Request in LTE).


Each subscriber UE is securely provisioned (e.g., preloaded) with the global public key by its Mobile Network Operator (MNO) and the UE uses the global public key independently of the network where the UE is attaching (e.g., initial Attach Request in a roaming scenario). Only the attribute used in encryption changes depending on the network the UE is attaching to.  

An entity is able to decrypt the subscription identifier only if it is an authorized entity, meaning that it has been provisioned with a valid private key corresponding to the attribute used by UE during the encryption. For this reason this solution requires only one global public key PK and “N” private keys (where N≥1), corresponding to attributes of authorized entities (M) participating in the scheme (e.g. mobile network operator). Consequently, each authorized entity possesses one private key or a number of them for revocation purposes. For example, M can be around 1000 and N around 5000, allowing about 5 private keys per operator corresponding to operator identity attributes. The attribute used by the UE during the encryption identifies the mobile network operator that is currently serving the UE whose private key is the only one able to perform decryption. 
The global public key and the private keys are generated by a Trusted Authority (TA) according to a large universe ABE scheme [ref 73]. In the initial setup phase the TA first generates a secret master key (MK) and the PK. Upon request of an authorized entity (e.g., mobile network operator) the TA then generates (and distributes) one or more private decryption keys using the corresponding attributes and the master secret key (known only to the TA). As in any public-key based encryption mechanism, the PK (and consequently the MK) can be occasionally updated. In this case, the new PK is provisioned by each mobile operator to the respective subscriber’s UE.  

For mobile applications, the ABE can be based on bilinear maps over elliptic curve groups and a large universe ABE [ref 73] construction which  has the following useful properties. 

· PK and MK are both fixed, i.e., independent of the entity participating to the scheme (M) and the number of private keys N. Their bitsizes correspond to the bitsize of the underlying elliptic curve (e.g., 256 bits).
· As a consequence of previous point, new attributes and the corresponding private decryption keys can be generated and added to the system at any time in its lifecycle, without changing PK and MK. In particular, this supports revocation.
· ABE is randomized, which is necessary for unlinkability/anonymity.
· ABE ensures bitsize preservation of encrypted IMSI. ABE allows IMSI XOR-ing with a short shared key derived in the encryption/decryption process. Note that ABE ciphertext contains an additional component due to randomized encryption, whose bitsize corresponds to the bitsize of the underlying elliptic curve (e.g., 256 bits).
Editor's Note: It should be defined which entity takes the role of TA and how the process of generating and distributing the corresponding private decryption keys is organized. 

The TA shall use a trusted hardware mechanism to generate these keys in a secure and tamper-resistant way. The TA can be implemented in a fully distributed way, without requiring trust as in a classical PKI, which binds public keys to identities for authorized entities. Recall that in a PKI, an entity (UE) verifying public-key certificates or certificate chains is essentially required to trust in the identities or the associated public keys of entities signing the certificates along the chain. A single compromised certificate issuer is sufficient for compromising the system.
Namely, by using secret sharing and threshold cryptography [ref 74], TA can be distributed among a number of independent servers, belonging to different administrative domains (e.g., controlled by mobile operators themselves) and placed at different geographic locations, and preferably running on different operating systems. This way they are more resistant to cyber attacks. Both security and reliability/robustness can be achieved by using a (k, n)-threshold secret sharing scheme. Namely, in such a scheme, any k out of n servers can reconstruct a secret and any k-1 or less servers do not get any information about the secret from their shares combined. This means that up to n-k servers are allowed to fail, while up to k-1 servers are allowed to be compromised. The distributed protocol can be adapted to deal with active adversaries too. 
Moreover, the proposed large universe ABE scheme allows the initial setup of the system and real-time generation of the private decryption keys via threshold cryptography without ever reconstructing any secret parameters (i.e., MK and randomization parameters for private decryption keys). This is enabled by the fact that the functions defining private decryption keys are homomorphic in secret parameters (with respect to addition mod p, where p is to order of the underlying elliptic curve groups). Therefore, all these parameters can be generated and stored in terms of shares only and the private decryption keys can thus be computed securely in a distributed way by each server computing a partial function on its shares, without ever generating or reconstructing the secret parameters.

· 
· 
· 

In this context, an authorized entity is every serving network, which the UE can be connected to (e.g., the home network and the visited network(s) in roaming). Each private key is bound to the global public key PK through an attribute (which can be related to the identity of the serving network), according to the selected ABE scheme. The attribute uniquely identifies the authorized entity that is allowed to decrypt the subscription identifier, i.e., the entity that owns the corresponding private key. Specifically, the attribute (which can be an identifier) identifies the serving network that is currently serving the UE and a specific valid private key of the serving network. 
The serving network attribute can be broadcasted over the air together with the mobile network identifier (e.g., the PLMNID), and it is used by an UE, during the Attach procedure, together with the global public key PK to encrypt the whole subscription identifier before sending it over the air. 

The entity receiving the encrypted subscription identifier can decrypt it only if its private key is bound to an attribute that the UE has used in encryption. If a fake attribute, not included in the current Universe of authorized entities, is broadcasted over the air, the UE is able to properly encrypt, but no entity can decrypt since the corresponding private key has not been generated as yet. If a valid attribute (spoofed), included in the current Universe of authorized entities, but different from the attribute owned by the current serving network is broadcasted, then the fake entity is not able to decrypt it, unless it has also compromised the corresponding private key. Therefore, a fake entity is not able to perform the permanent or long-term subscriber identifier decryption unless it has compromised one currently valid private key.
The solution further offers the following two options.
5.7.4.14.2.2
Option 1

During an Initial Attach, the UE encrypts its  subscription identifier by using the global public key PK and the attribute received in broadcast over the air (the attribute identifying the serving network to which the UE is currently connected to). The authorized entity receiving the encrypted subscription identifier decrypts it and then requests from the UE's home network the authentication data (AV) using the decrypted subscription identifier. During or after every authentication procedure, a temporary subscription identifier will be assigned to the UE which will be used in future communication instead of the ABE-encrypted subscription identifier.

Editor's Note:
 Intentionally, a dynamic pseudonymization process for generating/assigning/maintaining the temporary subscription identifier(s) is not covered by this contribution.
According to this solution, upon decryption, the UE's subscription identifier is known only to the authorized entity (the current serving network). This permits the serving network to satisfy the requirements of lawful interception, i.e., to perform lawful interception without the home network’s assistance or visibility. 


The solution conceals the UE's subscription identifier from all network entities on the path between the UE and the serving network including attackers on the air interface, IMSI-catchers, and attackers in the serving networks (untrusted/unauthorized network entities).

In this option, protection of the subscription identifier between a serving network and the home network is not provided and relies on the deployment of additional mechanisms like IPsec. An alternative option (Option 2) is presented below to extend the subscription identifier protection also on the interface between a serving network and the home network.   

5.7.4.14.2.3
Option 2

During an Initial Attach the UE encrypts its subscription identifier by using the global public key PK and two attributes: (i) the one received in broadcast over the air (identifying the serving network to which the UE is currently connected to) as in Option 1, and (ii) the second one being the home network's attribute. 

Differently from the first option, the use of the home network attribute permits the serving network to forward the encrypted long-term subscriber identifier to the UE's home network ensuring the protection also on the interface in between. Before forwarding the encrypted subscription identifier, the serving network needs to decrypt the subscription identifier in order to retrieve the MCC and MNC for determining the corresponding home network from which to get the authentication data. 

A feature of this option is that the subscription identifier shall be decrypted both at the serving network and the home network, and provides subscription identifier protection even if no additional protection mechanism is used in practice. (IPsec may however still be recommended to protect transfer of AV etc.)
In alternative (Option 2’), IMSI of the UE can be split into two parts: the network part (MCC, MNC) and the user part MSIN. The first part is encrypted by using the serving network attribute, and the second part is encrypted by using the home network attribute. This way the resistance to the unlikely fake BTS attack with a compromised private decryption key described above is increased, since the attacker can only obtain (MCC, MNC), on the condition that the private decryption key of the home network is not compromised. However, the immediate lawful interception after decryption is no longer possible. Also, the ciphertext length increases by the bitsize of the underlying elliptic curve and the encryption computations include two more scalar multiplications on the underlying elliptic curve(s).

5.7.4.14.3
Evaluation 

The solution presented here has the following properties:

-
The solution protects the entire long-term identifier (MCC, MNC and MSIN) over the air in both the options and as such ensures full  anonymity, with respect to unauthorized entities in complexity-theoretic setting. In Option 2, it also provides e2e protection to the home network of the IMSI. Therefore, the solution can discourage the fake BTS attack scenarios.
-
The solution is lawful-interception-friendly in both options, since the current serving network obtains the entire UE long-term subscriber identifier by decryption. This is subject to the VPLMN being provided with the correct Key.
- 
The solution uses a single short global public key PK for encryption and a multiplicity of private keys for decryption in possession of the authorized entities (e.g., mobile operators), according to a selected large universe ABE scheme. PK and the corresponding secret master key MK are independent of the number of authorized entities. Their bitsizes correspond to the bitsize of the underlying elliptic curve (e.g., 256 bits).
· The UE needs to be provisioned with only one public key PK used to encrypt its subscription identifier, independently of the serving network to which it is connected to at a given time. This provides protection also in case of roaming scenarios and avoids the need for updating the UE in case where the subscription changes.

· The solution does not require the deployment of a PKI infrastructure and, hence, does not require certificates and trust in the corresponding public keys signing the certificates. A Trusted Authority (TA) generates the master key, global public key, and the private keys in a secure way according to a selected large universe ABE scheme. 
· Private keys can be generated initially or in real time, upon verification of the identity attributes of the authorized entities. New attributes and private keys can be generated and added to the system at any time. Not only does it allow flexibility, but also efficient revocation, without resetting the system parameters.
· TA can be  implemented in a fully distributed way among a number of independent servers, by using secret sharing and threshold cryptography, then the system is both secure and reliable/robust. Namely, if a (k, n)-threshold secret sharing scheme is used, then the system is functional even if up to n-k servers fail to function or if the information stored in up to k-1 servers is compromised. 
· Online distribution of private decryption keys from (distributed) TA to the authorized entities requires standard secure communication channels providing mutual authentication and data confidentiality and integrity (e.g., in accordance with GSMA Embedded SIM Specification [ref 76]). The private decryption keys should be securely stored in hardware on the corresponding network servers.




-
An entity can decrypt the UE's  subscription identifier only if it is authorized by having been provisioned with a valid private key and a valid attribute and if this valid attribute is accepted by the UE via broadcast (e.g., in accordance with the roaming agreement). Consequently, only attacks enabled by compromised authorized entities may be possible, e.g., via a fake BTS, provisioned with a compromised private decryption key, that broadcasts a compromised attribute and succeeds in fooling the UE into the encryption with a wrong attribute, which is not yet revoked. Such an attack is able of recovering the subscription identifiers of the UE’s in a given area at a given time..
· -
The solution permits the encryption of the subscription identifier by using more than one attributes (combined according to the “or” logic) allowing in this way different authorized entities to decrypt it, as in Option 2. The advantage is that in this combined logic the private keys do not change.. Note that the ABE schemes based on elliptic curve pairings are rather efficient if the number of attributes effectively used in encryption is small (in Options 1 and 2, 1 and 2 attributes, respectively).
***
END OF FIRST CHANGE
*** 
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