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1
Decision/action requested

NSA#12 encouraged to come up with questions to find interim agreements. Discussed in telco NSA#16.
2
References
[1]
3GPP TR 33.899-060
3
Rationale

During NSA#12 telco it was encouraged to start a list of questions that may lead to interim agreements for the TR 33.899. The following pCR proposal is addressing key issue #7.2 in security area "Subscription Privacy".
Revision: addressing comments from telco#16; Qu. 1 no comment; Qu. 2 to be split to distinguish between the long-life keys and the derived keys.  
4
Detailed proposal

Note to editor: to be added in X.7.2 Questions and Interim Agreements for Key Issue #7.2 Concealing permanent or long-term subscription identifier
X.7.2.A Asymmetric key vs. symmetric key cryptography

X.7.2.A.1 Description of Question

Solution #7.3 proposes to use asymmetric key crypto (elyptic curve) to provide the long term subscription identifier to the home data base. Other solutions (e.g. #7.12) propose to provision secret key to the UE that can be used to provide the long-term subscription identifier in case of recovery.
Question: how to deal with asmmmetric key crypto in the longer run taking into account in the risks of non-QSC (quantum safe crypto) systems, i.e. the probability to break asymmetric key cryptography?

Question: How to protect long-life symmetric keys efficiently against leaking?

Question: How to protect derived symmetric keys efficiently against leaking?

Question: What are the operational consequences of using asymmetric keys vs symmetric keys?

In answering the latter question, the aspects of using which type of keys for which protocol and use case need to be clarified.
X.7.2.A.2 Interim Agreement

�Split the question according to BT comment in telco#16





