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1
Decision/action requested

Agree on the pCR below.
2
References

[1]
3GPP TR 33.899 v0.7.0, Study on the security aspects of the next generation system

3
Rationale
We propose clarifications to the introduction of the Security area #13 Security for Interworking and Migration.
4
Detailed proposal

We propose the following pCR to TR 33.899 [1].
***BEGIN CHANGES***
5.13
Security area #13: Security for Interworking and Migration

5.13.1
Introduction 

This security area focuses on security aspects of migration and interworking scenarios.

The interworking scenarios to consider are between EPC and NextGen core. Typically an MNO will not deploy a standalone Next Generation System right from the beginning, but rather deploy it in parts of his PLMN area in addition to an existing legacy 3GPP network.

In addition, typical roaming scenarios between operators are studied in TR 23.799 [2]. For example, the  NextGen core of an operator that has migrated to NextGen will probably need to support roaming with partners that have not yet migrated to the NextGen core. 
Thus migration strategies and interworking is required to maintain service for UEs changing between NextGen core and legacy EPC. This security area focuses on security aspects of migration and interworking scenarios based on the findings TR 23.799 [2].




This security area covers scenarios where the UE moves between NextGen core and EPC. Furthermore, the UE may also be involved in handovers between LTE and NR radio access while connected to the NextGen core. However, these scenarios are in scope of the security area #4 RAN security. Mobility between LTE and NR radio access while connected to the EPC is not expected, as NR can only be connected to the EPC as secondary node in dual connectivity and the secondary node is not involved in mobility.
This security area should in particular address security aspects of 

-
handover mobility and 

-
idle mode mobility 

when a NextGen system interworks with EPS and vice versa Also mobility during non-3GPP access or during inactive state may need to be considered. 

Based on the identified migration and roaming scenarios the need for security in interworking solutions between the NextGen core network and EPC will be determined and related solutions will be discussed.



Interim agreements on EPC-NextGen Core interworking are collected in clause 8.11.1 of TR 23.799 [2]:

-
The standard defined for mobility procedures from NG Core to EPC shall be able to support "single radio/single attach" UEs and achieve minimal service disruption.

-
Support for these procedures in the network is optional and is based on network capabilities.

-
Common UP anchor is required for IP address preservation.

-
A common subscriber database (similar to HSS) is used between EPC and NG Core.

-
The standard shall support a source to target CN interface to transfer certain context between MME and CP Function of NG Core.
5.13.2
Security assumptions


Assumption: no SRVCC in NextGen, no interworking with GSM/GPRS, UMTS.




***END CHANGES***
�Moved from following paragraph, changed 3GPP RAN to 3GPP network.


�Relate to inter-RAN interworking while connected to the same core network, hence in scope of security area #4 RAN security.


�Not a security assumption, but rather a choice of scope for the security area. Covered in the introduction instead.






