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Abstract of the contribution: This contribution proposes an update to Solution #12.5. This update adds a mechanism for authorising the access of a UE to a 3GPP network for credentials provisioning when no 3GPP subscription credentials are available in the UE. Apart from this additional feature, the contribution also proposes several minor updates and clarifications to Solution #12.5.
1
Decision/action requested

Agree on pCR below
2
References
 [1]
3GPP TR 33.899 v 0.6.0
3
Rationale

The 3GPP TR 33.899 v 0.6.0 Solution #12.5 solves the mutual authentication issue for network access for credentials provisioning when the UE is not pre-provisioned with any 3GPP subscription credentials, by using alternative credentials for access authentication. These credentials are not tied to any subscription in any MNO. 

But still, even if an MNO could allow execution of mutual authentication using these alternative UE credentials, the MNO should authorize whether the authenticated UE is to be enabled connectivity to the network and for which purpose. Since the device made use of credentials not related to a subscription in any MNO, this authorization can not be based on a UE subscription profile stored in any HSS.
For IoT devices the subscription contract is not done directly between the MNO and the device but between the MNO and the Service Provider SP in charge of the device (e.g. device owner), so this pCR proposes that access authorization is done based on an Authorization Token enabled by the SP instead. 
Furthermore, we propose to remove the Editor’s Note “More detail should be added to this solution to describe how it mitigates the threats detailed in security area 12.” First, with this proposed update we add more details to the solution. Second, it seems like the threats detailed in security area 12 so far do not apply to this solution:

· “Unauthenticated access entails the risk of Denial of Service against the NextGen serving network.”
However, this solution does not provide unauthenticated access.

· “Unauthenticated access entails the risk of unauthorized use of NextGen services if traffic from an unauthenticated UE is not strictly limited to communication with a provisioning server predefined in the NextGen core network.”
As above, this solution does not provide unauthenticated access.

· “An attacker may be able to attack the communication between the 3GPP network and legitimate IoT devices during their remote provisioning procedure in case there is no secure mechanism to protect the confidentiality and integrity. They may misuse these credentials, which may cause a lot of issues, such as charging issue, invasion of privacy.“ 
This solution does not describe a remote provisioning procedure, hence the threat does not apply.
Moreover, we also do a slight update following the terminology used in SA2. The MMF is renamed to AMF. Messages like the attach request and TAU request in EPC are now special cases of the Registration Request. It seems reasonable that network access for provisioning should be another special case of the Registration Request. 
Finally, we also add a concrete example how the general framework can be used with existing technology.
4
Detailed proposal

***
BEGIN CHANGES
***
5.12.4.5
Solution #12.5: Network access for credentials provisioning

5.12.4.5.1
Introduction  

This solution addresses Key Issue #12.2 Remote credential provisioning for IoT devices.

The solution proposes a general framework for network access for credentials provisioning, as well as concrete examples how the general framework can be used with existing technology. The actual provisioning process is out of scope for this solution.

5.12.4.5.2
Solution details  

5.12.4.5.2.1
Credentials and identifiers used for authenticating network access for credentials provisioning

In this solution, it is assumed that the UE is not pre-provisioned with any 3GPP subscription credentials. Furthermore, it is assumed that the network access for credentials provisioning is authenticated. 
In order for the UE to authenticate itself towards the network, the UE needs to have some sort of credentials. In this solution, we use the name "provisioning credentials" for the credentials used for authentication for network access for credentials provisioning. As the UE is not pre-provisioned with 3GPP subscription credentials, the provisioning credentials cannot be related to an individual UE subscription. As an example, the provisioning credentials for authentication could include certificates, and instead of being related to an individual subscription, they could be related to a business agreement to accept this kind of certificate for network access for credentials provisioning. 
NOTE:
It is in the scope of the security areas #5 'Security within NG-UE' to decide which function stores the provisioning credentials.

It is expected that some kind of identifier is needed for access to a NG network. Because the provisioning credentials are not related to a subscription, they will probably not include a 3GPP subscription identifier (e.g., IMSI).  Hence, the UE needs to have a provisioning identifier as well. This provisioning identifier could, but need not, be identical to the equipment identifier (e.g., IMEI).

There are other solutions in this Security area that use provisioning credentials and provisioning identifiers for network access for credentials provisioning. Solution #12.2 uses a public-private key pair and certificate URL that includes a pointer to Certificate Authority and a unique identifier of the UE. Solution #12.3 uses the eUICC-certificate and eUICC-ID. Solution #12.4 uses the equipment identifier and pre-configured credentials. The term "provisioning credentials" introduced in this solution is a more general term that includes the credentials and identifiers used in solutions #12.2, #12.3 and #12.4, but possibly also other types of credentials and identifiers, as long as they are not related to a 3GPP subscription.
The eUICC-ID and eUICC-certificate are a concrete example of an available technology that could be used as provisioning credentials. They are especially useful as the GSMA remote provisioning specification (e.g. SGP.02 [49]) is an available specification, which can be used to provision AKA-credentials on an eUICC. Hence the eUICC-ID and eUICC-certificate with the GSMA PKI infrastructure are already available for the eUICC and can be taken into use for authentication of network access for credentials provisioning. This is also described in Solution #12.4.
The goal of the credentials provisioning process is to provision the UE with 3GPP subscription credentials that it can use for general network access. The 3GPP subscription credentials could be AKA-credentials, as for the GMSA remote provisioning specification (e.g. SGP.02 [49]), but also other types of 3GPP subscription credentials.

5.12.4.5.2.2
Network access for credentials provisioning


This solution proposes to use EAP-methods for authentication, because they provide a general and well-studied framework for authentication. Examples for EAP-methods that can be used are EAP-TLS, EAP-TTLS and PEAP. The credentials and identifiers described in the previous section can be used in this EAP authentication exchange. For the concrete example of using eUICC-credentials as provisioning credentials, it is proposed to use EAP-TLS.
This solution proposes that authentication of the UE without a 3GPP subscription is followed by access authorization based on an Authorization token. The Authorization token is generated by the Service Provider (SP) owner of the UE and presented to the NG network by the UE. 
The Authorization token is signed by the Service Provider and asserts that the UE in possession of the token is owned by the Service Provider that issued the token. An NG network could then authorize the access to a UE based on proper business agreements with the Service Provider issuing the authorization token presented by the UE. The NG network could additionally enforce that the connection to the NG network is used in accordance to the business agreements with the Service Provider (e.g. for remote provisioning of 3GPP subscription credentials to the UE). 
The proposed structure of the Authorization token is shown below:

Authorization Token = [SPid, Authorized (UE) id, Authorized service]SPprk  

where SPid is the identifier of the Service Provider, Authorized (UE) id is the UE identifier, Authorized service is the service the UE is authorized to use (i.e., network attach for credentials provisioning), and SPprk is the SP private key used to sign the authorisation token.
In Figure 5.12.4.5.2.2-1, high-level flows are provided for network access for credentials provisioning.
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Figure 5.12.4.5.2.2-1: Network attach procedure for credentials provisioning

1. The UE sends the registration request message, with registration type credentials provisioning. The UE uses the provisioning identifier instead of the subscription identifier. The attach request includes an authorization token. If the AUSF/ARPF is the usual AUSF/ARPF of the MNO providing the network access, it needs to be provisioned with the root certificate of the subscription credentials. For example, the AUSF/ARPF may be provisioned with the GSMA CI root certificate in order to be able to validate eUICC certificates according to SGP.02 [49]. Alternatively, the AUSF/ARPF can also belong to the domain owner of the provisioning credentials (identifier and keys) used during authentication. The AMF function triggers the authentication procedure with the AUSF/ARPF, which initiates the authentication procedure with the UE.
NOTE: Alternatively, the authorization token may be exchanged between the UE and the AMF during the exchange of the mutual authentication (step 2). 
2.
The AUSF/ARPF authenticates the UE using the provisioning credentials and an EAP method, e.g., EAP-TLS, EAP-TTLS or PEAP. The authentication process may also involve communication of the AUSF/ARPF with an external entity, e.g., a certificate authority or a 3rd party authentication server. For the concrete example of using eUICC credentials, it is proposed to use EAP-TLS for authentication. The AUSF/ARPF needs to be provisioned with the GSMA CI root certificate in order to be able to validate eUICC certificates.

3. After successful UE authentication, the AMF performs the access authorization. For that, the AMF validates the signature of the authorization token. Only an AMF of an NG network with proper business relation with the SP will accept the authorization token. A certificate with the public key of the SP may be also included together with the Authorization token or may be exchanged between the SP and the NG network based on business agreements offline. The authorization token also includes the authorized (UE) identifier for which the access to the NG network is requested to be authorized by the SP. If this identifier is the same as the one authenticated in step 2, then the AMF authorizes the access to the UE and continues with the process. If for some reason the AMF fails to validate the authorization token, the AMF rejects the registration request. 
4.
After authentication and authorization, the AMF will continue the process by requesting the SMF to establish the PDU session for the delivery of the authorized service in accordance with the business agreements with the SP (i.e. for remote provisioning of 3GPP subscription credentials). The SMF requests from the NG PC policy rules (i.e. QoS rules) related to the traffic flows the UE will be authorized to establish for remote provisioning of credentials.  The SMF installs the received rules at the NG User Plane Function (NG-UPF not depicted). This ensures that the UE only uses the connection for the purpose of the remote provisioning of subscription credentials. The NG-UPF then enforces the policy rules.
5.
The AMF completes the registration request and establishes the security contexts. The AMF/SMF may provide information to the UE e.g. the address of the provisioning server that the UE is allowed to connect to according to the policy rules.
6.
The actual provisioning process between the UE and the provisioning server takes place over User Plane signalling and is out of scope for this solution. The provisioning server may be outside the operator domain.

7.
After the successful provisioning of the 3GPP subscription credentials, the UE detaches from the network. The detach may also be enforced by the network due to the policy rules, e.g., after a certain time.

8.
The UE now uses its 3GPP subscription credentials to attach to the network for general access.

5.12.4.5.3
Evaluation
***
END OF CHANGES
***
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