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1
Decision/action requested

It is requested to approve and add to the TR 33.899, the proposed solution that provides radio-jamming detection mechanism.
2
References

[1]
S3-170449, New KI - Dealing with radio jamming, SA3#86
3
Rationale

Reason for change

-
The key issue #4.13, i.e., "Dealing with radio jamming", needs a solution. That key issue was approved in the last SA3 meeting [1].

Summary of change

-
A new solution is proposed.

4
Detailed proposal 
The following text describes new solution that is to be added under clause 5.4.4.  All text is NEW, therefore, for easier reading, track-changes are not present.
***
BEGIN CHANGES
***

5.4.4.x
Solution #4.x: Detecting radio jamming
5.4.4.x.1

Introduction  

The proposed solution addresses the key issue #4.13, i.e., "Dealing with radio jamming". It presents a UE‑assisted network-based mechanism for detection of radio jamming. It does not provide resilience to low power radio jamming.

The solution is based on two aspects:

-
Special measurements mechanisms to detect properties of jamming signals, which differs from non-jamming or useful signals.

-
Measurement reporting schemes where the UE reports to the network, information about when, where, and what type of jamming signals the UE detected. 

The network operator and law enforcement authorities could then use the reports to find and remove jammers.

5.4.4.x.2

Solution details  
The network configures the UEs to collect measurements while in RRC_CONNECTED mode and/or RRC_IDLE mode, for example by using Measurement Configuration and/or Logged Measurement Configuration. It is left up to the implementations to decide for which UEs or in which tracking areas (TAs) the measurements are activated. For example, the network may choose to activate the measurements only in certain areas. The existing "MeasResults" and/or "LogMeasResults" message may be used for the reporting purpose. This already allows to obtain various information relevant for jamming detection, e.g. identifier and received-signal strength information of the cell and detailed location information of the UE. In addition to the existing information, it is proposed that the following new information is included in the report, with details of signals detected in the frequency band used by the operator, e.g., 
-
just power: signal is not associated with any normal pilots or reference signals.

-
power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.
-
power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 
NOTE: Normative phase work will specify the details of the report based on discussion with RAN/CT groups.
5.4.4.x.3

Evaluation 

The advantage of the solution is that it will make network jamming less attractive for the attacker since even though the network does not directly prevent it; it can potentially detect it so that law enforcement authorities can be alerted.
***
END OF CHANGES
*** 
