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1
Decision/action requested

It is requested to approve and add to the TR 33.899, the proposed solution that provides flexible mechanism for AS key-change.
2
References

[1]
S3-170447, New KI - Flexibility to retain or to change AS security keys, SA3#86
3
Rationale

Reason for change

-
The key issue #4.11, i.e., "Flexibility to retain or to change AS security keys", needs a solution. That key issue was approved in the last SA3 meeting [1].
Summary of change
-
A new solution is proposed.
4
Detailed proposal

The following text describes new solution that is to be added under clause 5.4.4.  All text is NEW, therefore, for easier reading, track-changes are not present.
***
BEGIN CHANGES
***

5.4.4.x
Solution #4.x: Flexibile mechanism for AS key-change
5.4.4.x.1

Introduction  

The proposed solution completely addresses the key issue #4.11, i.e., "Flexibility to retain or to change AS security keys". 
5.4.4.x.2

Solution details  
The proposed solution is illustrated in Figure 5.4.4.x.2-1. The UE communicates with the source cell over-the-air using radio interface (called Uu interface in LTE). The source cell and the target cell communicate via an interface known as Xn. If both the source and target cells are handled by same RAN node or in centralized RAN deployments, all the aspects of Xn are handled internally by the RAN node. Only few steps are shown in the figure for the sake of simplicity. The corresponding descriptions of the shown steps follow the figure.
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Figure 5.4.4.x.2-1: Flexibile mechanism for AS key-change

NG Handover Preparation

(1) The source cell decides to perform handover.
(2) The source cell decides whether to retain the key or not (denoted retain-key-cell). 

(2.1) If the key (denoted KgNB) is to be retained, then retain-key-cell = true. The decision may depend upon one or more criterias, for example, the target cell belonging to the same PDCP anchor as the source cell, subscription specific or general policy sent by the core network, negotitation with the UE, etc. Details should be worked out in normative phase.
(2.2) Else, retain-key-cell = false.
(3) The source cell prepares the KgNB* taking Step (2) into account.
(3.1) If retain-key-cell is true, the source cell reuses the old key, i.e., KgNB* = KgNB.
(3.2) Else, the source cell derives a KgNB*, for example, horizontal or vertical derivation using KgNB.
(4) The source cell sends NG Handover Request, containing the retain-key-cell value, to the target cell. Doing so is aligned with the existing mechanism in LTE for sending KeNB* and NCC values (see Clause 9.1.1.1 and 9.2.30 in 3GPP TS 36.423).
(5) The target cell sends NG Handover Request Ack, containing the retain-key-cell value in transparent container, to the source cell. Doing so is aligned with the existing mechanism in LTE for sending HandoverCommand message (see Clause 9.1.1.2 in 3GPP TS 36.423, and clause 10.2.2 in 3GPP TS 36.331).
NG Handover Execution

(6) The source cell sends NG RRC Connection Reconfiguration message, containing the retain-key-cell value, to the UE. 
(7) The UE decides whether the retain-key-cell is acceptable or not (denoted retain-key-UE). It is important to have a check at the UE side in order to prevent the networks from never refreshing the keys. The decision may depend upon one or more criterias, for example, policy set by or negotiated with the network, requiring key change when tracking area or RAN group changes, requiring key change when RAT changes, when key change counter exceed the some maximum value, etc. Details should be worked out in normative phase.
(8) Depending upon the decision in Step (7), the UE does following: 
(8.1) If retain-key-UE is true, the UE sends NG RRC Connection Reconfiguration Complete to the target cell. The old AS keys are retained.
(8.2) Else, the UE performs NG RRC Connection Re-establishment (compare with clause 5.3.5.1 in 3GPP TS 36.331), which retuls in new AS keys (compare with clause 5.3.7.5 in 3GPP TS 36.331).
NG Handover Completion
Standard handover completion procecures are continued.
NOTE: Roaming UEs could also log the key change characteristics of the visited network and report the log to the home network. Doing so could be helpful in adjusting the UE's setting/policy, roaming agreement negotiation, etc.
5.4.4.x.3

Evaluation 

The solution completely addresses the key issue #4.11. 

It enables the NextGen network to optimize the RAN efficiency by allowing to retain or change the AS keys at HO.

It also prevents the poor policy/implementation at the network side by putting a control or check at the UE side.
There might be concerns that the decision of the network to retain or change the keys reveals the cell topology, which could be a problem. But, it is not a problem or a new issue. Note that already in LTE, information like TA list, MME code, etc., reveal some sort of network topology and are not considered problem.
***
END OF CHANGES
*** 
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