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1
Decision/action requested

In this document, we propose that EAP-PSK shall be standardized as non-AKA authentication method in Phase 1.  Identity-based Signature (IBS) specified in RFC 6507 can be used together with EAP-PSK for mutual authentication. The integration of the IBS with EAP-PSK not only inherits the flexibility of key distribution of public key, but also reduces the computing complexity of public key. Further more, the size of identity-based public key is much shorter than PKI-based certificate and thus consume less resource over air interface. 
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References

3
Rationale

1. SA3 has studied various non-AKA authentication methods based on EAP authentication framework in section 2.8, 2.9 and 2.14. EAP-TLS, EAP-TTLS and EAP-PSK have been studied in these solutions. 
2. EAP-PSK is aa mature authentication protocol and is used for mutual authentication over Internet. On the other hand, Identity-based Signature (IBS) specified in RFC 6507 can be used together with EAP-PSK for mutual authentication by generating symmetric key with IBS-based public/private keys. The integration of the IBS with EAP-PSK not only inherits the flexibility of key distribution of public key, but also reduces the computing complexity of public key. The size of identity-based public key is much shorter than PKI-based certificate and thus consume less resource over air interface. Furthermore, with IBS public/private key technology, the operator can achieve the same level of control over credential as symmetric key. And also, the credential can be provisioned in an offline manner and thus can further reduce cost.
3. Therefore, we propose that EAP-PSK shall be standardized in the phase 1 for non-AKA authentication. Generation of pre-shared key for EAP-PSK using Identity-based cryptography shall be supported in 3GPP standard but is optional to use.
4
Detailed proposal

It is proposed to approve below pCR. 

**********************Begin of changes********************************

E.2.1 Questions and Agreements for Key Issue #2.1 Authentication Framework

E.2.1.0 Questions in other clauses affecting this key issue

tba
E.2.1.1 Support for AKA and its variants for primary authentication

E.2.1.1.1 Description of Question

Question: shall the 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
E.2.1.1.2 Agreement

tba

E.2.1.2 Support for EAP framework for primary authentication

E.2.1.2.1 Description of Question

Several solutions propose support for the EAP framework for primary authentication. This implies that the access network can carry EAP messages. 

Question: 

Shall the 5G network support the EAP framework for primary authentication in the above sense? 

If so, shall other authentication methods than EAP methods be allowed? The answer should be given separately for 3GPP and non-3GPP accesses. 

E.2.1.2.2 Agreement

tba
E.2.1.3 The choise of EAP methods 

E.2.1.3.1 Description of Question

Several solutions propose support for various EAP methods, e.g. EAP AKA, EAP AKA’, EAP TLS, EAP TTLS, and EAP PSK. 

Question: 

Exactly which EAP methods shall be standardized for 5G access in 3GPP? 

E.2.1.3.2 Agreement

EAP-PSK shall be supported for 5G access in 3GPP at least. 
Generation of pre-shared key for EAP-PSK using Identity-based cryptography shall be supported in 3GPP standard but is optional to use.

