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1	Decision/action requested
This contribution adds questions and interim agreements for Issue #8.2: Security mechanism differentiation for network slices
2	References
 [1] 3GPP TR 33.899v0.7.0 (2017-2) Study on the security aspects of the next generation system
3	Rationale
This contribution proposes a list of questions that may lead to interim agreements, addressing key issue #8.2 Security mechanism differentiation for network slices, for TR33.899. 
4	Detailed proposal

It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
**********************Begin of changes********************************
E.8.2	Questions and Interim Agreements for Security mechanism differentiation for network slices
E.8.2.1   Different Security mechanisms and policies
E.8.2.1.1 Description of Questions
The 5G network will be a service-oriented network and different services have different requirements, including security. As proposed in TR 22.891 (ref.[7] 5.2.3 ), the 3GPP System shall have the capability to conform to service-specific security assurance requirements in each single network slice, rather than the whole network, which means every slice can have service-specific security mechanisms (including e.g. policy, protocols and functions and so on) configured.
In TR33.899, there are a few solutions proposing security mechanism and policy negotiation, including authentication methods, types of credentials, subscriber repository, controlling policies and security policies. (e.g. encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period).
Hopefully, the answers to the following questions are helpful for reaching agreement on this key issue.

Question 1: Is it allowed to have different authentication methods for different slices? 
Question 2: Is it allowed to have different types of credentials, if defined in SA3, e.g., IMSI or device certificates, for different slices? 
Question 3: Is it allowed for different slices connected to have different AUSF/ARPF? 
Question 4: Is it allowed for UE to negotiate security policies, including encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period etc., for slices it intend to accesss? 
E.8.1.1.2 Interim Agreement
1. Different slices may use different authentication methods, 
2. A slice may have different types of credentials, e.g., IMSI or certification. 
3. AUSF/ARPF may be specific for a set of slices.
4. UE may negotiate with Network or slice for security policies, including encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period etc

*********************************End of changes*******************************


