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1	Decision/action requested
This contribution is to clarify concepts, requirements and solutions surrounding Network Slice Isolation and Slice-specific CP and UP keys
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3	Rationale
3.1	Requirements Relevant to Network Slice Isolation
The 5G mobile networks are envisioned to enable fast deployment of new services, support of diverse services and business models, and provision of differentiated services in terms of functionalities, performance, and security protection. Network slicing is the enabling network technology/architecture expected to meet these requirements. 
Different network slices may provide different levels of security. They may be managed either by the operators or by trusted third parties. Furthermore, one UE may also access multiple slices at the same time.  Therefore, it is anticipated by various standardization groups that slices shall be isolated     
3.1.1	NGMN Recommendations
· Adequate isolation of slices with different security levels [1].
It is recommended to contain a potential security compromise to a slice instead of all slices. The isolation between slices should be at least as strong as the difference between security levels of different slices. It should always be more feasible for an attacker to target the “higher security slice” directly rather than trying to attack via the “lower security slice”.
· Separate authentication of a UE accessing multiple slices at once [1].
If a UE can access multiple slices simultaneously, and those slices have different security levels with respect to network access, then the operator policy should request the UE to (re)authenticate separately for each slice. Otherwise the UE may authenticate itself to the “lower security slice” and thus be allowed access to the “higher security slice”.
3.1.2	SA1 Requirements
· [PR 5.1.2.1-007] The 3GPP system shall have the capability to conform to service-specific security assurance requirements in a single network slice, rather than the whole network. [PR 5.1.2.1-008] The 3GPP system shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice [2].
· The 5G system shall allow the operator to create, modify, and delete a network slice. The 5G system shall allow the operator to authorize a 3rd party to create, modify and delete network slices, subject to an agreement between the 3rd party and the network operator. The 5G system shall enable a UE to be simultaneously assigned to and access services from more than one network slice of one operator [3]
The slices managed by operators and trusted third parties may have different security requirements. A UE granted access to only one slice shall not gain access to another. A UE may have subscriptions for two slices with different security requirement; however one slice can be not used as a launch pad to attack another. 
3.1.3	SA2 Interim Agreements
· Network slices may differ for features supported and Network Functions optimisations use cases. A UE may access multiple slices simultaneously via a single RAN. In such case, those slices share… AMF [4].
· MMF handles the Mobility management part of NAS signalling exchanged with the UE. SMF handles the Session management part of NAS signalling exchanged with the UE. The MMF is not required to be aware of the content of SM NAS message [4].
· AMF: Termination of NAS (NG1), NAS ciphering and integrity protection [4].
A UE may access multiple slices, sharing AMF. There are two NAS signalling termination points, MMF and SMF. However, the termination point for NAS ciphering is at AMF instead of SMF. It implies that the NAS messages transmitted from AMF to SMF is plain text. This may cause serious security issues and the issue should be addressed by SA3. This will be discussed further in the next section. 
3.1.4	SA3 Requirements
· The 3GPP System shall have the capability to provide a level of isolation between network slices which confines a potential cyber-attack to a single network slice [5]. 
· It should be possible to isolate slices from one another, to minimize attacks on data confidentiality (e.g., data leakage between network slices) and integrity when a single NG-UE is accessing services over more than one network slice [5].
Without isolation, attackers who have access to one slice may launch an attack to other slices. For example, capacity elasticity of one slice may consume the resources of other slices, which causes lack of resources and cannot support the services of others. Attackers may utilize this to launch a DoS attack to slices. Attackers can also steal data by having illegal access to functions in other slices or covert channel attack. If a slice is compromised, it should not negatively impact the performance and security of any other network slice. 
3.2	Possible Attack Models
As stated in SA3 reuqirements, an attacker may launch attacks to consume the resources of another slice, according to the capacity elasticity of one slice, and may utilize this to launch DoS attack to slices. Meanwhile, attackers could also steal data by having illegal access to functions of other slices, or covert channel attack. On the other hand, if the UE access to more than one slices, the data shall be isolated.
However, all these above attack mainly assume that the attackers are semi-honest. For example, the UE could only have access to one slice to launch the DoS attack using the capacity elasticity of one slice. But, if the attacker is malicious, it may modify the format of its data, for example, the UE ID, slice ID or other parameters that could let the RAN make an erronous decision on the data slice selection.  In this scenario, the UE could be able to access some slices that it is not authorized to access. 
Meanwhile, new attacks on platform, the physical device, or NFV software may be found unpredictable. Therefore, slice isolation security have to consider all these attacks carefully, and it is also suggested to support the higher security capability for data protection mechanism.

3.3	Potential Approaches
3.3.1	Platform/Resource Isolation
The platform/resource isolation mechanism is to build/setup the platform and segregate the computing, storage, network resources to ensure that resources of network slice instances are not impacting each other, logically, though the functions are performed within the same physcal device or the physical device pool. From the system security perspective, platform isolation mechanism should be deployed mandatorily for slice protection. 
Platform isolation mechanism is important for slice isolation. However, since platform could be built with many kinds of technologies. Security standard for platform isolation mechanism is not easy to achieve. On the other hand, from the security point of view, new attacks will always be apprearing unpredictly, not mentioning the software bugs or loopholes that attackers can exploit. 
Hence, platform isolation mechanism is mandatory and form the foundation, but it can not be the only security layer for security isolation.
3.3.2	Communications Isolation
It is everyone’s hope that the mobile networks are highly secure and tamper proof. The communication links between UE and core networks shall be well protected against various malicious attacks. On top of secure platforms, cryptographical mechanisms based on encryption and/or integrity protection can be used to have additional protection and are widely used in LTE and other networks. 
Slice-specific key protection mechanism can be easily extended for security isolation of slices. Slice-specific key protection mechanism means that traffic from different slices could be protected securely by slice-specific keys via encryption and/or integrity protection, according to the slice requirement. 
Assume that an attacker, who could steal the data from unauthorized slices, can not decode the plaintext if it is all encrypted. Also an attacker can not access other unauthorized slices by tampering the format of its slice data, if the integrity protection has been activated on its data.
Meanwhile, based on the slice-specific keys protection mechanism, security mechanism differentiation for network slices could be easily achieved, according various slice security requirement 
3.3.3	Network Domain Security Isolation



Network domain security for IP based protocols (NDP/IP) is developed in 3GPP to protect network domain IP based control planes (control signalling on selected interfaces between network elements). The network domain security does not extend to the user plane.The IPsec protocols shall be used at the network layer. 
A central concept introduced is “security domain”, within which the same level of security and usage of security services will be typical. The security domains typically coincide with operator borders. The border between the security domains is protected by Security Gateways (SEGs), handling communication over the Za-interface, as shown in the figure above. 
The Za-interface covers all NDS/IP traffic between security domains. The SEGs use IKEv2 to negotiate, establish and maintain a secure tunnel between them. Public Key Infrastructure (PKI) is used to support the establishment of IPsec connections. Each security domain has at least one SEG CA, NE CA. After finishing the required preliminary certificate management operations, the operators configure their SEGs for SEG-SEG connection, and the SAs are established for communications. 
Within the same security domain, Zb-interface is defined between SEGs and NEs and between NEs. The Zb-interface is implemented in tunnel mode and IKE. During secure connection establishment, each NE or SEG has to verify the validity of its peer's certificate. 
Although NDS is not developed for security isolation between slices, it is not impossible to make modifications in order to serve this purpose. However, there seems to be big challenges to overcome, e.g. complexity, cost, slice security and security differentiation etc. For example, one may propose each slice has its own encrypted NDS connection between gNB and the core network. One effect of this is the increase in the number of NDS connections between RAN and CN. The security weakness of this method is that slice isolation can be compromised in gNB. 
An efficient NDS based solution is yet to be seen to address the issues. It shall be compared to the counter parts apple-by-apple should one such solution appears. 
3.4	Conclusions
Based on the analysis above, the following is stated: 
· The platform based solutions are necessary and may provide both resource isolation and traffic flow isolation. 
· Isolation in communications is indispensible on top of the platform isolation. 
· The cryptographic approach based on slice-specific keys is a direct extension of current LTE systems and can be integrated easily into the 5G architecture, as being defined in 3GPP SA2.  
· Adapting network domain seurity to slice isolation may have big challenges to overcome. 

4	Detailed proposal
According to the above discussions, the following companion pCRs are proposed for approval: 
Agreement set 1: (S3-170712)
· Slice specific NAS keys shall be supported 
Agreement set 2: (S3-170713)
· Different slices may use different authentication methods, 
· A slice may have different types of credentials, e.g., IMSI or certification. 
· AUSF/ARPF may be specific for a set of slices.
· UE may negotiate with Network or slice for security policies, including encryption algorithms, integrity protection algorithms, the lengths of keys, and the key expiration period etc
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