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1	Decision/action requested
It is proposed to approve the following proposal.
2	References
[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
[2]       3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[3]       3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
3	Rationale
Since the security protection of user traffic on the air interface is needed for NextGen system, this proposal is proposed to add the user plane keys in figure Figure 5.1.4.9.2.2-1 and the corresponding identified description to achieve this security objective. 
Moreover, the termination point of NAS traffic should be aligned with SA2’s progress and the user plane termination point should be aligned with SA3’s agreement as well, therefore, change the two Editor’s notes into Note. In other words, if the two critical issues are determined, the Editor’s note can be removed. The last change is to clarify that the key derivation function inputs are not covered in the figure 5.1.4.9.2.2-1 yet. 
4	Detailed proposal
**** Beginning of change ****
[bookmark: _Toc467572810][bookmark: _Toc475605492][bookmark: _Toc475606967][bookmark: _Toc475608441]5.1.4.9.2.2 	Key hierarchy
In this section, a key hierarchy is proposed, according to solution #1.5 and #3.3, in order to addressing the security requirements from key issue #1.3, #1.4 (user plane protection), and #3.4 (security context sharing).
Several principles are listed as followed:
-	A common node (i.e. AUSF) should be used for the unified authentication and unified security context for different access technologies.
-	Control plane and user plane should be protected separately.
-	User plane protection mechanism should be based on the sessions between UE and UP-GW.
-	NAS security protection should be applied between the UE and NAS entry function. NAS entry function should maintain prioritized security algorithms list for NAS signalling protection.
According to the above principles, a key hierarchy is given in the following figure 5.1.4.X.2.2-2. Also the descriptions of the keys involved in the key hierarchy are as follows.
-	K: the root key or subscription credential shared by USIM and ARPF.
-	CK/IK: the cipher key and integrity key, derived from the root key, and shared by USIM and ARPF, compatible with the legacy key hierarchy, such as LTE, or UMTS.
-	KNG: The next generation key (similar to the KASME in LTE), derived from CK/IK, and shared by UE, ARPF and authentication unit (AUSF/SEAF).
Keys for CP protection:
-	KNAS: NAS signalling protection key, derived from the KNG, generated individually by UE and SEAF, and could be used to generate the NAS signalling encryption key and NAS signalling integrity protection key.
According to the above SA2 solution, NAS entry function is a different network function element from SEAF. Also, according to the above principle, NAS security protection should be applied between the UE and NAS entry function. Therefore, the NAS entry function should generate the NAS encryption and integrity protection key based on the NAS key KNAS received from SEAF.
-	KNASenc: the NAS encryption key, used for NAS signalling confidentiality protection.
-	KNASint: the NAS integrity protection key, used for the NAS signalling integrity protection.
-	KANCP: AN signalling protection key, derived from the KNG, and generated individually by UE and AN, could be used to generate the AN signalling encryption key KRRCenc and AN signalling integrity protection key KRRCint.
NOTE: AN protection should support heterogeneous access, e.g. next generation access, Wifi access. 
-	KRRCenc: the AN encryption key, used for AS signalling confidentiality protection.
-	KRRCint: the AN integrity protection key, used for the AS signalling integrity protection.
Keys for UP protection:
-    Kupenc: the key which shall only be used for the confidentiality protection of UP traffic with a particular encryption algorithm. It is derived by UE and gNB from the KAN.
-    Kupint: the key which shall only be used for the integrity protection of UP traffic with a particular integrity algorithm. It can be derived by UE and gNB from the KAN.
-	KUP: a user plane protection root key for the user plane protection.
NOTE: 	KUP could be derived directly from KNG. For the 3rd party service protection, KUP derivation may also relate to the 3rd party service credential (Service authentication).
-	Ksession1-enc: a session confidentiality protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.
-	Ksession1-int: a session integrity protection key, which is derived from KUP, is used for the UP protection between UE and UP-GW.
One UE could have multiple PDU sessions according to its services. According to solution #1.5, the session protection is managed by one SM, and the keys for these sessions are derived from the key KUP.
Editor’s NoteNOTE: details on the kKey derivation function inputs are FFSnot covered in this figure.
Editor’s NoteNOTE: Terminating NAS traffic should be aligned with SA2.
Editor’s Note: It’s ffs whether the following key hierarchy should be needed.




Figure 5.1.4.9.2.2-1: Key hierarchy architecture
NOTE:Editor’s Note: It is ffs if this User plane keys should be aligned with the agreement of UP security termination point.key hierarchy will address the case of terminating UP security in AN, and if yes, how that is solved in this solution.
**** End of change ****
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