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1
Decision/action requested

It is proposed to approve the following proposal.
2
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3
Rationale

In the legacy system, confidentiality and integrity of data transmitted over radio air interface depends on the session keys derived in the authentication, which further depends on the authentication vectors derived from root key kept in the USIM card and HSS. The risks of root keys/authentication vector being disclosed have been discussed in KI #2.1 and #KI 3.2, which may cause large scale passive listening attack over user data. Therefore, a few solutions, e.g. solution 2.2, 2.6 and 3.1, have propose that 5G system shall include Diffie-Hellamn procedure to enhance the forward secrecy of session keys. 

Therefore, in this contribution, we suggest that Diffie-Hellman protocol shall be included in the 5G system to enhance the forward secrecy of keys.
4
Detailed proposal
E.2.2 Questions and Agreements for Key Issue #2.2 reducing the impact of secret key leakage

E 2.2.0 Questions in other clauses affecting this key issue

KI #2.1 and #KI 3.2

E.2.2.1 Support D-H to reduce the impact of secret key leakage.

E.2.2.1.1 Description of Question

Question: Shall the 5G network support D-H protocol to reduce the impact of secret key leakage? 

E.2.2.1.2 Interim Agreement

D-H protocol is mandated to support and optional to use in the NexGen System.
