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Agenda Item:
5.1.1    Security architecture
1
Introduction
This contribution adds interim agreement to clause E.1.9 “Questions and Interim Agreements for Key Issue #1.9”, which is related to AN-CN control plane.
Sensitive information (e.g., keys for RRC protection) is expected to be transferred in AN-CN control plane, so security protection is needed for AN-CN control plane.

In case that AN-CN control plane is terminated in a gNB without protocol split, IPsec as specified in TS 33.401 for eNB shall also be supported by gNB. The use of IPsec is optional.   
2
Proposal
It is proposed to approve below pCR. 

**********************Begin of changes********************************
E.1.9 
Questions and Interim Agreements for Key Issue #1.9

E.1.9.0 Questions in other clauses affecting this key issue

tba
E.1.9.1 Security features for the AN-CN control plane
E.1.9.1.1 Description of Question

Question: What security features are mandatory to support / use on the N2 interface? 

E.1.9.1.2 Interim Agreement

IPsec mechanism as specified in TS 33.401 [31] for S1 interface is optional to be used for N2 interface.

The gNB without protocol split shall support IPsec mechanisms as specified in TS 33.401 [31].

The gNB without protocol split is optional to support certificate enrolment procedure as specified in TS 33.310 [37]. 

*********************************End of changes*******************************
