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Abstract of the contribution: There are government agencies, critical infrastructure, and commercial applications (e.g., financial, medical, pharmacutical) that require 256-bit key cryptographic protection to secure confidentiality and integrity of classified or confidential information. This discussion paper proposes development of a Study or Work Item on the addition of functionality to support the use of 256-bit keys for 5G.
While this discussion paper focuses on 5G, a similar discussion paper, with its focus on EPS, was presented at SA3#68 in S3-120667, back in 2012.
Introduction
There are government agencies, critical infrastructure, and commercial applications (e.g., financial, medical, pharmacutical) that require 256-bit key cryptographic protection to secure confidentiality and integrity of classified or confidential information. In 2012 the NSA issued CNSSP-15, which was a memo on cryptography requirements that applied to all national security systems (NSS) and would have to be implemented by October 2015.  Most of the cryptographic algorithms required were standardized and together they were known as “Suite B”.  Suite B was part of the NSA Cryptographic Interoperability Strategy (CIS), developed to improve information sharing within the United States and with coalition partners.  Open standards and the use of strong public algorithms provide interoperability and allow for the possibility of release to coalition partners or state and local governments.  Among other things, Suite B required that TOP SECRET (TS) information be encrypted with elliptic curve-based algorithms for key establishment and digital signature (ECDH with P-384 and ECDSA with P-384, respectively).

During this time, advances in the field of quantum computing were becoming more common.  Quantum computing poses a particular threat to PKI algorithms, which are used for key establishment and digital signature.  Though there are currently no standardized quantum-resistant encryption algorithms, the NSA expects that there will be within the next decade.  When these algorithms do become standardized, the NSA intends to issue an update to their cryptography guidelines to require the implementation of such standards, which will impose a new development burden on NSS developers.  Therefore, the NSA updated their CNSSP-15 in August 2015 from Suite B algorithms to the Commercial National Security Algorithm Suite (CNSAS).  CNSAS includes those Suite B algorithms that were rated for TS information as well as two legacy PKI algorithms (RSA and Diffie-Hellman) with a larger key size than was previously required.  The legacy algorithms were included to reduce the burden on NSS developers in the near-term so that it will be easier to comply with anticipated future requirements.

Though the NSA previously had lower key size requirements for protecting SECRET information than they did for Top Secret information, their latest CNSSP-15 memo, Committee on National Security Systems (CNSS) Advisory Memorandum Information Assurance 02-15, July 2015 expands the policy issued CNSSP-15, and calls for a single set of requirements to protect all classified or confidential information.  It is within this context of the latest NSA cryptography guidance that improvements in 5G Secuirty, compared to the 3GPP EPS Security (i.e., key size) must be made in order for 5G to be used for NSS and Critical Infrastructure applications in the USA. 
What is needed?
· Need to include in the 5G Security standard cryptographic algorithms supporting 256-bit keys (e.g., AES).  

· To get full 256-bit cryptographic strength there is a need to update the size of the shared secret K on the USIM.  Currently K is only 128 bits long.  Increasing the size of K also implies that the algorithms used on the USIM (e.g., MILENAGE) need to be modified to take the longer key into account.   

 

Coexistence of 128 and 256 keys and algorithms
· UE capabilities of 128 and 256-bit key support need to be clearly communicated and negotiated with serving RAN.

· Cross-RAN capabilities need to be coordinated.

· Intra-MME variations of the eNB capabilities must be coordinated, and be aligned with maximum MME capability. 
· All these scenarios would need to be investigated, and solutions defined. While it sounds like a lot, it is doable and not too difficult at least from standards perspective. A similar coexistence is specified in current specs for 64 vs. 128 keys. 
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Recommendation

A Study Item and/or Work Item should be created for the addition of functionality to support the use of 256-bit cryptographic keys.
