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Abstract of the contribution: EPS currently allows certain messages to be transmitted over the air interface in the clear between the UE and the network before authentication completion and security is enabled, which opens security vulnerabilities.  With PKI certificates in both UE and eNB, those messages can be protected to mitigate many security vulnerabilities.  The proposed use cases are primarily for private, closed networks.
Summary
EPS currently allows certain messages to be transmitted over the air interface in the clear between the UE and the eNB before authentication completion and security is enabled.  Among these are RRC connection establishment messages that include the UE’s capabilities, as well as the UE’s attach request that in some cases contains its IMSI.  There are two security risks here:

1. UE-specific information is exposed to an attacker before any security is established.

2. Any non-authenticated device can establish an RRC connection to the eNB and send an attach request to the core network, creating (D)DOS vulnerability.

The proposed solution is to use PKI infrastructure to enable authentication and security between the UE and the eNB before any other (e.g., NAS or AS) messages are exchanged.  One of possible solutions might include provisions for each eNB to have stored certificates for all authorized UEs, and each UE to have the eNB’s certificate.  Naturally, such architecture would be difficult to scale to the size of a commercial network.  Instead, the particular deployment scenario for which this technology is most appropriate is a private, closed network with a manageable number of UEs and eNBs.  For a network of such limited size and scope, maintaining certificates would likely be much simpler to provision and maintain.
The following are two example use cases that could benefit from certificate-based security architecture:

1. Municipal wireless services for public safety: Some municipalities with sufficiently dense populations are deploying both wireline and wireless network infrastructure to benefit their local government and their community.  Having municipal LTE service for government use provides a path for ending their dependence on Land Mobile Radio (LMR) and to enable more sophisticated services relying on increased security deployed in limited use case.
2. Industrial setting with connected devices: Small-scale Critical Infrastructure/IoT scenarios where all devices are managed by the same owner could benefit from simpler secure authentication management.  Furthermore, it is likely that devices in a scenario like this would be transmitting sensitive/proprietary information, whether business related or otherwise.  It’s important to secure sensitive/proprietary information with the extra measures allowed by PKI-based security.
This second use case has already been actualized for industrial IoT in a trial network launched by GE, Nokia, and Qualcomm.  The trial network showcases how a private LTE network can provide reliable high-performance wireless services for an industrial environment where wireless connectivity is otherwise not available.  PKI-based authentication can enhance this scenario by providing added security and simpler access management.
Recommendation

A Work Item Description (WID) should be created for the study of requirements and functionality to support the use of PKI in special use cases to protect AS/NAS messages that are currently unprotected.
