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Abstract of the contribution:  This contribution describes solutions for remote credential provisioning IoT Device using existing attach procedure with the device certificate.
1
Introduction
 Internet of Things (IoT) is an important use case for next generation networks. It will enable usage scenarios like home automation (including, security, convenience, energy packages), industry automation, smart cities with low power devices (i.e., a battery life of several years), can be easily installed and operated in challenging coverage conditions e.g. indoors and basements. These devices cannot access the 3GPP network without subscription credentials. Deployment of devices cannot be geo-specific and will have challenges to provide geo-specific credentials or provisioning information during the manufacturing time.

In order to perform remote credential provisioning of these IoT devics while there is no 3GPP subscription credentials within the device, this solution proposes an initial attach procedure enabling secure connection between the UE and a 3GPP network. Once the secure connection is established, the UE can perform remote provisioning procedure between the UE and a Core Network to provision 3GPP subscription credentials within the UE.
Proposed solution works using existing standard defined method of attach procedure. There are no new protocols needs to be defined or invented. Solution uses two step attach process. First initial attach is used to establish a trust relationship using certificates and master key is generated. In the second step, which is same as 3GPP attach procedure, the master key is used for normal 3GPP attach procedure.

2
Proposed Solution
***************Start of Changes****************

5.12.4 Solutions
5.12.4. Z Solution #12.z: Remote credential provisioning – using Attach Procedure
5.12.4. Z.1 Overview 
Internet of Things (IoT) is an important use case for next generation networks. It will enable usage scenarios like home automation (including, security, convenience, energy packages), industry automation, smart cities with low power devices (i.e., a battery life of several years), can be easily installed and operated in challenging coverage conditions e.g. indoors and basements. These devices cannot access the 3GPP network without subscription credentials. Deployment of devices cannot be geo-specific and will have challenges to provide geo-specific credentials or provisioning information during the manufacturing time.

To perform remote credential provisioning of these IoT devices while there are no 3GPP subscription credentials within the device, this solution proposes modified initial attach procedure enabling a secure connection between the UE and a 3GPP network. Once the secure connection is established, the UE can perform remote provisioning procedure between the UE and a Core Network to provision 3GPP subscription credentials within the UE.

5.12.4. Z.2 Solution Details.
The following pre-conditions are assumed:

1) The device is configured with appropriate Device & Security Configuration by the device manufacturer.  Device Information includes Device Model, Serial number, manufacturer ID, etc.  Device Security information includes public/private pair burned the manufacturing time and URL to a website containing the certificate chain for this device. 

2) The Core Network provider has a business relationship and agreement with Certificate Authority/Provider.  As part of this business agreement, a secure connection(s) is established between the cellular network and the Certificate Authority.  IoT Device will send the initial attach request to this Core network for credential provisioning.
Figure 5.12.4.z.2-1 shows high-level steps.
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Figure 5.12.4.z.2-1: Credentials provisioning using Attach Procedure
1. When the device is turned on, it performs network discovery to find available NextGen Networks. The device may use a pre-configured policy to select a NextGen core network. The certificate URL is sent from the IoT Device to the Core Network Function in Initial Attach request. The URL also includes a unique identifier for this device – e.g., www.NextGenCertAuthority.com/DeviceID=xxxx.

2. AUSF functionality identifies the new service type in the Initial Attach Request message and sends a message to the certificate authority including a request for device’s security context and certificate. Core network obtains the device certificate for this certificate URL from the Certification Authority. Core network verifies the certificate. 
i. The verification steps include verifying the chain of certificates all the way up to the root, verifying that the root is a trusted CA for this operator and verifying that the certificate is valid, meaning not expired and issued for the purpose for which it is used. The received device certification may also include additional information about the device such as device serial number, manufacturer ID, etc.
3. Authentication Server Function derives a Master Key (hereafter it is referred to as Ki) for this device a subscription profile includes the Ki and any other necessary information for the device to connect to the operator’s network. Then it encrypts the derived key and subscription profile with the device’s public key (hereafter it is referred to encrypted Ki). 

4. The AUSF issues an Attach Reject message to the device but also including the encrypted version of Ki concatenated along with Nonce1 and other parameters in the message. 
5. At the end of this phase, the device has all the subscription credentials to start a normal attach and connect to the network. 
5.12.4. Z.3
Evaluation 

NOTE 1: 
The liability implications are an agreement between the operator and the provider of the certification authority; it is a business decision and not a security issue. In real life, cross-certification or a business decision to trust a certain CA always goes via lawyers on both sides. It is in those negotiations that the liability issues are dealt with and agreed.
NOTE 2: Proposed solution works using existing standard defined method of attach procedure. There are no new protocols needs to be defined or invented with Minimal impact to initial attach procedure.
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