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Discussion
This paper proposes a solution for key issue 2.11 “Increasing home control in roaming situations” and key issue 3.1 “Interception of radio interface keys sent between operator entities”.
pCR
******************************************************************************************************
**  Following text are totally new                                                                                        **

***************************************** Start of change ******************************************
5.2.4.x
Solution #2.x: EPS Authentication with hiding keys assisted by UE
5.2.4.x.1
Introduction

This solution addresses key issue #2.11 “Increasing home control in roaming situations” and key issue #3.1 “Interception of radio interface keys sent between operator entities”. The solution intends to protect keys in AVs sent from AUSF to SEAF, and increase home control. The solution can be called as EPS AKA+.

5.2.4.x.2
Solution details
5.2.4.x.2.1
Distribution of authentication data from ARPF to SEAF
Following figure 5.2.4.x.2.1-1 shows the procedure for distribution of authentication data from ARPF to SEAF:
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Figure 5.2.4.x.2.1-1 Distribution of authentication data from ARPF to SEAF
Step 1: The SEAF sends Authentication Data Request (IMSI[, PubKSEAF]) message to the AUSF/ARPF. The PubKSEAF is a public key of the SEAF, which is optional and used for asymmetric cryptography.
Step 2: The AUSF requests authentication vectors from ARPF and sends Authentication Data Response (AVs) message to the SEAF. Each AV includes AUTN, RAND, EKNG, and a SIGNG. The EKNG is encrypted KNG, the KNG is a CN key per NG-UE. The SIGNG is used to verify the KNG and PubKSEAF if used.
If PubKSEAF is not received, the EKNG and the SIGNG are as following, in which “⊕” means exclusive-OR, I() means signature operation:

EKNG0 = XRES256⊕KNG
SIGNG = I(KNG, XRES64)

EKNG = EKNG0

Note1:
The length of KNG and XRES256 are 256-bit, but the length of legacy XRES (or RES) is 64-bit (XRES64 or RES64), so XRES64 (or RES64) needs to be expanded. An easy way is to concatenates the XRES64 (or RES64) with cyclic shift 4 times.

If PubKSEAF is received, the EKNG and the SIGNG are as following, in which “||” means concatenation, E() means asymmetric encryption:

EKNG = E(PubKSEAF, EKNG0)

SIGNG = I(KNG, XRES64 || PubKSEAF)

If the SEAF sends PubKSEAF to the AUSF/ARPF, then the SEAF decrypts EKNG(s) in the received AVs using private key, to get EKNG0(s).
Note2:
Without protection by PubKSEAF, if an attacker intercepts the link between AUSF and SEAF, it can not know the keys in the AVs, except it also intercepts the link between NG-UE and SEAF and correlates the two parts. That is very difficult but still possible, and using asymmetric cryptography can prevent the double interception.

5.2.4.x.2.2
NAS AKA and AN key delivery procedure
Following figure 5.2.4.x.2.2-1 shows the NAS AKA procedure for UE accessing to network:
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Figure 5.2.4.x.2.2-1 NAS AKA and AN key delivery procedure

Step 1: The SEAF chooses an available AV for authenticating the NG-UE, and sends User Authentication Request (AUTN, RAND, KSING) message to the NG-UE. The KSING is the indication of the used AV.
Step 2: The NG-UE sends User Authentication Response (RES64) message to the SEAF.
Step 3: The SEAF expands RES64 to RES256, and gets expected KNG (XKNG) as following:

XKNG = RES256⊕EKNG0

If the SEAF does not send PubKSEAF to the AUSF/ARPF, then the SEAF calculates a XSIGNG as following:

XSIGNG = I(XKNG, RES64)

Otherwise, the SEAF calculates XSIGNG as following:

XSIGNG = I(XKNG, RES64 || PubKSEAF)

The SEAF compares the XSIGNG with the SIGNG in the AV. If they are equal, then the XKNG is the KNG. Otherwise the AV is illegal, and the SEAF can use other available AV to re-authenticate the NG-UE, or discard all the stored AVs and ask AUSF/ARPF to re-distribute new AVs.

5.2.4.x.2.3
Update Location
Following figure 5.2.4.x.2.3-1 shows the Update Location procedure:
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Figure 5.2.4.x.2.3-1 Update Location
Step 1: The AMF sends Update Location Request (IMSI, KSING, token) message to the UDM. The key (e.g. key for AMF - KAMF) for generating the token is derived from the key in the AV (e.g. KNG). The KSING indicates the KNG that derives the key for token generation. The input for generating the token can be, e.g., IMSI and KAMF. The token is used to verify the message, if the verification is success, then the UDM can know that the UE is authenticated successful recently.

When the NG-UE moves and the AMF changed, the key for token generation shall be changed, so that the new AMF can not use old key to generate the token for the Update Location Request message. In order to change the key, source AMF shall deliver a new key to the target AMF, or target AMF shall perform UE authentication procedure to get a new key, and then the target AMF can use the new key to derive the key for token generation.

5.2.4.x.3
Evaluation

The advantages of the solution are as follows:

A. Keys delivered to the SEAF is encrypted and verifiable.

B. No global CA or global public key management entity needed.

C. The support of asymmetric cryptography is optional for network.

D. One authentication data request can still get multiple AVs.

E. No additional message needed for core and RAN.

F. No impact to UE.

G. UE does not need to support asymmetric cryptography.

H. Fraudulent SEAF can not get keys from the AUSF without authenticating the UE, which helps the HPLMN to control the authentication.

**************************************************** End of change ************************************************
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