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1	Decision/action requested
NAS messages for different slices should be protected by different NAS keys (or slice-specific CP keys), in order to achieve the security isolution of slices in control plane. The call flow and procedure for the key derivation and distribution shall be defined.
2	References
(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)
[1]	3GPP TR 23.799 V14.0.0 (2016-12) Study on Architecture for Next Generation System 
3	Rationale
In [1], it has been agreed that “A UE may access multiple slices simultaneously via a single RAN. In such case, those slices share some control plane functions, e.g. AMF”. On the other hand, SMF is slice-specific and “AMF and SMF functions should be standardized as separate functions with standardized interactions NAS” and “SM messages are routed by AMF”. In other words, SMF is a slice-specfic function and NAS messages for different slices should be protected by different NAS keys (or slice-specific CP keys), in order to achieve the security isolution of slices in control plane, in addition to the user-plane slice isolation.
4	Detailed proposal
[bookmark: _Toc467572817]It is proposed to approve the following changes for inclusion in TR 33.899 
pCR	
*** BEGIN CHANGES ***
[bookmark: _Toc467573564]5.8.4.z	Solution #8.z: Slice-specific NAS keys
[bookmark: _Toc450799742][bookmark: _Toc452622511][bookmark: _Toc452659605][bookmark: _Toc452660018][bookmark: _Toc452660437][bookmark: _Toc452662585][bookmark: _Toc452966696][bookmark: _Toc452967113][bookmark: _Toc452967527][bookmark: _Toc452967940][bookmark: _Toc452970249][bookmark: _Toc457918390][bookmark: _Toc457919461][bookmark: _Toc467573565]Editor’s note: It is ffs whether there will be a single security termination point for NAS messages, cf. S3-162047. If so, then this solution will not apply
5.8.4.z.1	Introduction  
This solution addresses the key issue #8.1: Security isolation of network slices. If one slice is compromised, it should not negatively impact the performance and security of any other network slices. If it is possible to access one slice from another slice, then this access may be utilized to launch attacks.  Isolation between slices is the basic requirement of network slicing, especially when a single NG-UE is accessing more than one slice. 
In 3GPP TR 23.799 V14.0.0 (2016-12), it has been agreed that “A UE may access multiple slices simultaneously via a single RAN. In such case, those slices share some control plane functions, e.g. AMF”. On the other hand, SMF is slice-specific and “AMF and SMF functions should be standardized as separate functions with standardized interactions NAS” and “SM messages are routed by AMF”. In short, SMF is a slice-specfic function and the NAS messages should be protected by different NAS keys (or slice-specific CP keys). 
This solution achieves the security isolution of slices in control plane, in addition to the user-plane slice isolation. 
[bookmark: _Toc450799743][bookmark: _Toc452622512][bookmark: _Toc452659606][bookmark: _Toc452660019][bookmark: _Toc452660438][bookmark: _Toc452662586][bookmark: _Toc452966697][bookmark: _Toc452967114][bookmark: _Toc452967528][bookmark: _Toc452967941][bookmark: _Toc452970250][bookmark: _Toc457918391][bookmark: _Toc457919462][bookmark: _Toc467573566]5.8.4.z.2	Solution details  
[bookmark: _Toc450799744][bookmark: _Toc452622513][bookmark: _Toc452659607][bookmark: _Toc452660020][bookmark: _Toc452660439][bookmark: _Toc452662587][bookmark: _Toc452966698][bookmark: _Toc452967115][bookmark: _Toc452967529][bookmark: _Toc452967942][bookmark: _Toc452970251][bookmark: _Toc457918392][bookmark: _Toc457919463][bookmark: _Toc467573567]Slice-specific CP (or slice-specific NAS) keys shall be defined. In addition, slice-specific NAS keys shall be distributed by SEAF, instead of AMF, independent of the physical locations of AMF and SEAF.
Figure 5.8.4.z.2-1 shows a call flow and steps for the slice-specific NAS key derivation and distribution, where SEAF and AMF are assumed to be co-located:

5.8.4.z.2-1: Call flow for slice-specific NAS key derivation and distribution

1. After mutual authentication between UE and CN (SEAF or slices), K_SEAF is generated and UE is allocated with slice IDs for all slices to access, e.g., Slc-ID1…Slc-IDN
2. SEAF genearates AMF keys (common CP NF or CCNF)
3. SEAF derives all slice-specific NAS keys KCP-S1… KCP-SN, with slice IDs (e.g. in Step 1) as inputs to the key derivation functions (KDF). The inputs may also contain slice-specific CP (or NAS) algorithm type (e.g. NAS-Slc), algorithm ID (Alg-ID), RAND etc. SEAF sends inputs to AMF (not shown as it is assumed co-location of SEAF and AMF)
4. SEAF sends slice-specific NAS keys (e.g. KCP-S1… KCP-SN) to SMFn, corresponding to slice n, respectively. SMF may return acknowledgement messages (not shown). 
5. AMF sends parameters for deriving AMF keys (or CCNF keys) to UE (through AN)
6. AMF sends parameters for deriving slice-specific NAS keys (e.g. Slc-ID1…Slc-IDN  and NAS-Slc) to UE (through AN)
7. UE derives AMF/CCNF keys, with parameters received at step 5
8. UE derives slice-specific NAS keys, with pararmeters received at step 6 (e.g. KDF(KSEAF,Slc-ID1, NAS-Slc, Alg-ID) for slice n’s)
5.8.4.z.3	Evaluation 
*** END OF CHANGES ***
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