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***
BEGIN CHANGES
***

5.4.3.x

Key issue #4.x: Changing AS security keys on-the-fly
5.4.3.x.1
Key issue details

In LTE systems, the security keys used for the protection of the radio interface communication are known as access stratum (AS) keys. The clause 7.2.9 of the 3GPP TS 33.401 describes the mechanism in LTE systems for changing the LTE AS keys on-the-fly. The change of LTE AS keys on-the-fly is accomplished using a procedure based on intra-cell handover (HO), shown in Figure 5.4.3.x.1-1. 

The LTE intra-cell HO procedure is logically an X2 HO procedure where both the source eNB and the target eNB are the same. The eNB instructs the UE to perform HO by sending the RRC Connection Reconfiguration message (described in 3GPP TS 36.331). The UE detaches from the eNB and again performs RACH procedure (described in 3GPP TS 36.321) with the same eNB. After the completion of the RACH procedure, the UE confirms the completion of the HO by sending RRC Connection Reconfiguration Complete message (described in 3GPP TS 36.331) to the eNB.
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Figure 5.4.3.x.1-1: LTE intra-cell / intra-eNB HO that is also used for changing keys on-the-fly.
The main motivation of using this RACH procedure in this case is to synchronize the key-change between the UE and the eNB. In other words, the UE and the eNB use the old AS keys for all signalling and data transmissions prior to the RACH procedure, and the new AS keys for all signalling and data transmissions after the RACH procedure. Doing so means that the UE and the eNB need to flush or clear any data currently stored in RLC/MAC transmit/receive buffers at the time of the RACH procedure, so that this data can be sent/resent from the PDCP layer using the new key. 

Security awareness is one of the increasing trends in society as reflected by the high expectations on the security in Next Generation systems. This is will not only drive continuous improvements in security standards but will also motivate for enforcing better security practises and stricter security policies, e.g. increasing the refresh frequency of security keys.. Furthermore, the number and the types of devices served by Next Generation systems is expected to dramatically increase. This implies that the consumption of radio resources because of additional RACH-like procedures for each key-change will get worse. Finally, the Next Generation systems are expected to support services with very strict performance requirements, e.g. low latency or high reliability, which clearly will benefit from avoiding undertaking unnecessary RACH-like procedures and RLC/MAC buffer flushes.

Therefore, for the Next Generation systems, it is desirable to analyse potential enhancements to existing mechanism of changing AS keys on-the-fly. 
5.4.3.x.2
Security threats 

-
In absence of efficient mechanism of changing AS keys on-the-fly, if the AS security keys are not refreshed (to save radio resource or to improve latency), the confidentiality and integrity of the AS messages could be compromised.

5.4.3.x.3
Potential security requirements

-
The NextGen RAN should have efficient mechanism (e.g., in terms of radio resource and latency) to change the AS keys on-the-fly.
*** END OF CHANGES ***
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