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Abstract of the contribution:

The way forward with the authentication framework was discussed at SA3 conf call#11. This pCR proposes a question for agreement. 
1. Introduction

We first ask whether a variant of the AKA authentication protocol shall be supported for primary authentication. We assume this is a foregone conclusion due to the very widespread support of AKA today. Nevertheless, a corresponding question is formulated below. 

Variants of the AKA protocol under discussion in TR 33.899 include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’. If it is agreed that at least one variant of AKA needs to be supported next question is which variant(s) of AKA shall be supported.

For access over non-3GPP access networks, only one of the EAP variants is possible. For 5G phase 1, EAP authentication is carried inside IKEv2. Both EAP-AKA and EAP-AKA’ are candidates. EAP-AKA’ may have the advantage that it may allow getting rid of the requirement for server certificates, cf. EN in solution 3.4.

For over 5G NR access, Nokia is in favour of supporting both EAP-AKA’ and EPS AKA / EPS AKA* in the unified way described in solution 2.7, which was proposed by Nokia. Reasons include: 

· 5G NR access is likely to carry much more traffic than non-3GPP access, so efficiency considerations matter. 

· EPS AKA is more efficient than EAP-AKA or EAP-AKA’ in terms of roundtrips, computation and load on the AUSF / HSS. 
· EPS AKA* provides increased home control, but the home operator can decide, for which roaming partners increased home control is needed. 
· As the part of the traffic requiring increased home control due to an increased risk of roaming fraud is expected to be quite small this means that most of the authentication traffic can enjoy the efficiency advantages of EPS AKA, while protection against roaming fraud is still provided. 
· Providing support for EPS AKA and EPS AKA* allows a smooth transition for operators from its current base towards 5G.

· The key issue requirements contain “EPS AKA shall be supported for accessing to LTE network either during initial access or via mobility events”.

2. pCR

All text here is new, hence no revision marks are used.

----------------------- start of pCR to TR 33.899, v060 -----------------------

X.2.1 Questions and Agreements for Key Issue #2.1 Authentication Framework

X.2.1.0 Questions in other clauses affecting this key issue

tba
X.2.1.1 Support for AKA and its variants for primary authentication
X.2.1.1.1 Description of Question

Question: shall the 5G network support a variant of the AKA authentication protocol for primary authentication? If so, which variant or variants shall be supported? Variants of the AKA protocol under discussion include EPS AKA, EPS AKA*, EAP-AKA, EAP-AKA’, EAP-AKA*. 

In answering this question, the aspects of serving network authentication, efficiency, and increased home control shall be explicitly taken into account. 
X.2.1.1.2 Agreement

tba
----------------------- end of pCR to TR 33.899, v060 -----------------------

