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Abstract of the contribution: Clause 7 is about Subscription Privacy.  This pCR adds evaluation to individual solutions in that clause, and some overall conclusions.
Some changes in this revised version following offline feedback from a few companies, on the topics of (a) how much value is added by the pseudonym aspect of solution #7.3, (b) denial of service risks in solution #7.3, (c) the differences between variants in solution #7.13.
Rather than renumbering most of the proposed text change sections, we insert “text proposal 2½” between the second and third proposals.
1. Introduction

Clause 7 of TR 33.899 contains 16 candidate solutions, many of which cover similar areas.  Comparative evaluations and conclusions are needed, and we aim to provide some of that here.  The contribution is structured as follows:

· In clause 2, we comment on individual solutions and draw some comparisons.

· In clause 3, we discuss conclusions.

· In clause 4, we propose changes to individual solution evaluation clauses in TR 33.899, based on the discussion in clause 2.

· In clause 5, we propose changes to the overall conclusions clause within clause 7 of TR 33.899.
2. Analysis of individual privacy solutions
Solution #7.1: UE can request an update of temporary identifier

This seems quite easy to do, and useful.  But it only helps to protect against attacks based on protracted use of temporary identifiers – it does nothing to protect against IMSI catching.

Solution #7.2: UE encrypts permanent identifier sent to network

This would be effective at concealing long term identifiers, but needs a PKI with each network having a key pair, and UEs being able to obtain the public keys.  There are practical suggestions (shared with solution #4.1) for how to manage this, but it’s clearly not simple.  See the overall conclusions at the end of this clause for a recommendation about public key based solutions in general.
Solution #7.3: Concealing permanent or long-term subscriber identifier by using pseudonyms and public key encryption

This solution combines two ideas:
· Core idea: on initial attach, the IMSI is encrypted to a home network public key.
· Enhancement: because an encrypted IMSI will be longer than a regular IMSI, subsequent IMSI-type attaches use a shorted “IMSI pseudonym” (again sent to the home network, which immediately provides a new IMSI pseudonym to use next time).
This is effective at concealing the IMSI from any false serving network or from any eavesdropper.  It requires the UE only to have a public key for the home network, rather than for any serving network (c.f. solution #7.2), which is clearly much easier to achieve.
Most of the time, temporary identifiers are used on the radio interface; sending IMSIs (or encrypted IMSIs, or IMSI pseudonyms) should be quite rare.  The “IMSI pseudonym” enhancement mentioned above may therefore not add much value in practice, compared to the extra complexity it introduces; just using the core idea of encrypting IMSIs may be a better trade-off.
Some concerns have been expressed about denial of service attacks against the HSS, by spoof uplink messages that make the HSS decrypt lots of fake encrypted IMSIs.  It’s already true in principle in 2G/3G/4G that an attacker sending spoof messages could try to cause heavy load at an HSS, but this is not something that has been observed in practice; asymmetric decryption is more intensive than symmetric crypto, however, so in that respect the risk could increase somewhat.  It is unclear how serious this risk is in practice, or whether an HSS could mitigate the risk (if this sort of attack ever materialises in practice) by throttling requests coming from a particular visited network node.
Note that solution #2.12 (MASA) also includes encryption of the IMSI to a home network public key on initial attach.
Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)

This solution uses pseudonyms in a similar way to solution #7.3.  One difference is that this solution only uses pseudonyms – there is no encrypted-IMSI on first attach.  (The UE is pre-provisioned with an initial pseudonym to allow this.)

An inelegant complication in this solution is that the next pseudonym is both computed by the AUSF and sent to the UE and computed directly by the UE.  It is not at all clear that this adds value: if the UE needs to generate it, then that should be enough on its own.

It is also not clear that this solution can recover from a complete loss of pseudonyms (as observed in an Editor’s Note: “Dealing with the failure cases, e.g the HSS losing PMSIs, without revealing IMSI is FFS”).

In short, this solution aims to achieve the same benefits as solution #7.3 without the need sometimes to send an encrypted IMSI, but by doing so it loses robustness.  We prefer solution #7.3.
Solution #7.5: Effective generation of temporary or short-term identifiers using channel estimation

This solution uses physical layer properties as input to the generation of new temporary identifiers, after secure communication is already established.  We cannot currently see any advantage in this approach compared to a cryptographic solution (either cryptographically generating temporary identifiers, or cryptographically communicating / sharing temporary identifiers). However, if protection of temporary identifiers is a Phase 2 issue then this proposal could be reassessed then.
Solution #7.6: Parameters for Refreshing of temporary subscription identifier

This isn’t a solution in itself, but rather some input to possible requirements on solutions (suggesting how parameters could be defined).

Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN

Solutions such as #7.3 and #7.4 (and also #2.12) use either IMSI encryption or a pseudonym, in such a way that the serving network might not naturally be able to see the real IMSI.  This solution simply adds that the home network should send the real IMSI to the serving network after successful authentication (whether that authentication is done by the home network based on real IMSI, or by the serving network based on a pseudonym).

The objective is to meet LI requirements (not yet captured in the TR, but assumed) that the serving network needs to know IMSI so that it can intercept based on IMSI, when a warrant exists.  Although this requirement may not be clearly stated, we believe that it is correct, and this solution straightforwardly meets the requirement.

Note that solution #7.3 already incorporates this solution, at least as an option.

A note says “FFS whether this solution meats VPLMN non-assistance requirements.”  We are confident that that it does meet such requirements.  At the home network, there is no difference between the treatment of subscribers who are interception targets and the treatment of those who are not.  The home network already clearly plays a big role in authenticating and identifying users; this solution does not change that.  (If the concern is that a home network might lie about the IMSI, we do not believe that the standards are the right place to address that concern.  Today, if a particular home network deliberately offered an anonymity service to its users, e.g. based on a frequently changing IMSI, that would be technically possible, and nothing in the standards would prevent it.)  We therefore propose to delete this note.  If SA3-LI does believe that there are still concerns here, then it should raise them.
Solution #7.8: Opportunistic encryption for IMSI exchange

This solution clearly only protects against passive eavesdropping on permanent identifiers.  There’s a suggestion at the end that integrity protection could be applied to the key negotiation messages, but that misses the point of opportunistic encryption (if you had enough of a security association in place to do this integrity protection, you could do “proper” non-opportunistic encryption instead).
Solution #7.9 Adding the Diffie-Hellman key exchange process to the attach procedure

At first glance, this is just a particular case of solution #7.8 (where two examples are given of how to do opportunistic encryption: one is with a DH-like key exchange, and the other is using physical layer security).

But on closer inspection there’s an important improvement in solution #7.9: the session key established after authentication is based on the DH output.  That means that an attacker who has carried out a MITM attack on the DH exchange has to carry on being an active MITM, or else the session will fail.  This makes it noticeably harder to carry out a MITM attack without detection.  (It’s rather similar in this respect to solution #2.2.)
Solution #7.10: Applying DHIES to the attach procedure

This is largely identical to solution #7.2.  Solution #7.2 recommends the use of ECIES encryption; solution #7.10 talks about DHIES, but explains that ECIES is the elliptic curve equivalent.  Like solution #7.2, this solution needs a PKI so that the UE can verify the network’s public DH input.
Other differences in solution #7.10 are:

· Use of a hash challenge to make DoS attacks require more work.  (The same idea appears in solution #7.9.  We suggest that this should be seen as a solution component in its own right, which could be applied generally to attach request protocols if DoS is feared.)

· Again as in solution #7.9, the session key is derived from the DH output.  This is OK, but seems less important here because the DH exchange is authenticated (at least in the more important direction: the network’s DH input is authenticated).  Nevertheless, it also helps a little to mitigate the risk from long-term key leakage (like solution #2.2).

Solution #7.11: Protect the Permanent or Long Term User Identity with Public Key Technologies

Like solution #7.2, but using identity-based crypto instead of regular public key.  It’s not clear why this would be better, and the key management seems impractical (it seems that every possible visited network needs identity-based keys from every possible home network).

Solution #7.12: Mechanisms of Pseudo-IMSI for hiding long-term identifier

This is presented as a variant on solutions #7.3 and #7.4, although in some respects it just seems to use different terminology for the same thing.
The most important difference is that, in this solution, the new pseudonym is computed from the RAND contained in an authentication vector (and from the long term shared secret key K).  This seems to introduce significant problems, because the HSS will not know which authentication vector the UE has most recently consumed; the solution acknowledges this, but the mechanisms to deal with it are messy, and (as with solution #7.4) prone to a loss of synchronisation, from which the recovery mechanism is unclear.
Solution #7.13: Refreshing CN short-term subscriber identifiers

This simply makes it mandatory to update temporary identifiers on certain triggers, rather than leaving it down to (sometimes lax) visited network operator policy.  That seems like a good thing in principle, although there might be some circumstances (e.g. battery constrained devices) where different policy would be preferred.

Variant A has the new identifier generated automatically.  The text notes that collisions (two devices generating the same identifier) need to be avoided, but doesn’t say how to do that.  Variant B is simpler (network assigns the new identifier) but that means a little more data that needs to be transferred in signalling.

Solution #7.14: Privacy protection of permanent or long-term subscription identifier using ABE

This talks about using (the more flexible) Attribute Based Encryption but in practice it only really seems to be using Identity Based Encryption.  The key management seems distinctly problematic (but in a different way to solution #7.11).  This one has a single, global, never-to-be-changed public key, and hence a single global issuer of private keys to networks; revocation is clearly essential in a system like that, but there’s no good explanation of how that would be done.  For some reason that is not well explained, the entire set of network private keys that will ever be needed is to be generated in advance.

Solution #7.15: Encrypting IMSI based on Elliptic Curve Integrated Encryption Scheme (ECIES)

This does not add anything fundamentally new to solution #7.3 (if IMSI is encrypted to the home network) or #7.2 (if IMSI is encrypted to the serving network).  It just goes into a little more detail about how ECIES could be configured and used.
Solution #7.16:  Mechanism for temporary identifier assignment

This just says that, if the network assigns new temporary identifiers, then the UE should check that they really are changing, i.e. that it isn’t just being given the same identifier as before.  (The same point is already made in solutions #7.3 and #7.13; here it’s just pulled out as a modular feature.)  We suggest that it is sufficient to have the UE check the new temporary identifier against the previous one, not against the previous two or more – the hypothetical risk of a visited network alternating between two temporary identifiers, or cycling through a small set of temporary identifiers, seems low in practice.
3. Discussion of conclusions
The use of solutions based on (serving) network public keys – for all issues, not just privacy, and whether using traditional PKI or identity or attribute based – needs to be considered as a whole, and a decision taken about whether or not to proceed.  There are multiple potential benefits, with solutions making use of network public keys in clauses 2, 3, 4 and 7.  But clearly there are challenges in doing it properly, whatever type of public key approach is taken.

If serving network public keys are going to be used at all, then it makes sense to use them for privacy (as per solution #7.2), encrypting identifiers sent from UE to serving network.

If serving network public keys are NOT going to be used, then a solution like #7.3, where the permanent identifier is encrypted all the way through to the home network, seems most robust.  For the sake of LI, the permanent identifier may need to be sent from home network to visited network (solution #7.7).  We do not believe that this creates an LI “non-assistance requirement” problem (if SA3-LI thinks otherwise, it should say so).

If we don’t use serving network public keys then #7.8 and #7.9 provide less comprehensive protection than #7.3.  (If a serious problem were identified with #7.3, though, then they are better than nothing – and #7.9 is better than #7.8 because of the way that it ties the Diffie-Hellman output into the session key.)

Measures to protect against lax visited network policy: we believe that #7.1, #7.13 and #7.16 could all usefully be adopted.  If a really powerful instantiation of #7.13 is adopted then #7.1 may not be needed.
The hash challenge idea from #7.10 should be considered when other details of the solution are decided.  Rather than having the use of this mechanism and the number of challenges fixed, we propose that this should be broadcast by the network, so that it can be tuned based on real risk (are people trying to do these DoS attacks?).  Note that there would need to be an upper limit on the possible size of the hash challenge, to prevent a false network creating DoS on UEs by setting them impossibly long problems.
4. Text proposal for individual solutions
We go through each solution in turn, either proposing new text or explaining why new text is not needed.  for each solution, refer back to the corresponding analysis in clause 2 of this pCR.
Solution #7.1: UE can request an update of temporary identifier

~ ~ ~ Start of first text proposal ~ ~ ~
5.7.4.1.3
Evaluation 

This solution partially addresses Key Issue #7.1.  It helps to protect against attacks based on protracted use of temporary identifiers, but does nothing to protect against IMSI catching.  The network should, in any case, update temporary identifiers "often enough".  But if that frequency is left to the individual network operator, as it has been in the past, then some operators may configure temporary identifiers to be updated very rarely.  This solution allows the UE to take at least some action to improve matters in such circumstances. 

If, in fact, a NextGen solution is adopted that ensures a suitably high frequency of refresh (e.g. a "highly tuned" instantiation of Solution #7.13), then Solution #7.1 will add little value.

The solution is, necessarily, described only at a rather high level, because the detail depends on other choices about what sort of temporary identifiers are used and which network nodes are involved in assigning them.  Nevertheless, it seems very likely that this solution will be achievable and applicable, no matter what choices are made.

~ ~ ~ End of first text proposal ~ ~ ~
Solution #7.2: UE encrypts permanent identifier sent to network

~ ~ ~ Start of second text proposal ~ ~ ~
5.7.4.2.3
Evaluation 

This would be effective at concealing long term identifiers, but needs a PKI with each network having a key pair, and UEs being able to obtain the public keys.  There are practical suggestions (shared with solution #4.1) for how to manage this, but it's clearly not simple.  
~ ~ ~ End of second text proposal ~ ~ ~
Solution #7.3: Concealing permanent or long-term subscriber identifier by using pseudonyms and public key encryption

The existing evaluation clause already covers all the main points that we made in clause 2 of this pCR.

~ ~ ~ Start of text proposal 2½ ~ ~ ~
5.7.4.3.3
Evaluation 

The solution has the following properties:

-
The UE only needs to store one public key associated with the home PLMN. This is significantly different than requiring the UE to store the public key of all potential serving PLMNs it may roam into, or having to distribute those keys when needed. There is no need for a global PKI. Instead the home PLMN operator can configure or revoke its public key in the UE, e.g., using OTA. 

-
The encryption needs to be randomized, but that does not constitute a serious problem, since most or all existing public key encryption schemes are randomized.
-
Because of public key encryption, the IMSIEncincreases the size of the attach message. However, the solution rarely uses the IMSIEnc, i.e. only when IMSIPseudo does not exist or is out-of-sync.

-
The UE verifies that the same IMSIPseudo is not assigned to it all the time. 
-
The solution is compatible both when the authentication of the UE is done at the home PLMN or at the serving PLMN.

The solution addresses all the three requirements of the key issue #7.3 and is effective in concealing the long-term identifier from any passive or active attacker anywhere on the path between the UE and the serving PLMN’s core network, including IMSI-catchers, untrusted or compromised network entities. 
Most of the time, temporary identifiers are used on the radio interface; sending IMSIs (or encrypted IMSIs, or IMSI pseudonyms) should be quite rare.  The pseudo-IMSI element of this solution (which is designed to reduce bandwidth demand) may therefore not add much value in practice, compared to the extra complexity it introduces; just using the core idea of encrypting IMSIs may be a better trade-off.
Some concerns have been expressed about denial of service attacks against the HSS, by spoof uplink messages that make the HSS decrypt lots of fake encrypted IMSIs.  It is already true in principle in 2G/3G/4G that an attacker sending spoof messages could try to cause heavy load at an HSS, but this is not something that has been observed in practice; asymmetric decryption is more intensive than symmetric crypto, however, so in that respect the risk could increase somewhat.  It is unclear how serious this risk is in practice, or whether an HSS could mitigate the risk (if this sort of attack ever materialises in practice) by throttling requests coming from a particular visited network node.

~ ~ ~ End of text proposal 2½ ~ ~ ~
Solution #7.4: Privacy enhanced Mobile Subscription identifier (PMSI)

~ ~ ~ Start of third text proposal ~ ~ ~
5.7.4.4.4
Evaluation 

If the authentication procedure fails for some reason, the solution proposes that the UE attaches to the network using the same PMSI that was used for the previous failed attach. However, by using the same PMSI, an attacker may be able to correlate pseudonyms and thus, compromise privacy. It is always a trade-off whether to have new signalling messages or whether to add new functionality in UE and AU. This solution proposes that CP-CN/AU forwards the encrypted PMSI to the UE in the NAS authentication request message. Thus, there is a need to specify a new NAS messages.
An inelegant complication in this solution is that the next pseudonym is both computed by the AUSF and sent to the UE and computed directly by the UE.  It is not at all clear that this adds value: if the UE needs to generate it, then that should be enough on its own.

It is not clear that this solution can recover from a complete loss of pseudonyms.  This solution aims to achieve the same benefits as Solution #7.3 without the need sometimes to send an encrypted IMSI, but by doing so it loses some robustness.
~ ~ ~ End of third text proposal ~ ~ ~
Solution #7.5: Effective generation of temporary or short-term identifiers using channel estimation

~ ~ ~ Start of fourth text proposal ~ ~ ~
5.7.4.5.3
Evaluation 

The solution presented here has the following properties:

· The method reuses the computation of channel estimation that is done for other purposes (equalization, link adaptation, etc.) and thus does not require the implementation of new particular techniques.

· The channel estimation is unpredictable for an attacker. Indeed, with spatial decorrelation, an eavesdropper cannot observe the same channel and thus cannot compute the temporary identifier itself.

Editor's note: The unpredictability of the channel estimation is ffs 
· From one or more temporary identifiers, it is not possible for an unauthorized party to identify the corresponding permanent identifier as specified in 5.7.3.4.3. Indeed, the process does not rely on the permanent identifier. 

· From one or more temporary identifiers, it is not possible for an unauthorized party to predict the next temporary identifier as specified in 5.7.3.4.3 and 5.7.3.7.3. The computation of the next temporary identifier is based only on the channel estimation that is unpredictable and changes after only few seconds due to spatial and time decorrelation. 

· The method can be combined with other techniques that need to be randomized. It enables to use a simple generation process by the depositary completed by a random source from the channel.

· The method can be used both for any kind of temporary or short-term identifier (for subscriber, device, etc).

Editor's note: : It remains to be demonstrated that there is any advantage in this approach compared to a cryptographic solution (either cryptographically generating temporary identifiers, or cryptographically communicating / sharing temporary identifiers).

Editor's note: It is ffs to show how this method improves the refreshment of the temporary identifiers.

Editor's note: How to deal with mobility issue at the NAS level is ffs

~ ~ ~ End of fourth text proposal ~ ~ ~
Solution #7.6: Parameters for Refreshing of temporary subscription identifier

~ ~ ~ Start of fifth text proposal ~ ~ ~
5.7.4.6.3
Evaluation
This is not a solution in itself, but rather some input to possible requirements on solutions (suggesting how parameters could be defined).
~ ~ ~ End of fifth text proposal ~ ~ ~
Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN

~ ~ ~ Start of sixth text proposal ~ ~ ~
5.7.4.7
Solution #7.7: Revealing permanent or long-term subscriber identifier to a serving PLMN

Editor’s Note:
 The requirements on LI in NextGen are FFS or at least need to be confirmed by SA1 or SA3-LI.


~ ~ ~ End of sixth text proposal ~ ~ ~
~ ~ ~ Start of seventh text proposal ~ ~ ~
5.7.4.7.3
Evaluation 
This solution clearly meets the (presumed) LI requirement that the serving network needs to know IMSI, so that it can intercept based on IMSI (when there is a suitable warrant or other entitlement to intercept that subscriber).
-
The authentication of the UE can be done either at the home PLMN or at the serving PLMN.-

-
When the authentication is done at the home PLMN, proxied by a serving PLMN, it is implicitly indicated that the UE is present at the serving PLMN.

-
When the authentication is done at the serving PLMN, the home PLMN can hold the serving PLMN accountable in case of false claims on the presence of the UE at the serving PLMN.
-
The long-term identifier is known to the serving PLMN’s core network only after the UE has successfully completed the authentication.
~ ~ ~ End of seventh text proposal ~ ~ ~
Solution #7.8: Opportunistic encryption for IMSI exchange

~ ~ ~ Start of eighth text proposal ~ ~ ~
5.7.4.8.3
Evaluation 

This method provides a protection of the radio air interface and prevents passive eavesdropper from catching IMSI. Besides, it protects from advanced eavesdropping that has network access as it protects the HPLMN’s routing information (eg. MCC and MNC part of the IMSI).

The method does not rely on a prior distribution of keys since they are computed on the fly by the UE and the gNB. Several variants can be implemented depending on UE capabilities.

Moreover, this computed key could be further used in other security mechanisms (new attach procedure or integrity control). 

Besides, the proposed solution could also be extended to protect GUTI/TMSI exchanges in order to prevent tracking based on these identifiers.

Another advantage is that since this protection is being solely achieved in the serving network, it allows being fully compliant with serving/home network regulatory policies.

However, this method can be sensitive to some man-in-the-middle or false network attack because transmission is unauthenticated during the key negotiation procedure..
~ ~ ~ End of eighth text proposal ~ ~ ~
Solution #7.9 Adding the Diffie-Hellman key exchange process to the attach procedure

The existing evaluation clause already covers all the main points that we made in clause 2 of this pCR.

Solution #7.10: Applying DHIES to the attach procedure

The existing evaluation clause already covers all the main points specific to this solution that we made in clause 2 of this pCR.

Solution #7.11: Protect the Permanent or Long Term User Identity with Public Key Technologies

~ ~ ~ Start of ninth text proposal ~ ~ ~
5.7.4.11.3
Evaluation
Solution #7.2 uses regular PKI; this solution uses identity-based cryptography instead.  It is not clear, though, why this would be better.

The key management in this solution seems impractical (it seems that every possible visited network needs identity-based keys from every possible home network).
~ ~ ~ End of ninth text proposal ~ ~ ~
Solution #7.12: Mechanisms of Pseudo-IMSI for hiding long-term identifier

~ ~ ~ Start of tenth text proposal ~ ~ ~
5.7.4.12.3
Evaluation

This solution does not rely on public key crypto, thus computational effort and message size can be kept low. 

P-IMSI is computed from a root key (K), a randomizer RAND, and a constant MSINASSOC. Semantically the procedure is different to solution #7.3 and #7.4, but the result has same math properties. 

MSPNNEXT is computed from the K and MSPNASSOC which are not known to the serving system. The RAND, of course, is known, but cannot allow the serving system to precompute the next MSPN. Therefore, concealment of next expected value from SN is given and correlation of pseudonym is not possible.

Implementation effort can be kept low. NAS message can be used without major changes. The solution uses a traditional size of the identity element, which is 15 decimal digits for the P-IMSI.

Confirmation of usage of the correct values in UE and HSS derived from RAND can be achieved implicitly, when next P-IMSI is received by HSS. UE and HSS do not need to synchronize explicitly. 
The fact that RAND is an input to the pseudonym computation introduces significant problems, because the HSS will not know which authentication vector the UE has most recently consumed.  The mechanisms to deal with this problem are rather complex, and it is not clear that it would always be possible to recover from a loss of synchronisation.
~ ~ ~ End of tenth text proposal ~ ~ ~
Solution #7.13: Refreshing CN short-term subscriber identifiers

~ ~ ~ Start of eleventh text proposal ~ ~ ~
5.7.4.13.3
Evaluation 

Editor’s Note:
LTE standard allows changing GUTI, but this is an optional feature and up to the operator policy. One solution is to mandate in NextGen to change GUTI at each TAU accept, attach accept, etc. The advantage of using the proposed variants A and B is FFS.
Making it mandatory to update temporary identifiers on certain triggers, rather than leaving it down to (sometimes lax) visited network operator policy, is generally beneficial, although there might be some circumstances (e.g. battery constrained devices) where different policy would be preferred.
Variant-A changes the short-term identifier per a variable calculation. Therefore, if the NGC does not perform the same calculation, it will not recognize the UE on the next communication between the two, degrading the performance of the NGC. This provides an incentive to adhere to stricter implementation and privacy configuration policy in the NGC.  Variant-A also has a risk of collisions (two devices generating the same identifier); no mechanism is so far proposed to avoid this.
In Variant-B, the NGC may chose not to renew the short-term identifier. Doing so would result in degraded service for the UEs, since the UEs check whether they are allocated a new short-term identifier or nor.  Variant-B involves more signalling than Variant-A, but avoids the collision problem.  Variant B avoids the collision problem, at the expense of a little more data to be transferred in signalling (this can probably be absorbed into existing signalling messages, rather than requiring dedicated new messages).

One could argue that there may be an incentive for UE manufactures not to implement the self-crippling functions. To provide also them with an incentive to implement the UEs in a privacy conscious fashion, it could be added as a feature that is configurable via the UE's user interface. 
~ ~ ~ End of eleventh text proposal ~ ~ ~
Solution #7.14: Privacy protection of permanent or long-term subscription identifier using ABE

The editor’s note in the evaluation clause (5.7.4.14.3) captures the main concerns expressed about this solution in clause 2 of this pCR: “Editor's Note:
It is FFS to clarify what kind of other infrastructure, if not PKI, is required to handle revocation and addition of new authorized entities, and if it is feasible to do so.”
Solution #7.15: Encrypting IMSI based on Elliptic Curve Integrated Encryption Scheme (ECIES)

The existing evaluation clause already covers all the main points that we made in clause 2 of this pCR.

Solution #7.16:  Mechanism for temporary identifier assignment

~ ~ ~ Start of twelfth text proposal ~ ~ ~
5.7.4.16.3
Evaluation 

The temporary identifiers are supposed to be used in clear-text over the air and the whole purpose of using the temporary identifier is so that the subscription behind the temporary identifier is not identifiable. 

It should be carefully noted that predicting a temporary identifier and identifying the subscription behind the predicted temporary identifier are two different things. While identifying the subscription behind the temporary identifier is clearly a privacy issue, just predicting a temporary identifier that cannot be linked to any subscription is not a privacy issue. 

For example, consider that it becomes mandatory to reassign GUTI after every TAU procedure. In order to make minimal changes to the existing implementation, if some networks send the same old GUTI back to the UE, the GUTI can be linked to the same subscription and therefore becomes a privacy issue. However, if the UE makes sure that the newly assigned GUTI is not the same as the old GUTI, then it becomes unfeasible for an attacker to link the two GUTIs together even if as simple as a counter is used to generate next GUTI. The reason is explained next. 

In terms of LTE, the GUTI is unique per subscription in the MME and typically one MME may handle hundreds of eNBs and several millions UEs. The two consequent GUTIs assigned by the MME might end up in eNBs or UEs geographically very far from each other. Therefore, first of all, it is physically unfeasible for an attacker to record all the GUTIs covered by the MME, in order to be able to predict the next GUTI. Second, even if the attacker may predict the next GUTI, it is unfeasible to link it to any particular UE when there are more than one UE in the area. Note that if there is only one UE in the area, then no matter how random the next GUTI is, all the GUTIs point to the same UE anyway. The attack becomes even more unfeasible in case of IMSIPseudo because the IMSIPseudo is unique per subscription in the HSS, and the HSS covers the whole PLMN.

It also seems unnecessary to impose any other complexity, e.g. good random, for the temporary identifier generator. For example, when something like a hash function is used with some UE specific and freshness parameter, it is possible but not practical for the network to know in advance what value is generated next. The network needs to verify that the newly generated value is not already assigned to another UE. If the value is already assigned, the network must generate another value and again perform the verification. This process needs to be repeated until an unused value is generated. Such a process, while being possible, is not practical because as the number of currently assigned values increase, the chance of generating an unassigned value decreases. It means that the time for generating new temporary identifiers increases for every new assignment.
Therefore, it seems necessary and sufficient to assure that a newly assigned temporary is not the same as the old temporary identifier. It is probably sufficient to have the UE check the new temporary identifier against the previous one, not against the previous two or more – the hypothetical risk of a visited network alternating between two temporary identifiers, or cycling through a small set of temporary identifiers, seems low in practice.
The solution addresses both the requirements in the key issue #7.4.
The solution is also an enabler for the solutions that address the key issue #7.1 "Refreshing of temporary subscriber identifier".
~ ~ ~ End of twelfth text proposal ~ ~ ~
5. Text proposal for conclusions of clause 7

~ ~ ~ Start of thirteenth text proposal ~ ~ ~
5.7.5
Conclusions 

Editor’s note: This clause will contain the evaluation between the solutions, and the conclusions made by SA3.
The use of solutions based on (serving) network public keys – for all issues, not just privacy, and whether using traditional PKI or identity or attribute based – needs to be considered as a whole, and a decision taken about whether or not to proceed.  There are multiple potential benefits, with solutions making use of network public keys in clauses 2, 3, 4 and 7.  But clearly there are challenges in doing it properly, whatever type of public key approach is taken.

If serving network public keys are going to be used at all, then it makes sense to use them for privacy (as per solution #7.2), encrypting identifiers sent from UE to serving network.

If serving network public keys are NOT going to be used, then:

-
A solution like #7.3, where the permanent identifier is encrypted all the way through to the home network, seems most robust (although the possible DoS risk, from an attacker making an HSS decrypt lots of fake IMSIs, may need further analysis)
.
-
For the sake of LI, the permanent identifier may need to be sent from home network to visited network (solution #7.7).
-
Solutions #7.8 and #7.9 provide less comprehensive protection than #7.3.  (If a serious problem were identified with #7.3, though, then they are better than nothing – and #7.9 is better than #7.8 because of the way that it ties the Diffie-Hellman output into the session key.)

Measures to protect against lax visited network policy: Solutions #7.1, #7.13 and #7.16 could all usefully be adopted.  If a really powerful instantiation of #7.13 is adopted then #7.1 may not be needed.

The hash challenge idea from Solution #7.10 should be considered when other details of the solution are decided.  Rather than having the use of this mechanism and the number of challenges fixed, this should be broadcast by the network, so that it can be tuned based on real risk (are people trying to carry out these DoS attacks?).  Note that there would need to be an upper limit on the possible size of the hash challenge, to prevent a false network creating DoS on UEs by setting them impossibly long problems.
Editor’s note: The hash challenge proposal mentioned in the previous paragraph should be pulled out as a separate solution.
~ ~ ~ End of thirteenth text proposal ~ ~ ~
�New in revised pCR


�New text in the revised version of this pCR, replacing an earlier proposal that read “Variant-B involves more signalling than Variant-A, but avoids the collision problem.”


    This clarifies the point that Variant B needs more signalling BITS than Variant A, but probably not more signalling MESSAGES than variant A.
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