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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7]Abstract of the contribution: This pCR identifies the need to mitigate the linkability attack when using the AKA protocol. The related security threats and potential security requirements are given.  
Introduction 
This contribution identifies that the linkability attack on the AKA protocol is possible due to the different error message sent in case of authentication failure.  Such weakness should be overcome in the Next Gen in order to to keep user privacy for the confidentiality of user location. 
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***	BEGIN OF THE FIRST CHANGE	***
[bookmark: OLE_LINK201][bookmark: OLE_LINK202]5.7.3.x 	Key Issue #7.x:  User location confidentiality 
5.7.3.x.1 	Key issue details
The AKA (Authentication and Key Agreement) protocol plays a critical role in the security architecture for its twofold functions:   one is mutual authentication between UE and the network, the other is the establishment of the shared session key between UE and the network. EPS AKA is a minor improvement to the UMTS AKA by including the network identifier SNid in generating the intermediate key KASME  .  Considering the unified authentication framework, EAP AKA’ might be a candidate authentication protocol used in 5G.   EAP AKA’ works following the EAP framework by using EPS AKA as the authentication method. In case of authentication failure, three protocols ( UMTS AKA, EPS AKA, EAP AKA’) send the error messages from UE to the network， including  MAC failure ( UE fails to verify MAC) or Synch failure ( the sequence number is not within the correct range) .    That would violate user location confidentiality, which is defined as “the property that the presence or the arrival of a user in a certain area cannot be determined by eavesdropping on the radio access link” in TS 33.102.
5.7.3.x.2 	Security threats
As demonstrated in [1], the UMTS AKA protocol suffers from the linkability attack because two different error messages(MAC failure, Synch failure)  in case of authentication failure may be sent from UE to the network. To detect the presence of a UE, an active attacker captures one UE’s legitimate authentication request message containing a pair of (RAND, AUTN) and binds it with that UE. In this attacker doesn’t need to get UE’s IMSI/MSISDN. The attacker replays such authentication request message containing the pair (RAND, AUTN) that has captured before. The adversary can distinguish any mobile station from the one the authentication request was originally sent to according to the type of error message. If the adversary receives a Synch failure message, he/she can ascertain the presence of the UE in a particular area. This breaches the user location confidentiality.  EPS AKA and EAP AKA’ are subjected to the linkability attack like UMTS AKA because they inherit the error messages ( MAC failure, Synch failure) from UMTS AKA.  
5.7.3.x.3	Potential security requirements
It should be possible to preserve location privacy to prevent active attacks.. 
***	END OF THE FIRST CHANGES	***

