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1
Decision/action requested

We propose the conclusion of V2X UE authorization in TR 33.885, based on SA2 work and current solutions of SA3 study.
2
References

To the rapporteur: draft TR reference is included according to the guide from tdoc template, but obviously it should not be added to the draft TR itself.
[x]
3GPP TR 33.885: "Study on Security Aspect for LTE support of V2X Services". V0.5.0

[9]
3GPP TS 23.303: "Proximity-based Services (ProSe); Stage 2".
[11]
3GPP TS 23.285: "Architecture enhancements for V2X services, stage 2".
3
Rationale

Requirements on authorization of UE for LTE V2X are addressed in Key issue #2, #5, and #9, to name a few. According to subclause 5.2.1 of TS 23.285 [11], LTE V2X reuses authorization of UE specified in ProSe (clause 5.2.1 of TS 23.303 [9]) for V2X communications. All the subscription information required for LTE V2X authorization are located in HSS, and it is provided to MME and V2X Control Function in HPLMN. MME further shares this information (e.g. allowed PLMNS for V2X communications over PC5 communication) to eNB, so eNB can check authorization status of UE for V2X communication, and schedule radio resource for the UE over PC5. Additional information may be provisioned to the UE for the use of V2X communications over LTE-Uu reference point (clause 4.4.1.2 of TS 23.285 [11]), e.g. PLMNs in which the UE is authorized to use MBMS based V2X communication. Besides, there seems no 3GPP defined V2X service, unlike in ProSe, where authorization security is necessary for ProSe direct discovery for example. Certainly, all the authorization assumes authentication of UE, which might depend on V2X UE privacy solutions.

In this context, we propose to conclude that LTE V2X UE authorization, does not need additional security other than ones specified in TS 23.285 [11] and the impact by V2X UE privacy solutions will be specified in normative phase.

4
Detailed proposal

It is proposed to add the following change in 7. Conclusion of TR 33.885 [x].
*** Change Proposal ***

7.y Agreement on V2X UE authorization security

V2X UE authorization is specified in TS 23.285 [11] and is based on UE authorization of ProSe. This is based on subscription information in HSS, and there is no need for additional authorization security, because there are no other specific V2X services defined (e.g. ProSe direct discovery).
*** End of Change Proposal ***

