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1
Decision/action requested

This contribution proposes some conclusion for the V2X TR.
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Rationale

The current version of TR 33.885 [1] there are several interim working agreements included. This contribution proposes to update these interim agreements and conclude on the basis for normative work for several areas. A companion contribution (S3-170288 [3]) proposes some text for a V2X TS to capture these agreements.
There is nothing unique about the V2X architecture that suggests the need to use different method for security between network elements than has bene chosen for other cases, e.g. for ProSe or the Tsp interface. The only difference has from ProSe that the V2 interface has been left out of scope of 3GPP by SA2, so SA3 need to decide whether security for this interface is left in or out of scope. Hence it is proposed to make the interim agreement in 7.3 into a conclusion.

The V3 is a typical configuration interface that carries OMA DM traffic. This is similar to the PC3 interface in ProSe and hence it proposed that the same security mechanisms as were used in TS 33.303 [2] for PC3 are used. Hence it is proposed that the interim agreement that V3 can be secured using PC3 like mechanisms be turned into the corresponding conclusion for the normative work. 
For protecting the V2X application data, the TR contains two basic proposals, one is to leave the security to specifications that have been created by other SDOs and the other is to specify some security for the PC5 interface. We believe that the former method should be chosen as the solution, because many V2X applications involve several players and getting the interaction between this correct will be difficult. Several of these solutions from other SDOs have been tested/piloted and shown to be working even at scale. 
On the other hand, providing security only at the PC5 layer means that the application would need to rely on different security (e.g. one developed in a different SDO) if the application wanted to use both Uu and PC5 depending on the network coverage or was solely deployed over Uu. It also seems wrong to have the modem controlling the security for possibly multiple application on a UE that may require different keys to protect each one or that have different security requirements. This approach would require a secure interface between the application and the modem to ensure that the modem was only signing data from the correct application for example. For the above reasons, we propose that the conclusion on application security be to specify nothing in 3GPP and rely on the work of other SDOs.
At the last meeting SA3 sent and LS to SA2/CT1 about changing the IP address and PC5 source address in PC5 messages at the same time as higher layer identifiers to address the privacy protection of the user. This provides privacy protection for PC5 transmissions as it ensures that the layers below the application do not leak more information on the UE beyond what is leaked by the application layer (e.g. the application may require to know that several transmission all come from the same vehicle to be able to estimate where the vehicle is going). Hence it is proposed that the solution (described in solution 6.13 of the TR) becomes the basis of the normative work for privacy of the PC5 transmissions. 
4
Detailed proposal

It is proposed that the below pCR is agreed for inclusion in TR 33.885
****** Start of Changes *****

7
Conclusion


7.1
Conclusion on V2X communication security

The security requirements applicable to V2X communications—namely authorization verification, integrity and replay protection, confidentiality -- are all satisfied by employing application-layer security as defined in other SDOs.   

LTE V2X does not mandate V2X communication data confidentiality over PC5, and it may be provided at the application layer (i.e. out of 3GPP scope).
It is concluded that the will be no normative solution specified for V2X communication security.
7.2 
Conclusion on V3 interface security

The normative solution for the V3 interface should be based on the PC3 interface, as in TS 33.303[12] clause 5.3. Namely, for configuration transfer to the UICC, use UICC OTA mechanisms, for data transfer initiated from the UE use GBA with TLS-PSK mechanisms, and for data transfer initiated by the V2X Control Function use GBA Push mechanisms when there is no secure connection.

7.3 
Conclusion on the security between network entities

The normative solution for the security for V2X interfaces should be based on the solutions specified in 6.4 and 6.10 (security between network entities part).
7.4 
Conclusion for privacy of PC5 data transmission 
The normative solution for PC5 data transmission should be based on the solution specified in 6.13.
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