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Abstract of the contribution:

There is an EN in clause 5.2.1.2 “The need for a standardized interface between AUSF and ARPF depends on SA3 and SA2 decision”. We propose that such an interface shall be defined for the case of EAP-AKA and EAP-AKA’. In this case, the interface description shall be modelled after SWx, the interface between 3GPP AAA server and HSS defined in TS 23.402. For other authentication protocols, no split for authentication functionality will be standardized. 
1. Introduction
The EN in clause 5.2.1.2 reads: 
“Editor's note: The need for a standardized interface between AUSF and ARPF depends on SA3 and SA2 decision”.
Furthermore, for solution #2.9, we have an EN on the same issue, but with more detailed questions: 

“Editor's note: The information exchanged between EAP server (AUSF in serving network) and ARPF, possibly via an AUSF in the home network acting as a passthrough, would have to be standardised. But currently no such interface exists, except for EAP-AKA' where it is SWx and home network-internal. It would have to be defined by 3GPP for each EAP method separately as the information exchanged would be EAP method specific. It is ffs whether this is desirable or even feasible as 3GPP may not want to provide a full list of allowed EAP methods for NextGen.”

SA2 Meeting #118bis in Jan 2017 agreed S2-170686 for inclusion in TS 23.501. We can infer the following from this agreed document: 

· The APRF is realized as part of the UDM function. 

· There is indeed in interface between AUSF and UDM, namely N13.

· There is an Editor’s Note saying that SA2 is waiting for progress in SA3.

It cannot be expected that SA2 will provide the security details for N13, in particular, SA2 will not answer the detailed questions in the EN for solution #2.9 regarding N13. This is SA3’s job. 
The SA2 discussions were such that, for AKA-based authentication, the authentication part of N13 was to be modelled after SWx, the interface between 3GPP AAA server and HSS defined in TS 23.402, while, for non-AKA based authentication, the assumption seems to have been that AUSF and ARPF are co-located or, at least, no standardized interface would be required. 
It is suggested that SA3 decides to adopt this approach as reflected in the pCR below. 
2. pCR

----------------------- start of pCR to TR 33.899, v060 -----------------------

5.2.1.2
Authentication-related functions

In the following, four authentication-related functions in the core network are defined: 

-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)The interaction of all four functions is required to provide authentication between the NG-UE and the NG 3GPP network. 

Authentication Credential Repository and Processing Function (ARPF)

This function stores the long-term security credentials used in authentication and executes any cryptographic algorithms that use the long-term security credentials as input. It also stores the (security-related part of the) subscriber profile. The ARPF shall reside in a secure environment in an operator’s Home Network or a 3rd party system, which is not exposed to unauthorized physical access. The ARPF interacts with the AUSF.

Examples:
-
Long term-security credentials include shared permanent secrets such as the key K in EPS AKA or EAP-AKA as well as public / private key pairs e.g in EAP-TLS.

-
In the case of AKA-based authentication (EPS AKA or EAP-AKA or EAP-AKA’), the ARPF generates the authentication vectors. The 4G-equivalent of the reference point between ARPF and AUSF in EPS would be SWx for non-3GPP access to the EPC, while it would be undefined for 3GPP access to the EPC as it would be HSS-internal.
Editor's Note: It is ffs whether authentication methods based on public-key mechanisms will be used in NextGen. 

Editor's Note: It is ffs whether the secure environment, in which the ARPF resides, shall be required to be tamper-resistant.  

Authentication Server Function (AUSF) 

An authentication function that interacts with the ARPF and terminates requests from the SEAF. The AUSF shall reside in a secure environment in an operator’s network or a 3rd party system, which is not exposed to unauthorized physical access. In SA2’s architecture in TS 23.501, the ARPF is part of the UDM.
An interface between AUSF and UDM, namely N13, is defined in TS 23.501 for retrieving subscriber profile information. Regarding a split for authentication functionality, an interface between AUSF and ARPF shall be defined for the case of EAP-AKA and EAP-AKA’. In this case, the interface description shall be modelled after SWx, the interface between 3GPP AAA server and HSS defined in TS 23.402. For other authentication protocols, no split for authentication functionality will be standardized in 5G phase 1. 

NOTE: RFCs for EAP methods generally describe the role of the EAP server, without distinguishing between the roles of AUSF and ARPF as described in the present document.


Examples: 

-
In the case of EAP-based authentication, the AUSF performs the function of the EAP server. In the case of EPS AKA, the AUSF is part of the functions that today are performed by the HSS; it could be compared to the function of an HSS frontend in 4G; HSS-internal reference points are not standardized today. 

-
In the case EPS AKA was adopted in NextGen, the comparison of RES and XRES would be done in the SEAF.

-
The AUSF may also assume the role of a AAA proxy that forwards authentication messages.
Security Anchor Function (SEAF)

An authentication function in the core network that interacts with the AUSF and the NG-UE and receives from the AUSF the intermediate key that was established as a result of the NG-UE authentication process. The SEAF also interacts with the Mobility Management (MM) function, e.g. during initial Attach, and with the SCMF. The SEAF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, an SEAF resides in the visited network. The intermediate key sent to the SEAF in the visited network shall be specific to the visited network. 

Examples: 
-
In the case of EPS AKA, the SEAF receives the intermediate key KASME from the AUSF. In the case of EAP-based authentication, the SEAF takes the authenticator role from the point of view of the UE and the AUSF (*) and receives the intermediate key MSK from the AUSF. The 4G-equivalent of the SEAF  for non-3GPP access to the EPC resides in the ePDG for untrusted access, while the TWAN provides an example for trusted access.

-
(*) This formulation has been chosen deliberately: It is conceivable that a function between the NG-UE and the SEAF, e.g. a WLAN access point, believes to play the role of EAP authenticator and receive the MSK, while in fact it receives a key from the SEAF or SCMF derived from the MSK. This possibility is ffs.
Editor’s Note: It is ffs whether the SEAF can only reside in the visited network, or whether in addition, there may be scenarios where an SEAF resides in the visited network and another SEAF in the home network in case of roaming. A potential advantage of having the SEAF in the home network in the roaming case could be avoiding full re-authentication when the UE moves and the serving network changes; but this aspect is also ffs. 

NOTE: 
The key KASME in EPS AKA and the key MSK in EAP-AKA' are specific to the network, to which they are delivered.

Security Context Management Function (SCMF)
The SCMF receives a key from the SEAF that it uses to derive further (e.g., access-network specific) keys. The SCMF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. In the roaming case, the SCMF resides in the visited network.
Editor’s Note: It is ffs whether the SCMF is needed as a separate function or whether it can always be co-located with the SEAF. 

Editor’s Note: It is ffs whether an additional function needs to be defined that reflects the role of an ERP server in EAP.

NOTE: 
Nothing in the above definitions is meant to limit the deployments of these functions in a virtualised environment. The term "secure environment" does not necessarily imply tamper-resistance. 
Security policy control function (SPCF) 

The SPCF negotiates the security policies applicable to security procedures e.g. UP protection. Security policy negotiation may be based on the following information: security capabilities of UE, security capabilities of network and security requirements of service. SPCF may distribute the security policies to the network entities (e.g. UP GW) and/or to the UE. The SPCF shall reside in a secure environment in an operator’s network, which is not exposed to unauthorized physical access. The SPCF could be standalone or co-located with other network elements, e.g. SEAF.

Security policy may include as follows:

-
AUSF selection 
-
Confidentiality protection algorithm

-
Integrity protection algorithm

-
Key length

-
Key lifecycle

Examples:
-
In the case of UP protection and NAS Signalling protection negotiation, SPCF acts as security algorithm determination function. 
NOTE: 
From the security point of view, the security requirements from services would be different, for example, the security requirement from the critical communication could be different from video streaming.  

Editor’s note: It is FFS whether the SPCF should be standardized and needed to be centralized position.

Editor’s note: It is FFS where the SPCF is physically located.
----------------------- end of pCR to TR 33.899, v060 -----------------------

